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Product Documentation

Note

About Your Switch Manual Set

The switch manual set includes the following:

m  Read Me First - a printed guide shipped with your switch. Provides
software update information, product notes, and other information.

m Installation and Getting Started Guide - a printed guide shipped
with your switch. This guide explains how to prepare for and perform
the physical installation and connection to your network.

m  Management and Configuration Guide - included as a PDF file on
the Documentation CD. This guide describes how to configure,
manage, and monitor basic switch operation.

m  Advanced Traffic Management Guide - included as a PDF file on
the Documentation CD. This guide explains the configuration and
operation of traffic management features such as spanning tree,
VLANS, and IP routing.

m  Access Security Guide - included as a PDF file on the
Documentation CD. This guide explains the configuration and
operation of access security and user authentication features on the
switch.

m Release Notes - posted on the ProCurve web site to provide
information on software updates. The release notes describe new
features, fixes, and enhancements that become available between
revisions of the above guides.

For the latest version of all ProCurve switch documentation, including release
notes covering recently added features, visit the ProCurve Networking
website at http:/www.procurve.com. Click on Technical support, and then
click on Product manuals.

XV



Product Documentation

Feature Index

For the manual set supporting your switch model, the following feature index
indicates which manual to consult for information on a given software feature.
(Note that some software features are not supported on all switch models.)

Feature Managementand  AdvancedTraffic  Access Security
Configuration Management Guide

802.1Q VLAN Tagging - X -
802.1X Port-Based Priority X - -
Authentication - - X

Authorized IP Managers - - X

Config File X - -
Copy Command X - -
Debug X - -
DHCP Configuration - X -

DHCP/Bootp Operation
Diagnostic Tools
Downloading Software

Event Log

Factory Default Settings

File Management

X X X | X X X X

File Transfers

GVRP > X =

IGMP - X -
Interface Access (Telnet, Console/Serial, Web) X - -
IP Addressing X - -
IP Routing - X -

XVi
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Feature Managementand  AdvancedTraffic  Access Security
Configuration Management Guide

LACP X

Link X

LLDP X

MAC Address Management X

MAC Lockdown

MAC Lockout

MAC-based Authentication

Monitoring and Analysis X

Multicast Filtering X

Network Management Applications (LLDP, SNMP) X

Passwords

Ping X

Port Configuration X

Port Security

Port Status X

Port Trunking (LACP) X

Port-Based Access Control

Port-Based Priority (802.1Q) X

Power over Ethernet (PoE) X

Quality of Service (QoS) X

RADIUS Authentication and Accounting

Routing X

Secure Copy X

SFTP X

SNMP X

Software Downloads (SCP/SFTP, TFTP, Xmodem) X

xXvii
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Feature Managementand  AdvancedTraffic  Access Security
Configuration Management Guide
Source-Port Filters - - X
Spanning Tree (STP, RSTP, MSTP) - X -
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Getting Started
Introduction

Introduction

This Management and Configuration Guide is intended to support the
following switches:

m  ProCurve Series 2600

m  ProCurve Series 2600-PWR
m  ProCurve Series 2800

m  ProCurve Series 4100g1

m  ProCurve Switch 6108

This guide describes how to use the command line interface (CLI), menu
interface, and web browser interface to configure, manage, and monitor
switch operation. A troubleshooting chapter is also included.

For an overview of other product documentation for the above switches, refer
to “Product Documentation” on page xv.

The Product Documentation CD-ROM shipped with the switch includes a
copy of this guide. You can also download a copy from the ProCurve website,
http://www.procurve.com.

Conventions

This guide uses the following conventions for command syntax and displayed
information.

Feature Descriptions by Model

In cases where a software feature is not available in all of the switch models
covered by this guide, the section heading specifically indicates which product
or product series offer the feature.

For example (the switch model is highlighted here in bold italics):

“QoS Pass-Through Mode on the Series 2800 and 4100gl Switches”.
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Command Syntax Statements

Syntax: aaa port-access authenticator < port-list >
[ control < authorized | auto | unauthorized >]

m  Vertical bars (| ) separate alternative, mutually exclusive elements.
m  Square brackets ( [ ] ) indicate optional elements.
m Braces ( < >) enclose required elements.

m  Braces within square brackets ( [ < > ] ) indicate a required element
within an optional choice.

m Boldface indicates use of a CLI command, part of a CLI command
syntax, or other displayed element in general text. For example:

“Use the copy tftp command to download the key from a TFTP server.”

m [talics indicate variables for which you must supply a value when
executing the command. For example, in this command syntax, < port-
list > indicates that you must provide one or more port numbers:

Syntax: aaa port-access authenticator < port-list >

Command Prompts

In the default configuration, your switch displays one of the following CLI
prompts:

ProCurve Switch 4104#
ProCurve Switch 4108#
ProCurve Switch 2626#
ProCurve Switch 2650#
ProCurve Switch 6108#

To simplify recognition, this guide uses ProCurve to represent command
prompts for all models. For example:

ProCurve#

(You can use the hostname command to change the text in the CLI prompt.)
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Screen Simulations

Figures containing simulated screen text and command output look like this:

ProCurwe > show version
amp: sawsocodesbuildsinfo
Apr 1 2005 13:43:13
G 077X
520

FroCurwve ;

Figure 1-1. Example of a Figure Showing a Simulated Screen

In some cases, brief command-output sequences appear outside of a
numbered figure. For example:

ProCurve (config)# ip default-gateway 18.28.152.1/24
ProCurve (config)# vlan 1 ip address 18.28.36.152/24
ProCurve (config)# vlan 1 ip igmp

Port Identity Examples

This guide describes software applicable to both chassis-based and stackable
ProCurve switches. Where port identities are needed in an example, this guide
uses the chassis-based port identity system, such as “Al”, “B3 - B5”, “C7”, etc.
However, unless otherwise noted, such examples apply equally to the
stackable switches, which for port identities typically use only numbers, such
as “17, “3-56”, “15”, etc.

Sources for More Information

For additional information about switch operation and features not covered
in this guide, consult the following sources:

m  For information on which product manual to consult on a given
software feature, refer to “Product Documentation” on page xv.

Note For the latest version of all ProCurve switch documentation, including
release notes covering recently added features, visit the ProCurve
Networking website at http://www.procurve.com. Click on Technical
support, and then click on Product manuals.
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m For information on specific parameters in the menu interface, refer
to the online help provided in the interface. For example:

==========================_ CONSOLE — MANAGER HODE —=======================
Switch Configuration - Internet (IP) Service

Defsult Gateway @ 10.35.204.1

Default TTL B4
IPF Config [DHCP/Bootp] : Manual Pn“'\r}le HeIp
IF Address : 10.35.204.104 (7 W E

Subnet Mask : Z55.255.:240.0

Aecions-» Cancel Edic Bave

Display help information.
Use arrow keys to change action selection and <Enter> to execute action.

Figure 1-2. Getting Help in the Menu Interface

m Forinformation on a specific command in the CLI, type the command
name followed by “help”. For example:

ProCurveff write help
Usage: write <mewory|terminals>

Description: View or sawve the runhing configuration of the switch.

write terminal - displays the running configuration of the
switch on the terminal
write memory — saves the running configuration of the

switch to flash. The saved configuration
bhecomes the hoot-up configuration of the switch
the next time it is hooted.

Figure 1-3. Getting Help in the CLI

m  For information on specific features in the Web browser interface,
use the online help. For information on Help options, see “Online Help
for the Web Browser Interface” on page 5-1.

m  For further information on ProCurve Networking switch technology,
visit the ProCurve website at:

http://www.procurve.com
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Important!

Need Only a Quick Start?

IP Addressing

If you just want to give the switch an IP address so that it can communicate
on your network, or if you are not using multiple VLANs, ProCurve
recommends that you use the Switch Setup screen to quickly configure IP
addressing. To do so, do one of the following:

m  Enter setup at the CLI Manager level prompt.

ProCurve# setup
m In the Main Menu of the Menu interface, select

8. Run Setup

For more on using the Switch Setup screen, see the Installation and Getting
Started Guide you received with the switch.

To Set Up and Install the Switch in Your Network

Use the Installation and Getting Started Guide shipped with your switch for
the following:

m Notes, cautions, and warnings related to installing and using the
switch and its related modules

m Instructions for physically installing the switch in your network

m  Quickly assigning an IP address and subnet mask, setting a Manager
password, and (optionally) configuring other basic features.

m Interpreting LED behavior.

For the latest version of the Installation and Getting Started Guide and other
documentation for your switch, visit the ProCurve website. (Refer to “Product
Documentation” on page xv of this guide for further details.)
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Selecting a Management Interface

Overview

Overview

Management interfaces enable you to reconfigure the switch and to monitor
switch status and performance. Interface types include:

m  Menu interface—a menu-driven interface offering a subset of switch
commands through the built-in VT-100/ANSI console—page 2-3

m CLI—acommand line interface offering the full set of switch commands
through the VI-100/ANSI console built into the switch—page 2-4

m  Web browser interface --a switch interface offering status information
and a subset of switch commands through a standard web browser (such
as Netscape Navigator or Microsoft Internet Explorer)—page 2-5

m  ProCurve Manager (PCM)—a windows-based network management
solution included in-box with all manageable ProCurve devices. Features
include automatic device discovery, network status summary, topology
and mapping, and device management.

m  ProCurve Manager Plus (PCM+)—a complete windows-based
network management solution that provides both the basic features
offered with PCM, as well as more advanced management features,
including in-depth traffic analysis, group and policy management, config-
uration management, device software updates, and advanced VLAN
management. (ProCurve includes a copy of PCM+ in-box for a free 30-day
trial.)

This manual describes how to use the menu interface (chapter 3), the CLI
(chapter 4), the web browser interface (chapter 5), and how to use these
interfaces to configure and monitor the switch.

For information on how to access the web browser interface Help, refer to
“Online Help for the Web Browser Interface” on page 5-11.

To use ProCurve Manager or ProCurve Manager Plus, refer to the Getting
Started Guide and the Administrator’s Guide, which are available electron-
ically with the software for these applications. For more information, visit the
ProCurve web site at http://www.procurve.com.
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Advantages of Using the Menu Interface

COM3OLE - MANAGER MODE
Main Menu

us and Counters...
. Switch Configuration...
. Console Passwords...

. Event Log

. Coreand Line (CLI
. Behoot Switech

. Download OF

. Bun Setup

. Stacking...

. Logout

OWm -1 @k we e

Provides the menu to display configuration, status, and counters.
To select menu item, press item number, or highlight item and press <Enters.

Figure 2-1. Example of the Console Interface Display

m Provides quick, easy management access to a menu-driven subset of
switch configuration and performance features:

e [P addressing e Spanning Tree

e VLANs and GVRP e System information
e Port Security e Passwords

e Port and Static Trunk Group ¢ SNMP communities
e Stack Management e Time protocols

The menu interface also provides access for:

e Setup screen e Switch and port statistic and counter
¢ Event Log display displays
¢ Switch and port * Reboots

status displays e Software downloads

m  Offers out-of-band access (through the RS-232 connection) to the
switch, so network bottlenecks, crashes, lack of configured or correct IP
address, and network downtime do not slow or prevent access
Enables Telnet (in-band) access to the menu functionality.

Allows faster navigation, avoiding delays that occur with slower
display of graphical objects over a web browser interface.

m Provides more security; configuration information and passwords are
not seen on the network.
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Advantages of Using the CLI

ProCurve> Operator Level
ProCurve# Manager Level
ProCurve (config) # Global Configuration Level

ProCurve (<context>)# Context Configuration Levels (port, VLAN)

Figure 2-2. Command Prompt Examples

m Provides access to the complete set of the switch configuration, perfor-
mance, and diagnostic features.

m  Offers out-of-band access (through the RS-232 connection) or Telnet (in-
band) access.

m  Enables quick, detailed system configuration and management access to
system operators and administrators experienced in command prompt
interfaces.

m Provides help at each level for determining available options and vari-
ables.

CLI Usage

m Forinformation on how to use the CLI, refer to chapter 3. “Using the Menu
Interface”.

m  To perform specific procedures (such as configuring IP addressing or

VLANSs), use the Contents listing at the front of the manual to locate the
information you need.

For monitoring and analyzing switch operation, refer to appendix B.

For information on individual CLI commands, refer to the Index or to the
online Help provided in the CLI interface.
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Advantages of Using the Web Browser
Interface

Stack Access: Information-0 - Commander = Stack Closeup I Stack Management
wEnt

Information-0 - Status: Non-Critical
* ra B

| Identity | Status Configuration Security Diagnostics Support
TN port Counters | _Port Status

e Port Utilization

Legend

257 % Unicast Bx or All Tx
1% Mon-Unicast Phis Rx
0% % Error Packets Rx

@Poic
Al A2 A3 A9 AT AQA1DA11A12A13A14A15A16A17A18A1QA20A21A22A23A24| B1 B2 B3 B4 B5 BG|C1 C2 C3 C4 C

A5 AR AS
©0000000000000000000000CI0000 000000 i

@ Port Disabled

Statug | Alert | Date i Time | Description
-.!Eﬂ:.o Firsttime installation 06-Sept-02 5:59:24 AM Impaortant installation information for your switch

Refresh | COpen Event | Acknowledge Selected Events Delete Selected Events

Figure 2-3. Example of the Web Browser Interface

m  Easy access to the switch from anywhere on the network

m  Familiar browser interface--locations of window objects consistent
with commonly used browsers, uses mouse clicking for navigation, no
terminal setup

m  Many features have all their fields in one screen so you can view all
values at once

m  More visual cues, using colors, status bars, device icons, and other
graphical objects instead of relying solely on alphanumeric values

m Display of acceptable ranges of values available in configuration list
boxes
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Advantages of Using ProCurve Manager
or ProCurve Manager Plus

You can operate ProCurve Manager and ProCurve Manager Plus (PCM and
PCM+) from a PC on the network to monitor traffic, manage your hubs and
switches, and proactively recommend network changes to increase network
uptime and optimize performance. Easy to install and use, PCM and PCM+ are
the answers to your management challenges.

E+]Nelwmk Management Home - HP Procurve Manager Demo

Figure 2-4. Example of the Home Page for ProCurve Manager Plus

PCM and PCM+ enable greater control, uptime, and performance in your
network:
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Features and benefits of ProCurve Manager:

Network Status Summary: Upon boot-up, a network status screen
displays high-level information on network devices, end nodes,
events, and traffic levels. From here, users can research any one of
these areas to get more details.

Alerts and Troubleshooting: An events summary screen displays
alerts to the user and categorizes them by severity, making it easier
to track where bottlenecks and issues exist in the network. Alerts
present detailed information on the problem, even down to the spe-
cific port.

Automatic Device Discovery: This feature is customized for fast
discovery of all ProCurve manageable network devices. The user can
define which IP subnets to discover.

Topology and Mapping: This feature automatically creates a map of
discovered network devices. Maps are color-coded to reflect device
status and can be viewed at multiple levels (physical view, subnet
view, or VLAN view).

Device Management: Many device-focused tasks can be performed
directly by the software, or the user can access web-browser and
command-line interfaces with the click of a button to manage individ-
ual devices from inside the tool.

Features and benefits of ProCurve Manager Plus:

All of the Features of ProCurve Manager: Refer to the above
listing.

In-Depth Traffic Analysis: Anintegrated, low-overhead traffic mon-
itor interface shows detailed information on traffic throughout the
network. Using enhanced traffic analysis protocols such as Extended
RMON and sFlow, users can monitor overall traffic levels, segments
with the highest traffic, or even the top users within a network
segment.

Group and Policy Management: Changes in configuration are
tracked and logged, and archived configurations can be applied to one
or many devices. Configurations can be compared over time or
between two devices, with the differences highlighted for users.

Advanced VLAN Management: A new, easy-to-use VLAN manage-
ment interface allows users to create and assign VLANSs across the
entire network, without having to access each network device indi-
vidually.
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Advantages of Using ProCurve Manager or ProCurve Manager Plus

Device Software Updates: This feature automatically obtains new
device software images from ProCurve and updates devices, allowing
users to download the latest version or choose the desired version.
Updates can be scheduled easily across large groups of devices, all at
user-specified times.

Investment Protection: The modular software architecture of
ProCurve Manager Plus enables ProCurve to offer network adminis-
trators add-on software solutions that complement their needs.
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Overview

Overview

This chapter describes the following:

Overview of the Menu Interface

Starting and ending a Menu session (page 3-3))
The Main Menu (page 3-7))

Screen structure and navigation (page 3-9))
Rebooting the switch (page 3-12))

The menu interface operates through the switch console to provide you with
a subset of switch commands in an easy-to-use menu format enabling you to:

m  Perform a quick configuration of basic parameters, such as the IP
addressing needed to provide management access through your network

m  Configure these features:

e Manager and Operator pass- e A network monitoring port
words e Stack Management

* System parameters ¢ Spanning Tree operation
* TP addressing e SNMP community names
*  Time protocol e IP authorized managers
* Ports e VLANS (Virtual LANs) and
¢  Trunk groups GVRP

m View status, counters, and Event Log information

m  Update switch software

m  Reboot the switch

For a detailed list of menu features, see the “Menu Features List” on page 3-14).

Privilege Levels and Password Security. ProCurve strongly recom-
mends that you configure a Manager password to help prevent unauthorized
access to your network. A Manager password grants full read-write access to
the switch. An Operator password, if configured, grants access to status and
counter, Event Log, and the Operator level in the CLI. After you configure
passwords on the switch and log off of the interface, access to the menu
interface (and the CLI and web browser interface) will require entry of either
the Manager or Operator password. (If the switch has only a Manager pass-
word, then someone without a password can still gain read-only access.)
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Using the Menu Interface
Starting and Ending a Menu Session

If the switch has neither a Manager nor an Operator password, anyone
having access to the console interface can operate the console with full
manager privileges. Also, if you configure only an Operator password,
entering the Operator password enables full manager privileges.

For more information on passwords, see the chapter on local passwords in
the Access Security Guide for your switch.

m  The menu interface displays the current running-config parameter set-
tings. You can use the menu interface to save configuration changes made
in the CLI only if the CLI changes are in the running config when you save
changes made in the menu interface. (For more on how switch memory
manages configuration changes, see Chapter 6, “Switch Memory and
Configuration”.)

m A configuration change made through any switch interface overwrites
earlier changes made through any other interface.

m  The Menu Interface and the CLI (Command Line Interface) both use the
switch console. To enter the menu from the CLI, use the menu command.
To enter the CLI from the Menu interface, select Command Line (CLI) option.)

Note

Starting and Ending a Menu Session

You can access the menu interface using any of the following:

m  Adirect serial connection to the switch’s console port, as described in the
installation guide you received with the switch

m A Telnet connection to the switch console from a networked PC or the
switch’s web browser interface. Telnet requires that an IP address and
subnet mask compatible with your network have already been configured
on the switch.

m  The stack Commander, if the switch is a stack member

This section assumes that either a terminal device is already configured and
connected to the switch (see the Installation and Getting Started Guide
shipped with your switch) or that you have already configured an IP address
on the switch (required for Telnet access).
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Starting and Ending a Menu Session

How To Start a Menu Interface Session

In its factory default configuration, the switch console starts with the CLI
prompt. To use the menu interface with Manager privileges, go to the Manager
level prompt and enter the menu command.

1.

Use one of these methods to connect to the switch:
¢ A PC terminal emulator or terminal
e Telnet

(You can also use the stack Commander if the switch is a stack member ).

Do one of the following:

e Ifyou are using Telnet, go to step 3.

e Ifyou are using a PC terminal emulator or a terminal, press [Enter] one
or more times until a prompt appears.

When the switch screen appears, do one of the following:

e If apassword has been configured, the password prompt appears.

Password:

Type the Manager password and press [Enter]. Entering the Manager
password gives you manager-level access to the switch. (Entering the
Operator password gives you operator-level access to the switch.

Refer to the chapter on local manager and operator usernames and
passwords in the Access Security Guide for your switch.)

e Ifno password has been configured, the CLI prompt appears. Go to
the next step.

When the CLI prompt appears, display the Menu interface by entering the
menu command. For example:

ProCurve# menu [Enter]

results in:
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=— CCN3OLE - MANAGER MODE - =
Hain Menu

Status and Counters...
Syiteh Configuration...
Console FPasswords...
Event Log

Commwand Line (CLI)
Reboot Zwitch

Download 03

Run Zetup

Stacking...

Logout

[ B I R R I - I

Provides the wenu to display configuration, status, and counters.

¥ Cco

To select mwenu item, press item number, or highlight itew and press <Enter>.

Figure 3-1. The Main Menu with Manager Privileges

For a description of Main Menu features, see “Main Menu Features” on page
3-7).

To configure the switch to start with the menu interface instead of the CLI, go
to the Manager level prompt in the CLI, enter the setup command, and in the
resulting display, change the Logon Default parameter to Menu. For more infor-
mation, see the Installation and Getting Started Guide you received with the
switch.

How To End a Menu Session and Exit from the Console:

The method for ending a menu session and exiting from the console depends
on whether, during the session, you made any changes to the switch configu-
ration that require a switch reboot to activate. (Most changes via the menu
interface need only a Save, and do not require a switch reboot.) Configuration
changes needing a reboot are marked with an asterisk (*) next to the config-
ured item in the menu and also next to the Switch Configuration item in the
Main Menu.




Using the Menu Interface

Starting and Ending a Menu Session

Asterisk indicates a
configuration change
that requires a reboot
to activate.

\55“-———————q>-* :

CONSOLE - MANAGER MODE
Main Menu

Ftatus and Counters...

gwitceh Configuration. .
Console Passwords. ..

Ewvent Log

Command Line (CLI)
Reboot Switch
Download O2

Run Setup
Stacking. ..

O 0oy e W)

Logout

stomizing the switch configuration.

Displays the menu for c
To select menu item, press item number, or highlight item and press <Enter>.
(*Need= reboot to activate changes.)

Figure 3-2. An Asterisk Indicates a Configuration Change Requiring a Reboot

1. Inthe current session, if you have not made configuration changes that
require a switch reboot to activate, return to the Main Menu and press [0]

(zero) to log out. Then just exit from the terminal program, turn off the
terminal, or quit the Telnet session.

2. If you have made configuration changes that require a switch reboot—

thatis, if an asterisk (*) appears next to a configured item or next to Switch

Configuration in the Main Menu:
a. Return to the Main Menu.

b. Press [6] to select Reboot Switch and follow the instructions on the
reboot screen.

Rebooting the switch terminates the menu session, and, if you are using

Telnet, disconnects the Telnet session.

(See “Rebooting To Activate Configuration Changes” on page 3-13).)

3. Exit from the terminal program, turn off the terminal, or close the Telnet

application program.
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Main Menu Features

==== == ======_ CONS0LE - MANAGER MODE —====== == ======

Provides the wmenu to display configuration, status, and counters.

¥ oCco

To select wenu iterm, press item mumber, or highlight item and press <Enter>.

Hain Menu

Status and Counters...
Syiteh Configuration...
Console Passwords...
Event Log

Comwand Line (CLI)
Reboot Zwitch

Download O3

Run Zetup

Stacking...

Logout

(== R R Y O e

Figure 3-3. The Main Menu View with Manager Privileges

The Main Menu gives you access to these Menu interface features:

Status and Counters: Provides access to display screens showing
switch information, port status and counters, port and VLAN address
tables, and spanning tree information. (See Appendix B, “Monitoring and
Analyzing Switch Operation”.)

Switch Configuration: Provides access to configuration screens for
displaying and changing the current configuration settings. (See the Con-
tents listing at the front of this manual.) For a listing of features and
parameters configurable through the menu interface, see the “Menu Fea-
tures List” on page 3-14).

Console Passwords: Provides access to the screen used to set or change
Manager-level and Operator-level passwords, and to delete Manager and
Operator password protection. (See the local password chapter in the
Access Security Guide shipped with your switch.)

Event Log: Enables you to read progress and error messages that are
useful for checking and troubleshooting switch operation. (See “Using
Logging To Identify Problem Sources” on page C-23.)




Using the Menu Interface
Main Menu Features

Command Line (CLI): Selects the Command Line Interface at the same
level (Manager or Operator) that you are accessing in the Menu interface.
(See chapter 4, “Using the Command Line Interface (CLI)”.)

Reboot Switch: Performs a “warm” reboot of the switch, which clears
most temporary error conditions, resets the network activity counters to
zero, and resets the system up-time to zero. A reboot is required to activate
achange in the VLAN Support parameter. (See “Rebooting from the Menu
Interface” on page 6-10.)

Download OS: Enables you to download a new software version to the
switch. (See Appendix A, “File Transfers”.)

Run Setup: Displays the Switch Setup screen for quickly configuring
basic switch parameters such as IP addressing, default gateway, logon
default interface, spanning tree, and others. (See the Installation and
Getting Started guide shipped with your switch.)

Stacking: Enables you to use a single IP address and standard network
cabling to manage a group of up to 16 switches in the same subnet
(broadcast domain). See the chapter on stack management in the
Advanced Traffic Management Guide.

Logout: Closes the Menu interface and console session, and disconnects
Telnet access to the switch. (See “How to End a Menu Session and Exit
from the Console” on page 3-5).)
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Screen Structure and Navigation

Screen Structure and Navigation

Menu interface screens include these three elements:
m  Parameter fields and/or read-only information such as statistics
m Navigation and configuration actions, such as Save, Edit, and Cancel

m  Help line to describe navigation options, individual parameters, and read-
only data

For example, in the following System Information screen:

Figure 3-4. Elements of the Screen Structure

“Forms” Design. The configuration screens, in particular, operate similarly
to a number of PC applications that use forms for data entry. When you first
enter these screens, you see the current configuration for the item you have
selected. To change the configuration, the basic operation is to:

1. Press[E] to select the Edit action.

2. Navigate through the screen making all the necessary configuration
changes. (See table 3-1 on page 3-10.)
3. Press [Enter] to return to the Actions line. From there you can save the

configuration changes or cancel the changes. Cancel returns the configu-
ration to the values you saw when you first entered the screen.
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Screen Structure and Navigation

Table 3-1. How To Navigate in the Menu Interface

Task:

Actions:

Execute an action
from the “Actions —>"
list at the bottom of
the screen:

Use either of the following methods:

Use the arrow keys ((<] or (3)) to highlight the action you want to
execute, then press [Enter].

Press the key corresponding to the capital letter in the action
name. For example, in a configuration menu, press [E] to select
Edit and begin editing parameter values.

Reconfigure (edit) a
parameter setting or a
field:

. Select a configuration item, such as System Name. (See figure

2-4.)

2. Press[E] (for Edit on the Actions line).

. Use [Tab] or the arrow keys (<), (=), (1), or (1)) to highlight the

item or field.

. Do one of the following:

— Ifthe parameter has preconfigured values, either use the
Space barto select a new option or type the first part of your
selection and the rest of the selection appears automatically.
(The help line instructs you to “Select” a value.)

— Ifthere are no preconfigured values, type in a value (the Help
line instructs you to “Enter” a value).

. Ifyouwantto change another parameter value, return to step 3.
. Ifyou are finished editing parameters in the displayed screen,

press [Enter] to return to the Actions line and do one of the
following:

— Tosave and activate configuration changes, press[S] (for the
Save action). This saves the changes in the startup
configuration and also implements the change in the
currently running configuration. (See Chapter 6, “Switch
Memory and Configuration”.)

— To exit from the screen without saving any changes that you
have made (or if you have not made changes), press [C] (for
the Cancel action).

Note: Inthe menu interface, executing Save activates most

parameter changes and saves them in the startup configuration

(or flash) memory, and itis therefore not necessary to reboot the

switch after making these changes. But if an asterisk appears

next to any menu item you reconfigure, the switch will not
activate or save the change for that item until you reboot the
switch. In this case, rebooting should be done after you have
made all desired changes and then returned to the Main Menu.

. When you finish editing parameters, return to the Main Menu.
. Ifnecessary, reboot the switch by highlighting Reboot Switch in

the Main Menu and pressing [Enter]. (See the Note, above.)

Exit from a read-only
screen.

Press [B] (for the Back action).




Highlight on any item
in the Actions line
indicates that the
Actions line is active.

The Help line provides
a brief descriptor of
the highlighted Action
item or parameter.

Using the Menu Interface
Screen Structure and Navigation

To get Help on individual parameter descriptions. In most screens
there is a Help option in the Actions line. Whenever any of the items in the
Actions line is highlighted, press [H], and a separate help screen is displayed.

For example:

Pressing [H] or highlighting Help and
pressing [Enter] displays Help for the
parameters listed in the upper part of

Time Sync Method [MNone] : TIMEP
\\\\ TimeP Mode [Disabled] @ Disakled

the screen

/

===— CCW3IOLE - MANAGER MODE
Switch Configuration - System I

ormation

Svystem Namwe : ProCurve Switch
System Contact
System Location @

ime (gec) [300] : 300
Enabled [Tes] : Yes

Inactivity Timeout (min) [0] : O MAC Loe
Inbound Telnet Enasbled [Tes] : Yes el Age

Time Zone [0] @ 0O
\\Qiylight Time Rule [None] : None

Actions—>

A 21 char and recurn to prewvious: EEn

Use arrow keys to change sction selection and <Enter:> to execute action.

Figure 3-5. Example Showing How To Display Help

To get Help on the actions or data fields in each screen: Use the arrow
keys (<), (), (1), or (1] ) to select an action or data field. The help line under

the Actions items describes the currently selected action or data field.

For guidance on how to navigate in a screen: See the instructions provided
at the bottom of the screen, or refer to “Screen Structure and Navigation” on

page 3-9).)
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Reboot Switch option —

Rebooting the Switch

Rebooting the switch from the menu interface

m  Terminates all current sessions and performs a reset of the operating
system
Activates any menu interface configuration changes that require a reboot
Resets statistical counters to zero

(Note that statistical counters can be reset to zero without rebooting the
switch.)

To Reboot the switch, use the Reboot Switch option in the Main Menu. (Note
that the Reboot Switch option is not available if you log on in Operator mode;
that is, if you enter an Operator password instead of a manager password at
the password prompt.)

=== CONSOLE - MANAGER MODE
Main Menu

Status and Counters...
Switch Configuration...
Consaole Passwords...
Event Log

Cormand Line (CLI)
RBeboot Bwitch

Download O3

Run Setup

Stacking...

Logout

\J
[ BV R S R N N e

Provides the menu to display configuration, status, and counters.

¥ Cco

To select wenu item, press item number, or highlight item and press <Enter>.

Figure 3-6. The Reboot Switch Option in the Main Menu
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Asterisk indicates
a configuration
change that
requires a reboot
in order to take
effect.

Reminder to
reboot the switch
to activate
configuration
changes.

Displays the menu to actiwvate and configure, or deactivate VLAN support.
|To selsct menu item, press iltem number, or highlight item and press <Enter>.

Note

Using the Menu Interface
Rebooting the Switch

Rebooting To Activate Configuration Changes. Configuration changes
for most parameters in the menu interface become effective as soon as you
save them. However, you must reboot the switch in order to implement a
change in the Maximum VLANs to support parameter. (To access this parameter, go
to the Main Menu and select:

2. Switch Configuration

8. VLAN Menu
1. VLAN Support.)

If you make configuration changes in the menu interface that require areboot,
the switch displays an asterisk (¥*) next to the menu item in which the change
has been made. For example, if you change and save the value for the Maximum
VLANSs to support parameter, an asterisk appears next to the VLAN Support entry in
the VLAN Menu screen (below), and also next to the Switch Configuration... entry
in the Main Menu, as shown in figure 3-2 on page 3-6):

CONSOLE - MANAGER MCDE
Switch Configuration Menu

System Information
Port/Trunk Settings
Network Monitoring Fort
Spanning Tree Operation
IP Configuration

SNMP Community Names

IP asuthorized Managers

I 4

[ . N, TR

*

VLAN Menu. ..
Return to Main Menu...

(*Needs reboot to activate changes.)

Figure 3-7. Indication of a Configuration Change Requiring a Reboot

To activate changes indicated by the asterisk, go to the Main Menu and select
the Reboot Switch option.

Executing the write memory command in the CLI does not affect pending
configuration changes indicated by an asterisk in the menu interface. That is,
only a reboot from the menu interface or a hoot or reload command from the
CLI will activate a pending configuration change indicated by an asterisk.
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Menu Features List

Status and Counters
e  General System Information
e  Switch Management Address Information
e Port Status
e  Port Counters
e Address Table
e Port Address Table
e Spanning Tree Information
Switch Configuration
e  System Information
e Port/Trunk Settings
e Network Monitoring Port
e Spanning Tree Operation
e [P Configuration
e  SNMP Community Names
e [P authorized Managers
e VLAN Menu
Console Passwords
Event Log
Command Line (CLI)
Reboot Switch
Download OS
Run Setup
Stacking
e Stacking Status (This Switch)
e Stacking Status (All)
e Stack Configuration
e Stack Management (Available in Stack Commander Only)
e Stack Access (Available in Stack Commander Only)
Logout
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Where To Go From Here

This chapter provides an overview of the menu interface and how to use it.
The following table indicates where to turn for detailed information on how
to use the individual features available through the menu interface.

Option:

Turn to:

To use the Run Setup option
To use the ProCurve Stack Manager
To view and monitor switch status and

counters

To learn how to configure and use
passwords and other security features

To learn how to use the Event Log

To learn how the CLI operates

To download software (the 0S)

For a description of how switch
memory handles configuration
changes

For information on other switch
features and how to configure them

Refertothe Installation and Getting Started Guide
shipped with the switch.

See the chapter on stack management in the
Advanced Traffic Management Guide.

Appendix B, “Monitoring and Analyzing Switch
Operation”

Refer to the Access Security Guide for your
switch.

“Using Logging To Identify Problem Sources” on
page C-23

Chapter 4, “Using the Command Line Interface
(cLny”

Appendix A, “File Transfers”

“Switch Memory and Configuration” on page 6-1

See the Table of Contents at the front of this
manual.

3-15



Using the Menu Interface
Where To Go From Here

— This page is intentionally unused. —

3-16



Using the Command Line Interface (CLI)

Contents
OV VIBW . ottt e e e 4-2
Accessingthe CLI . ... ... . . 4-2
Usingthe CLI. . ... ... e 4-2
Privilege LevelsatLogon ...............cciiiiiiiinennnnnn.. 4-3
Privilege Level Operation . ......... .. .. . i .. 4-4
Operator Privileges ............ .. i, 44
Manager Privileges .. ... 4-5
How To Move Between Levels ............ .. ... ... . ...... 4-7
Listing Commands and Command Options ...................... 4-8
Listing Commands Available at Any Privilege Level ........... 4-8
Command Option Displays ............. ... ... . ... 4-10
Displaying CLI"Help" . ....... ..ottt 4-11
Configuration Commands and the Context Configuration Modes .. 4-13
CLIControland Editing . ......... ... .. i 4-16

4-1



Using the Command Line Interface (CLI)

Overview
Overview
The CLIis atext-based command interface for configuring and monitoring the
switch. The CLI gives you access to the switch’s full set of commands while
providing the same password protection that is used in the web browser
interface and the menu interface.
Accessing the CLI
Like the menu interface, the CLI is accessed through the switch console, and,
in the switch’s factory default state, is the default interface when you start a
console session. You can access the console out-of-band by directly
connecting a terminal device to the switch, or in-band by using Telnet either
from a terminal device or through the web browser interface.
Also, if you are using the menu interface, you can access the CLI by selecting
the Command Line (CLI) option in the Main Menu.
Using the CLI
The CLI offers these privilege levels to help protect the switch from unautho-
rized access:
1. Operator
2. Manager
3. Global Configuration
4. Context Configuration

Note CLI commands are not case-sensitive.

When you use the CLI to make a configuration change, the switch writes the
change to the Running-Config file in volatile memory. This allows you to test
your configuration changes before making them permanent. To make changes
permanent, you must use the write memory command to save them to the
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Startup Config file in non-volatile memory. If you reboot the switch without
first using write memory, all changes made since the last reboot or write memory
(whichever is later) will be lost. For more on switch memory and saving
configuration changes, see Chapter 6, “Switch Memory and Configuration”.

Privilege Levels at Logon

Privilege levels control the type of access to the CLI. To implement this
control, you must set at least a Manager password. Without a Manager
password configured, anyone having serial port, Telnet, or web browser
access to the switch can reach all CLI levels. (For more on setting passwords,
refer to the local manager and operator password chapter in the Access
Security Guide for your switch.)

When you use the CLI to log on to the switch, and passwords are set, you will
be prompted to enter a password. For example:

Copyright (C) 1991-2003 Hewlett-Packard Co. All Rights Reserved.

RESTRICTED RIGHTS LEGEND

Uze, duplication, or disclosure by the Govermment 1z subject to restrictions
a3 zet forth in subdivision (b) {3} (i1) of the Rights in Technicel Data and
Computer Joftware clause at 32.227-7013,

HEWLETT-PACEARD CCOMPANY, 3000 Hanover §t., Palo Alto, CA 94303

/ Password Prompt

Pazsword: _

Figure 4-1. Example of CLI Log-On Screen with Password(s) Set

In the above case, you will enter the CLI at the level corresponding to the
password you provide (operator or manager).

If no passwords are set when you log onto the CLI, you will enter at the
Manager level. For example:

ProCurve#
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Caution

ProCurve strongly recommends that you configure a Manager password. If
aManager password is not configured, then the Manager level is not password-
protected, and anyone having in-band or out-of-band access to the switch may
be able to reach the Manager level and compromise switch and network
security. Note that configuring only an Operator password does not prevent
access to the Manager level by intruders who have the Operator password.

Pressing the Clear button on the front of the switch removes password
protection. For this reason, it is recommended that you protect the switch
Sfrom physical access by unauthorized persons. If you are concerned about
switch security and operation, you should install the switch in a secure
location, such as a locked wiring closet.

Privilege Level Operation

Operator Privileges | 1.Operator Level |
Manager Privileges 2. Manager Level

A

3. Global Configuration

\

4, Context Configuration Leve

Figure 4-2. Access Sequence for Privilege Levels

Operator Privileges

At the Operator level you can examine the current configuration and move
between interfaces without being able to change the configuration. A ">"
character delimits the Operator-level prompt. For example:

ProCurves> Example of the Operator prompt.

When using enable to move to the Manager level, the switch prompts you for
the Manager password if one has already been configured.
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Manager Privileges

Manager privileges give you three additional levels of access: Manager, Global
Configuration, and Context Configuration. (See figure .) A "#" character
delimits any Manager prompt. For example:

ProCurve# Example of the Manager prompt.

m  Manager level: Provides all Operator level privileges plus the ability to
perform system-level actions that do not require saving changes to the
system configuration file. The prompt for the Manager level contains only
the system name and the "#" delimiter, as shown above. To select this
level, enter the enable command at the Operator level prompt and enter
the Manager password, when prompted. For example:

ProCurve> enable Enter enable at the Operator prompt.
ProCurve# The Manager prompt.

m  Global Configuration level: Provides all Operator and Manager level
privileges, and enables you to make configuration changes to any of the
switch’s software features. The prompt for the Global Configuration level
includes the system name and " (config)". To select this level, enter the
config command at the Manager prompt. For example:

ProCurve# Enter config at the Manager prompt.
ProCurve (config)# The Global Config prompt.)

m  Context Configuration level: Provides all Operator and Manager
privileges, and enables you to make configuration changes in a specific
context, such as one or more ports or a VLAN. The prompt for the Context
Configuration level includes the system name and the selected context.
For example:

ProCurve (eth-1)#
ProCurve (vlan-10) #

The Context level is useful, for example, if you want to execute several
commands directed at the same port or VLAN, or if you want to shorten
the command strings for a specific context area. To select this level, enter
the specific context at the Global Configuration level prompt. For
example, to select the context level for an existing VLAN with the VLAN
ID of 10, you would enter the following command and see the indicated
result:

ProCurve (config)# vlan 10

ProCurve (vlan-10) #
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Changing Interfaces. If you change from the CLI to the menu interface, or
the reverse, you will remain at the same privilege level. For example, entering
the menu command from the Operator level of the CLI takes you to the
Operator privilege level in the menu interface.

Table 4-1.  Privilege Level Hierarchy
Privilege Example of Prompt and Permitted Operations
Level

Operator Privilege

Operator
Level

ProCurve>

show < command >
setup

View status and configuration
nformation.

ping < argument >
link-test < argument >

Perform connectivity tests.

enable Move from the Operator level to the
Manager level.

menu Move from the CLI interface to the menu
interface.

logout Exit from the CLI interface and terminate
the console session.

exit Terminate the current session (same as

logout).

Manager Privilege

Manager ProCurve#

Level

Global ProCurve (config) #
Configuration

Level

Context ProCurve (eth-5) #

Configuration ProCurve (vlan-100)#
Level

Perform system-level actions such as system control, monitoring,
and diagnostic commands, plus any of the Operator-level
commands. For a list of available commands, enter 7 at the
prompt.

Execute configuration commands, plus all Operator and Manager
commands. For a list of available commands, enter 7 at the
prompt.

Execute context-specific configuration commands, such as a
particular VLAN or switch port. This is useful for shortening the
command strings you type, and for entering a series of commands
for the same context. For a list of available commands, enter ? at
the prompt.
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How To Move Between Levels

Change in Levels

Example of Prompt, Command, and Result

Operator level
to
Manager level

Manager level

to
Global configuration
level

Global configuration
level

to a
Context configuration
level

Context configuration
level

to another
Context configuration
level

Move from any level
to the preceding level

Move from any level
to the Manager level

ProCurve> enable

Password: _
After you enter enable, the Password
prompt appears. After you enter the
Manager password, the system prompt
appears with the # symbol:
ProCurve#

ProCurve# config
ProCurve (config) #

ProCurve (config)# vlan 10
ProCurve (vlan-10) #

ProCurve (vlan-10)# interface e 3
ProCurve (int-3)#

The CLI accepts "e" as the abbreviated
Sform of "ethernet".

ProCurve (int-3) # exit
ProCurve (config)# exit
ProCurve# exit
ProCurve>

ProCurve (int-3)# end
ProCurve#
ProCurve (config)# end
ProCurve#

Moving Between the CLI and the Menu Interface. When moving
between interfaces, the switch retains the current privilege level (Manager or
Operator). That is, if you are at the Operator level in the menu and select the
Command Line Interface (CLI) option from the Main Menu, the CLI prompt
appears at the Operator level.

Changing Parameter Settings. Regardless of which interface is used (CLI,
menu interface, or web browser interface), the most recently configured
version of aparameter setting overrides any earlier settings for that parameter.
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For example, if you use the menu interface to configure an IP address of “X”
for VLAN 1 and later use the CLI to configure a different IP address of “Y” for
VLAN 1, then “Y” replaces “X” as the IP address for VLAN 1 in the running-
config file. If you subsequently execute write memory in the CLI, then the
switch also stores “Y” as the IP address for VLAN 1 in the startup-config file.
(For more on the startup-config and running config files, see Chapter 6,
“Switch Memory and Configuration”.)

Listing Commands and Command Options

At any privilege level you can:
m List all of the commands available at that level
m List the options for a specific command

Listing Commands Available at Any Privilege Level

At a given privilege level you can list and execute the commands that level
offers, plus all of the commands available at preceding levels. For example,
at the Operator level, you can list and execute only the Operator level
commands. However, at the Manager level, you can list and execute the
commands available at both the Operator and Manager levels.

Type "?" To List Available Commands. 1.Typing the ? symbol lists the
commands you can execute at the current privilege level. For example,
typing ? at the Operator level produces this listing:

FroCurwve = ?2

enahble
exit
link-test
logout
menu

ping

show
zatup
ProCurve =

Figure 4-3. Example of the Operator Level Command Listing
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Typing ? at the Manager level produces this listing:

FroCurvef

boot Reboot the device.

clear Clear tablesstatistics or authorized client public keys

conf igure Enter the Configuration context.

Copy Copy datafiles tosfrom the switch.

end Eeturn to the Hanager Exec context.

eraze =tartup-c... Era=sze confiquration file =tored in flash.

getnib Fetrieve and display the wvalus of the MIE ocbjects
zpecified.

kill Kill all other actiwe console, telnet, or ssh =es=ions.

log Di=splay log event=.

page Toggle paging mode.

print Execute a command and redirect its output to the device
channel for current session.

redo Ee—execute a command from history.

reload Warm reboot of the switch.

repeat Repeat execution of a previous command.

==tnib S=t the value of a MIB object.

==tup Enter the 'Switch Setup' =s=creen for ba=ic switch
configuration.

telnet Initiate an outbound telnet =es=ion to another networlk
device.

—— MORE —-. ne=t page: Space. next line: Enter. quit: Control-C
When - - MORE - - appears, use the Space bar
or [Return] to list additional commands.

Figure 4-4. Example of the Manager-Level Command Listing

When - - MORE - - appears, there are more commands in the listing. To list the
next set of commands, press the Space bar. To list the remaining commands
one-by-one, repeatedly press [Enter].

Typing? at the Global Configuration level or the Context Configuration level
produces similar results. In a particular context level, the first block of
command in the listing are the commands that are most relevant to the current
context.

Use [Tab] To Search for or Complete a Command Word. You can use
[Tab] to help you find CLI commands or to quickly complete the current word
in a command. To do so, type one or more consecutive characters in a
command and then press [Tab] (with no spaces allowed). For example, at the
Global Configuration level, if you press [Tab] immediately after typing "t", the
CLI displays the available command options that begin with "t". For example:

ProCurve (config)# t [Tab]
telnet-server

time

trunk
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telnet
terminal
ProCurve (config)# t

As mentioned above, if you type part of a command word and press [Tab], the
CLI completes the current word (if you have typed enough of the word for the
CLI to distinguish it from other possibilities), including hyphenated exten-
sions. For example:

ProCurve (config) # port [Tah]
ProCurve (config) # port-security _

Pressing [Tab] after a completed command word lists the further options for
that command.

ProCurve (config)# stack [Tab]
commander <commander-str>

join <mac-addr>

auto-join

transmission-interval <integers
<Ccr>
ProCurve (config)# stack

Command Option Displays

Conventions for Command Option Displays. When you use the CLI to
list options for a particular command, you will see one or more of the following
conventions to help you interpret the command data:

m Braces (<>) indicate a required choice.
m  Square brackets ([]) indicate optional elements.

m Vertical bars (]) separate alternative, mutually exclusive options in a
command.
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Listing Command Options. You can use the CLI to remind you of the
options available for a command by entering command keywords followed
by?. For example, suppose you want to see the command options for config-
uring port C5:

'/— This example displays the command options

P —— for configuring the switch's console settings.

ProCurve (config) # console 7

terminal T T’:‘“E—t_tgrpe of terminal heing used (default is wt£i00) .

screen-refresh Zet default number of seconds hefore screen is refreshed
on the repeat conmand.

EVENLS et level of the events displaved in the device's Events
Log.

baud-rate et the data transwission speed for the device conhect
sessions initiated through the Console port,

flow-zontrol Set the Flow Control Method: default is xon-xoff.

inactivity-timer Set the nuwber of minutes of no activity detected on the
Conzole port before the switch terminates a
comgrutication session.

Figure 4-5. Example of How To List the Options for a Specific Command

Displaying CLI "Help"

CLI Help provides two types of context-sensitive information:
m  Command list with a brief summary of each command’s purpose
m Detailed information on how to use individual commands

Displaying Command-List Help. You can display a listing of command
Help summaries for all commands available at the current privilege level. That
is, when you are at the Operator level, you can display the Help summaries
only for Operator-Level commands. At the Manager level, you can display the
Help summaries for both the Operator and Manager levels, and so on.

Syntax: help

For example, to list the Operator-Level commands with their purposes:
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FroCurve = help
enable
exit

link-test
logout
menu

ping

show

Enter Manager Exec lewel

Return to previous command level or logout 1f at first
level.

Test the connection to a MAC address on the LAN.
Terminate this console/telnet session.

o to the menu system.

Send IP Ping requests to a device on the network.
Display configuration data.

Figure 4-6. Example of Context-Sensitive Command-List Help

Displaying Help for an Individual Command. You can display Help for
any command that is available at the current context level by entering enough
of the command string to identify the command, along with help.

Syntax: < command-string > help

For example, to list the Help for the interface command in the Global
Configuration privilege level:

De=scription:

FroCurve(config)# interface help
Uzage: [no] interface [ethernst] PORT-LIST [...]

Enter the Interface Configuration Level, or sxecute one
command for that lewel. Without optional paramnsters
zpecified, the 'interface' command changes the context to

the Interface Configuration Context Level for execution of
configuration changes to the port or ports in the PORT-LIST.
The 'interface [ethernet] PORT-LIST' can be followed by any
command from the Interface Configuration Context Lewvel in the
zame command line. In this caze the context level 1= not
changed, but the command i= als=o executed for the port or ports
in the PORT-LIST. U=se 'interface [ethernet] PORT-LIST 7'

to get a list of all valid commands.

Figure 4-7. Example of How To Display Help for a Specific Command

A similar action lists the Help showing additional parameter options for a
given command. The following example illustrates how to list the Help for an
interface command acting on a specific port:
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flow-control
speed-duplex
boast-limit
unknown-vlans

enable
dizahle
lacp

monitor

FroCurve (config)# interface & c5 help

Enable/disable flow control on the port.

Define mode of operation for the port.

Set a broadcast traffic percentage limit.

Define what the port will do when it encounters GVRP
packet requesting it to join a VLAN.

Enable port.

Disable port.

Define whether LACE is enabled on the port, and whether it
1s 1in active or passive mode when enabled.

Define that the port is to be monitored.

Figure 4-8. Example of Help for a Specific Instance of a Command

Note that trying to list the help for an individual command from a privilege
level that does not include that command results in an error message. For
example, trying to list the help for the interface command while at the global
configuration level produces this result:

ProCurve# interface help
Invalid input: interface

Configuration Commands and the Context
Configuration Modes

You can execute any configuration command in the global configuration mode
or in selected context modes. However, using a context mode enables you to
execute context-specific commands faster, with shorter command strings.

The configuration options include interface (port or trunk group) and VLAN
context modes:

Port or Trunk-Group Context . Includes port- or trunk-specific
commands that apply only to the selected port(s) or trunk group, plus the
global configuration, Manager, and Operator commands. The prompt for this
mode includes the identity of the selected port(s):

ProCurve (config) # interface e c3-c6 Command executed at
configuration level for

ProCurve (config)# interface e trkl enteringport ortrkl static
trunk-group context.

ProCurve (eth-C5-C8) # Resulting prompt showing
ProCurve (eth-Trkl) # port or static trunk
contexts.
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ProCurve (eth-C5-C8) #? Lists the commands you
can use in the port or static
ProCurve (eth-C5-C8) #? trunk context, plus the

Manager, Operator, and
contextcommands you can
execute at this level.

In the port context, the first block of commands in the "?"*
listing show the context-specific commands that will affect

ProCurve(eth-C3-Ca)# ? only ports C3-C6.

flow—control Enable/disable flow control on the port.

speed-duplex Define mode of operation for the port.

hroadcast-1limit 3et a broadcast traffic percentage limit.

unknown-vlans Define what the port will do when it encounters GVRP
packet regquesting it to join a VLAN.

enahble Enable port.

disabhle Disakble port.

lacp Define whether LACP is enabled on the port, and whether]
iz in active or passive mode when enabled.

monitor Define that the port is to be monitored.

interface ether... Enter the Interface Configuration Level, or execute one|
command on that lewvel.

vlan Add, delete, edit VLAN configuration or enter a VLAN
context.

hoot systew flash FReboot the device.

configure Enter the Configuration context.

copy Copy datafiles to/from the switch.

end Feturn to the Manager Exec context.

erase Erase the configuraticon file stored in flash.

—— MORE —-, next page: 3Zpace, next line: Enter, gquit: Control-C

The remaining commands in the listing are Manager,
Operator, and context commands.

Figure 4-9. Context-Specific Commands Affecting Port Context
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VLAN Context . Includes VLAN-specific commands that apply only to the
selected VLAN, plus Manager and Operator commands. The prompt for this
mode includes the VLAN ID of the selected VLAN. For example, if you had
already configured a VLAN with an ID of 100 in the switch:

ProCurve (config)# vlan 100 Command executed at configura-
tion level to enter VLAN 100
context.

ProCurve (vlan-100) # Resulting prompt showing VLAN
100 context.

ProCurve (vlian-100)# ? Lists commands you canusein the
VLAN context, plus Manager, Oper-
ator, and context commands you
can execute at this level.

FroCurve {(vlian-100)# 7
In the VLAN i pt o el e . S .
context, the .

first block of ' pame <name-str>

monitcor

|
|
ﬁ?mgﬁpd§ln , tagged <[ethernet] port-list> :
t; 'Ifnng | forhid <[ethernet] port-list> |
show t % that \\untagged < [ethernet] port—list{j
commandsthat === 0~ —- - - - - - - - - - - - - - - - -
will affect only , interface <[ethernet] port-list®
vlan-100. . \
I wlan <wvlan-id:>
| |
| koot !
| configure !
The remaining | capy :
commands in ' qisplay |
the listing are : end |
Manager, | erase l
Operator, and | gerMIE :
context | .
kill I
commands. : |
1 log |
I page |
l print |
«—- MORE —- /

Figure 4-10. Context-Specific Commands Affecting VLAN Context
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CLI Control and Editing

Keystrokes Function

[Ctrl] [A] Jumps to the first character of the command line.

[Ctrl] [B] or Moves the cursor back one character.

[Ctri] [C] Terminates a task and displays the command prompt.

[Ctrl] [D] Deletes the character at the cursor.

[Ctrl] [E] Jumps to the end of the current command line.

[Ctrl] [F] or Moves the cursor forward one character.

[Ctrl] [K] Deletes from the cursor to the end of the command line.

[Ctrl] [L] or [Ctrl]] [R] Repeats current command line on a new line.

[Ctrl] [N] or Enters the next command line in the history buffer.

[Ctrl] [P] or Enters the previous command line in the history buffer.

[Ctrl] [U] or [Ctrl] [X] Deletes from the cursor to the beginning of the command line.
[Ctrl] [W] Deletes the last word typed.

[Esc] [B] Moves the cursor backward one word.

[Esc] [D] Deletes from the cursor to the end of the word.

[Esc] [F] Moves the cursor forward one word.

[Delete] or Deletes the first character to the left of the cursor in the command
[Backspace] line.
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Overview
Overview
The Web browser interface built into the switch lets you easily access the
switch from a browser-based PC on your network. This lets you do the
following:
m  Optimize your network uptime by using the Alert Log and other diagnostic
tools
Make configuration changes to the switch
Maintain security by configuring usernames and passwords
This chapter covers the following:
m  General features (page 5-3).
m  Starting a web browser interface session (page 5-4)
m Tasks for your first web browser interface session (page 5-7):
e (Creating usernames and passwords in the web browser interface
(page 5-8)
e Selecting the fault detection configuration for the Alert Log operation
(page 5-23)
e Getting access to online help for the web browser interface (page
5-11)
m  Description of the web browser interface:
e Overview window and tabs (page 5-15)
e Port Utilization and Status displays (page 5-16)
e Alert Log and Alert types (page 5-19)
e Setting the Fault Detection Policy (page 5-23)
Note If you want security beyond that achieved with user names and passwords,

you can disable access to the web browser interface. This is done by either
executing no web-management at the Command Prompt or changing the Web
Agent Enabled parameter setting to No (page 7-3).

5-2



Using the Web Browser Interface
General Features

General Features

The switch includes these web browser interface features:

Switch Configuration:

Ports

VLANSs and Primary VLAN

Fault detection

Port monitoring (mirroring)

System information

Enable/Disable Multicast Filtering (IGMP) and Spanning Tree
IP

Stacking

Support and management URLs

Switch Security: Usernames and passwords

Switch Diagnostics:

Ping/Link Test
Device reset
Configuration report

Switch status

Port utilization
Port counters
Port status
Alert log

Switch system information listing

5-3



Using the Web Browser Interface
Starting a Web Browser Interface Session with the Switch

Starting a Web Browser Interface
Session with the Switch

You can start a web browser session in the following ways:

m Using a standalone web browser on a network connection from a PC or
UNIX workstation:
¢ Directly connected to your network
e (Connected through remote access to your network

m Using a management station running ProCurve Manager on your network

Using a Standalone Web Browser in a PC or UNIX
Workstation

This procedure assumes that you are using a compatible web browser (see
the software Release Notes for more information) and that the switch is
configured with an IP address accessible from your PC or workstation. (For
more on assigning an IP address, refer to “IP Configuration” on page 8-3.)

1. Ensure that the Java™ applets are enabled for your browser. For more
information on this topic, refer to your browser’s online Help.

2. Use the web browser to access the switch. If your network includes a
Domain Name Server (DNS), your switch’s IP address may have a name
associated with it (for example, switch5308) that you can type in the
Location or Address field instead of the IP address. Using DNS names
typically improves browser performance. Contact your network adminis-
trator to enquire about DNS names associated with your ProCurve switch.

Type the IP address (or DNS name) of the switch in the browser Location
or Address (URL) field and press [Enter]. (It is not necessary to include
http://.)

switch5308 [Enter] (example of a DNS-type name)
10.11.12.195 [Enter] (example of an IP address)
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Using ProCurve Manager (PCM) or ProCurve Manager
Plus (PCM+)

ProCurve Manager and ProCurve Manager Plus are designed for installation
on a network management workstation. For this reason, the system require-
ments are different from the system requirements for accessing the switch’s
web browser interface from a non-management PC or workstation. For
ProCurve PCM and PCM+ requirements, refer to the information provided
with the software.

This procedure assumes that:

m  Youhave installed the recommended web browser on a PC or workstation
that serves as your network management station.

m  Thenetworked device you want to access has been assigned an IP address
and (optionally) a DNS name, and has been discovered by PCM or PCM+.
(For more on assigning an IP address, refer to “IP Configuration” on page
8-3.)

To establish a web browser session with ProCurve PCM or PCM+ running, do
the following on the network management station:

1. Make sure the Java™ applets are enabled for your web browser. If they
are not, refer to the web browser online Help for specific information on
enabling the Java applets.

2. Inthe Interconnected Devices listing under Network Manager Home (in the
PCM/PCM+ sidebar), right-click on the model number of the device you
want to access.

3. The web browser interface automatically starts with the Status Overview
window displayed for the selected device, as shown in figure 5-1.

If the Registration window appears, click on the Status tab.
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@ HPswitch - Status: Information

| Identity | Status Configuration Security Diagnostics Support
TN Port Counters | Port Status

¥ ] Port Utilization Legend

B % Unicast Rz or All T
1% Mon-Unicast Plis R
B % Error Padeets R

259

- Port Connected
— T —_—
a1l Az A3 a3 A5 AB AT AS  AB  AID A1 A2 A3 A4 Opm"f’tc“”m“
@ ¢ ¢ © ¢ O ¢ @ ¢ ¢ & @ ¢ O iPor Disabled
Status | Alert | Date / Time | Deseription
-‘»ﬂ First Time Installation 16-Jun-01 4:01:53 PM Important installation infarmation for your switch
Alert First-Time
Log Install Alert

Refresh | Open Event | Acknowledge Selected Events Delete Selected Events

Figure 5-1. Example of Status Overview Screen

Note The above screen appears somewhat different if the switch is configured as a
stack Commander. For an example, see figure 2-3 on page 2-5.
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Tasks for Your First Web Browser
Interface Session

The first time you access the web browser interface, there are three tasks that
you should perform:

m  Review the “First Time Install” window
m  Set Manager and Operator passwords
m  Set access to the web browser interface online help

Viewing the “First Time Install” Window

When you access the switch’s web browser interface for the first time, the
Alertlog contains a “First Time Install” alert, as shown in figure 5-2. This gives
you information about first time installations, and provides an immediate
opportunity to set passwords for security and to specify a Fault Detection
policy, which determines the types of messages that will be displayed in the
Alert Log.

Double click on First Time Install in the Alert log (figure 5-1 on page 5-6). The
web browser interface then displays the “First Time Install” window, below.

@ First-Time Install

Description:
The follewing information presents possible first time settings which can be configured.

Steps to take during first time installation:
o |t is recommended that vou seoures aceess to the dewice to pravent unauthotized users from manipulating
device configuration.

@ You are also encouraged to select the fault detection configuration which best suits your network

environment.

Cancel | Acknowledge Event Delete Event

Figure 5-2.First-Time Install Window

5-7



Using the Web Browser Interface
Tasks for Your First Web Browser Interface Session

This window is the launching point for the basic configuration you need to
perform to set web browser interface passwords to maintain security and
Fault Detection policy, which determines the types of messages that will be
displayed in the Alert Log.

To set web browser interface passwords, click on secure access to the device
to display the Device Passwords screen, and then go to the next page. (You
can also access the password screen by clicking on the Security tab.)

To set Fault Detection policy, click on select the fault detection configuration in
the second bullet in the window and go to the section, “Setting Fault Detection
Policy” on page 5-23. (You can also access the password screen by clicking on
the Configuration tab, and then [Fault Detection] button.)

Creating Usernames and Passwords in the Browser
Interface

You may want to create both a username and password to create access
security for your switch. There are two levels of access to the interface that
can be controlled by setting user names and passwords:

m  Operator. An Operator-level user name and password allows read-only
access to most of the web browser interface, but prevents access to the
Security window.

m  Manager. A Manager-level user name and password allows full read/
write access to the web browser interface.
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U [T Deanrs e

Read-Only Access

Dperator User Mame:
Operator Passwaord; |
Conliren Dperator Passannd: I

Read-Wiite Access

Manager User Hame: I
Managar Passward; |
Conlirm Managuer Passarond: I

Agply Changss || Clear Changes |

Figure 5-3. The Device Passwords Window

To set the passwords:

1. Access the Device Passwords screen by one of the following methods:

Ifthe Alert Log includes a “First Time Install” event entry, double
click on this event, then, in the resulting display, click on the
secure access to the device link.

Select the Security tab.

2. Click in the appropriate box in the Device Passwords window and enter
user names and passwords. You will be required to repeat the password
strings in the confirmation boxes.

Both the user names and passwords can be up to 16 printable ASCII
characters.

3. Click on [Apply Changes] to activate the user names and passwords.
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Note

Passwords you assign in the web browser interface will overwrite previous
passwords assigned in either the web browser interface, the Command
Prompt, or the switch console. That is, the most recently assigned passwords
are the switch’s passwords, regardless of which interface was used to assign
the string.

Using the Passwords

Enter Network Password

ri@ Flease type vour user name and password.

“— Resowse:  HP J48654

Useer name: ||

Password: I

ak I Cancel |

Figure 5-4. Example of the Password Window in the Web Browser Interface

The manager and operator passwords are used to control access to all switch
interfaces. Once set, you will be prompted to supply the password every time
you try to access the switch through any of its interfaces. The password you
enter determines the capability you have during that session:

m  Entering the manager password gives you full read/write capabilities

m  Entering the operator password gives you read and limited write capabil-
ities.

Using the User Names

If you also set user names in the web browser interface screen, you must
supply the correct user name for web browser interface access. If auser name
has not been set, then leave the User Name field in the password window
blank.

Note that the Command Prompt and switch console interfaces use only the
password, and do not prompt you for the User Name.

5-10



I Identity I Status Configuration Security Diagnostics Support
TR | port Counters _Port Status |

Using the Web Browser Interface
Tasks for Your First Web Browser Interface Session

If You Lose a Password

If you lose the passwords, you can clear them by pressing the Clear button on
the front of the switch. This action deletes all password and user name
protection from all of the switch’s interfaces.

The Clear button is provided for your convenience, but its presence means
that if you are concerned with the security of the switch configuration and
operation, you should make sure the switch is installed in a secure location,
such as a locked wiring closet.(For more information, refer to “Front Panel
Security” in the chapter titled “Configuring Username and Password Secu-
rity” in the Access Security Guide for your switch.)

Online Help for the Web Browser Interface

Online Help is available for the web browser interface. You can use it by
clicking on the question mark button in the upper right corner of any of the
web browser interface screens.

The Help Button —\‘

6 HP switch - Status: Information ﬂﬂ IT

]

Port Utilization Legend
B % Unicast R or All Tx

25 %

1% Mon-Unicast Plds R

Figure 5-5. The Help Button

Note

Context-sensitive help is provided for the screen you are on.

To access the online Help for the web browser interface, you need either
ProCurve Manager (version 1.5 or greater) installed on your network or an
active connection to the World Wide Web. Otherwise, Online help for the web
browser interface will not be available.

For more on Help access and operation, refer to “Help and the Management
Server URL” on page 5-13.
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Support/Mgmt URLs Feature

The Support/Mgmt URLs window enables you to change the World Wide Web

Universal Resource Locator (URL) for two functions:
m  Support URL - a support information site for your switch

m  Management Server URL — The web site for web browser online Help.

1. Click Here
I 2. Click Here

/

= HPswitch - Status: Information

(6]

(D]

Support URL: |http:!Mw.hp.com!gu!prDcur\.fe

Identity Status Configuration / Security Diagnostics Support
Device Yiew | " Fault Detection | _system Info | 1P Configuration |
Port Configuration | " Monitor Port Device Features |  Stacking |
VLAN Configuration il SupportMgmt URL

] t -
S:rr\l:!?ilrai? |http:,-“Mw.hp.com!rnd,’dewce_help|
| Apply Changes I Clear Changes
I \
3. Enter one of the following (or use the default setting): 4.Click on Apply Changes

— The URL for the support information source you want the
switchto access whenyou click onthe web browser interface
Support tab. The default is the URL for the ProCurve
Networking home page.

— The URL of a PCM (ProCurve Network Manager) workstation
or other server for the online Help files for this web browser
interface. (The default setting accesses the switch’s browser-
based Help on the ProCurve web site.) Note that if you install
PCM in your network, the PCM management station acts as
the web browser Help server and automatically inserts the
necessary URL in this field.)

Figure 5-6. The Default Support/Mgmt URLs Window
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Support URL

This is the site that the switch accesses when you click on the Support tab on
the web browser interface. The default URL is:

http://www.procurve.com
which is the web site for ProCurve’s networking products.

Click on the [Support] button on that page and you can get to support informa-
tion regarding your switch, including white papers, operating system (OS)
updates, and more.

You could instead enter the URL for a local site that you use for entering
reports about network performance, or whatever other function you would
like to be able to easily access by clicking on the [Support] tab.

Help and the Management Server URL

The Management Server URL field specifies the URL the switch uses to find
online Help for the web browser interface.

m Ifyouinstall PCM (ProCurve Manager) in your network, the PCM manage-
ment station acts as the web browser Help server for the switch and
automatically inserts the necessary URL in this field.)

m In the default configuration (and if PCM is not running on your network)
this field is set to the URL for accessing online Help from the ProCurve
Networking Website:

http://www.procurve.com
Using this option, the Help files are automatically available if your work-
station can access the World Wide Web. In this case, if Online Help fails

to operate, ensure that the above URL appears in the Management Server
URL field shown in figure 5-7:
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In the default configuration, the switch uses the URL for
accessing the web browser interface help files on the
ProCurve web site.

@ HP switch - Status: Information

ra

Support

Status

Identity Configuration Security Diagnostics

Device View | _Fault Detection | _System Info |
Port Configuration | | Monitor Port | " Device Features | Stacking |

VYLAN Configuration SupportMgmt URL

Support URL: |http:,-“Mw.hp.comfgo!procuNe

IP Configuration

Management - -
Server URL: |http.,.f/\t\-w.hp.com,"rnd,"dewce_help|

/

Apply Changes Clear Changes

Figure 5-7. How To Access Web Browser Interface Online Help
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Status Reporting Features

Browser elements covered in this section include:
m  The Overview window (below)

m Port utilization and status (page 5-16)

m  The Alert log (page 5-19)

m  The Status bar (page 5-22)

The Overview Window

The Overview Window is the home screen for any entry into the web browser
interface.The following figure identifies the various parts of the screen.

Status Bar Active Button Active Tab
(page 5-22) [
3y HPswitch - Status: Infgrmation
Tab Bar : T : : : :
Identity Configuration Security Diagnostics Support
Button Bar Port Counters Port Status
Port Litilization Legend
ag % Unicast R or All Tx
P_OFtUtlhza' [C1% Man-Unicast Piis Rx
tion Graphs M % Error Packets R
(Page 5-16) - @rPort Connected
— —
Port Status s Az A3 Al A5 BB AT A3 AD AI0 A1 A1z AlZ a4 DrPort "?tcmnemd
Indicators ¢ © & O © O C @ @ Z Z @ @ O |Frotvsabid
(page 5-18) Status | Alert | Date i Time | Description
-“N_Eﬁ}ﬂ First Time Installation 16-Jun-01 4:01:53 PM Imporant installation infarmation for your switch
Alert Log
(page 5-19)
Alert Log
Control Bar Refresh | Open Event | Acknowledge Selected Events Delete Selected Events

Figure 5-8. The Status Overview Window

Policy Management and Configuration. ProCurve PCM can perform
network-wide policy management and configuration of your switch. The
Management Server URL field (page 5-13) shows the URL for the management
station performing that function. For more information, refer to the documen-
tation provided with the PCM software.
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The Port Utilization and Status Displays

The Port Utilization and Status displays show an overview of the status of the
switch and the amount of network activity on each port. The following figure
shows a sample reading of the Port Utilization and Port Status.

Bandwidth Display Control

Port Utilization Bar Graphs

N

[]% Mon-Unicast Phis Rx
[ % Eror Packets Rx
- ) Port Connected
— W —

Port Litilization Legend
I % Unicast R or All Tx

Az Az A3 A5 AS AT AS  AD AID A1 A1Z Ad3 a4 3 Fort ot Connested

/—»OOOOOOOOOQ@OOO #Port bisablad

Port Status Indicators

i

Legend

Figure 5-9. The Graphs Area

Port Utilization

The Port Utilization bar graphs show the network traffic on the port with a
breakdown of the packet types that have been detected (unicast packets, non-
unicast packets, and error packets). The Legend identifies traffic types and
their associated colors on the bar graph:

% Unicast Rx & All Tx: This is all unicast traffic received and all
transmitted traffic of any type. This indicator (a blue color on many
systems) can signify either transmitted or received traffic.

% Non-Unicast Pkts Rx: All multicast and broadcast traffic received by
the port. This indicator (a gold color on many systems) enables you to
know “at-a-glance” the source of any non-unicast traffic that is causing
high utilization of the switch. For example, if one port is receiving heavy
broadcast or multicast traffic, all ports will become highly utilized. By
color-coding the received broadcast and multicast utilization, the bar
graph quickly and easily identifies the offending port. This makes it faster
and easier to discover the exact source of the heavy traffic because you
don’t have to examine port counter data from several ports.

% Error Pkts Rx: All error packets received by the port. (This indicator
is a reddish color on many systems.) Although errors received on a port
are not propagated to the rest of the network, a consistently high number
of errors on a specific port may indicate a problem on the device or
network segment connected to the indicated port.

5-16



Using the Web Browser Interface
Status Reporting Features

m  Maximum Activity Indicator: As the bars in the graph area change
height to reflect the level of network activity on the corresponding port,
they leave an outline to identify the maximum activity level that has been
observed on the port.

Utilization Guideline. A network utilization of 40% is considered the
maximum that a typical Ethernet-type network can experience before encoun-
tering performance difficulties. If you observe utilization that is consistently
higher than 40% on any port, click on the Port Counters button to get a detailed
set of counters for the port.

To change the amount of bandwidth the Port Utilization bar graph
shows. Clickonthebandwidth display control button inthe upperleft corner
of the graph. (The button shows the current scale setting, such as 40%.) In the
resulting menu, select the bandwidth scale you want the graph to show (3%,
10%, 25%, 40%, 75%, or 100%), as shown in figure figure 5-10.

Note that when viewing activity on a gigabit port, you may want to select a
lower value (such as 3% or 10%). This is because the bandwidth utilization of
current network applications on gigabit links is typically minimal, and may
not appear on the graph if the scale is set to show high bandwidth utilization.

Port Utilization

AZ A3 A4 AS A AT AS A

e ¢ ¢ e & o ¢ @

Figure 5-10. Changing the Graph Area Scale

To display values for each graph bar. Hold the mouse cursor over any of
the bars in the graph, and a pop-up display is activated showing the port
identification and numerical values for each of the sections of the bar, as
shown in figure 5-11 (next).

0] Port Uitilization

5%

0% Fort3 - 26% of 10Mb

(26% was highestwalue) | 0 BE
26% Unicast Rx or All Tx E a
0% Mon-Unicast Rx

T
0% Errar Ry O O O

1 2

Figure 5-11. Display of Numerical Values for the Bar
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Port Status

Port Status Indicators

-

—— ¢ & & & & & ¢ @& ¢ ¥ Z & & C© @ Port Disabled

Port Litilization Legend

B % Unicast Ry oor All Tx
[ % Hon-Unicast Phis R
I % Error Packets R

- @ Port Connected
— - _—
(3 Port Mot Connacted

Al A2 A3 A3 AS =] A7 A =) #10 A1 A2 A13 Alg

Legend 7

Figure 5-12. The Port Status Indicators and Legend

The Port Status indicators show a symbol for each port that indicates the
general status of the port. There are four possible statuses:

Port Connected - the port is enabled and is properly connected to an
active network device.

Port Not Connected - the port is enabled but is not connected to an
active network device. A cable may not be connected to the port, or the
device at the other end may be powered off or inoperable, or the cable or
connected device could be faulty.

Port Disabled - the port has been configured as disabled through the
web browser interface, the switch console, or SNMP network manage-
ment.

Port Fault-Disabled - a fault condition has occurred on the port that
has caused it to be auto-disabled. Note that the Port Fault-Disabled
symbol will be displayed in the legend only if one or more of the ports is
in that status. See appendix B, “Monitoring and Analyzing Switch Opera-
tion” for more information.
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The Alert Log

The web browser interface Alert Log, shown in the lower half of the screen,
shows a list of network occurrences, or alerts, that were detected by the
switch. Typical alerts are Broadcast Storm, indicating an excessive number of
broadcasts received on a port, and Problem Cable, indicating a faulty cable. For
more information on alerts, see “Alert Types and Detailed Views” on page 5-20

Htalus At bt | Wit Dascnpion
My Exissie CROE 1E-Sirp03 T 48 44 AM Excirisnm CRCMIgrmint grmns on part. § J
alignmens efmors
mﬂ First tirmg installation 12 Eop-00 336,20 PM Enpordant installation inforrmabon for your swilch
-
Rkt Opon Everil | Acknowiodge Selecled Events | [ Oetete Sulected Events |

Figure 5-13.Example of the Alert Log

Each alert has the following fields of information:

m  Status - The level of severity of the event generated. Severity levels can
be Information, Normal, Warning, and Critical. If the alert is new (has not
yet been acknowledged), the New symbol is also in the Status column.

Alert — The specific event identification.

Date/Time — The date and time the event was received by the web
browser interface. This value is shown in the format: DD-MM-YY
HH:MM:SS AM/PM, for example, 16-Sep-99 7:58:44 AM.

m Description — A short narrative statement that describes the event. For
example, Excessive CRC/Alignment errors on port: 8.

Sorting the Alert Log Entries

The alerts are sorted, by default, by the Date/Time field with the most recent
alert listed at the top of the list. The second most recent alert is displayed
below the top alert and so on. If alerts occurred at the same time, the
simultaneous alerts are sorted by order in which they appear in the MIB.

The alert field that is being used to sort the alert log is indicated by which
column heading is in bold. You can sort by any of the other columns by clicking
on the column heading. The Alert and Description columns are sorted alpha-
betically, while the Status column is sorted by severity type, with more critical
severity indicators appearing above less critical indicators.
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Note

Alert Types and Detailed Views

As of April, 2004, the web browser interface generates the following alert
types:

e Auto Partition e High collision or drop rate

¢ Backup Transition ¢ Loss of Link

¢ Excessive broadcasts e Mis-Configured SQE

¢ Excessive CRC/alignment errors ® Network Loop

e Excessive jabbering ¢ Polarity Reversal

e Excessive late collisions e Security Violation

e First Time Install e Stuck 10BaseT Port

e Full-Duplex Mismatch ¢ Too many undersized (runt)/giant
e Half-Duplex Mismatch packets

e Transceiver Hot Swap

When troubleshooting the sources of alerts, it may be helpful to check the
switch’s Port Status and Port Counter windows and the Event Log in the
console interface.

By double clicking on Alert Entries, the web browser interface displays a
Detail View or separate window detailing information about the events. The
Detail View contains a description of the problem and a possible solution. It
also provides four management buttons:

m  Acknowledge Event — removes the New symbol from the log entry
m Delete Event — removes the alert from the Alert Log

m  Cancel Button - closes the detail view with no change to the status of
the alert and returns you to the Overview screen.

A sample Detail View describing an Excessive CRC/Alignment Error alert is
shown here.
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@ Excessive CRC/Alignment Errors on port A8

Description:
A high percentage of data errors was detected on port A8,

Possible causes:
The possible causes include faulty cabling or topology, halffull duplex mismatch, a misconfigured NIC, or a
malfunctioning MIC, NIC driver, ar transceiver.

Actions:
1. If port A8 is 100Base-T, make sure the cable connectors, punch-down blocks, and patch panels connecting to that port
are Category 5 or better. Verify the correctness of the installation using a Category 5 test device.
2. Check the directly-connected device for mismatches in halffull duplex operation (half duplex on the switch and full
duplex on the connected device, or the reverse).
. Update the NIC driver software.
. Werify that the network topology conforms to IEEE 802.3 standards.
. Replace or relocate the cable. Also check the wiring closet components, transceivers, and NICs for proper operation.

M=

Cancel | Retest | Acknowledge Event Delete Event

Figure 5-14.Example of Alert Log Detail View
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The Status Bar

The Status Bar is displayed in the upper left corner of the web browser
interface screen. Figure 5-15 shows an expanded view of the status bar.

Status Indicator [ Most Critical Alert Description

\, G atus: Information

‘¥ Product Name

Figure 5-15. Example of the Status Bar

The Status bar consists of four objects:

Status Indicator. Indicates, by icon, the severity of the most critical alert
in the current display of the Alert Log. This indicator can be one of three
shapes and colors as shown in the following table.

Table 5-1.Status Indicator Key

Color | Switch Status Status Indicator Shape

Blue Normal Activity; "First time installation"
information available in the Alert log.

Green | Normal Activity

Yellow |Warning

Red Critical

System Name. The name you have configured for the switch by using
Identity screen, system name command, or the switch console System
Information screen.

Most Critical Alert Description. A brief description of the earliest,
unacknowledged alert with the current highest severity in the Alert Log,
appearing in the right portion of the Status Bar. In instances where
multiple critical alerts have the same severity level, only the earliest
unacknowledged alert is deployed in the Status bar.
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m  Product Name. The product name of the switch to which you are
connected in the current web browser interface session.
Setting Fault Detection Policy

One of the powerful features in the web browser interface is the Fault
Detection facility. For your switch, this feature controls the types of alerts
reported to the Alert Log based on their level of severity.

Set this policy in the Fault Detection window (figure 5-16).

@ HP switch - Status: Information lﬁﬂ I?

Identity Status Configuration Security Diagnostics Support

Device View Fault Detection _ System Info | P Configuration

Port Configuration | | Monitor Port | " Device Features | | Stacking |
VLAN Configuration | | SupportMgmt URL |

This switch features automatic fault defection capability which can protect your netuwork from being brought down by
problems sush as network loops, defective cables, transceivers and faulty netwaork interface cards.

Configure the fault detection sensitivity which best suits your netwark environment. When done, olick the Apply Ghanges
button to save your settings to the device,

Loy Network Problems |Medium Sensitivity j

Autornatically detect network problems and report thern, with their causes, in the aler log
(located under the Status tak).

High sensifivily sefting causes the switoh to act on any network problem.
Low sensifivity setting causes the switch to act only when severe problems ooour.

Resetto Default Setings Apply Changes Clear Changes

Figure 5-16. The Fault Detection Window

The Fault Detection screen contains a list box for setting fault detection and
response policy. You set the sensitivity level at which a network problem
should generate an alert and send it to the Alert Log.

To provide the most information on network problems in the Alert Log, the
recommended sensitivity level for Log Network Problems is High Sensitivity. The
Fault Detection settings are:
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m  High Sensitivity. This policy directs the switch to send all alerts to the
Alert Log. This setting is most effective on networks that have none or
few problems.

m  Medium Sensitivity. This policy directs the switch to send alerts related
to network problems to the Alert Log. If you want to be notified of
problems which cause a noticeable slowdown on the network, use this
setting.

m  Low Sensitivity. This policy directs the switch to send only the most
severe alerts to the Alert Log. This policy is most effective on a network
that normally has a lot of problems and you want to be informed of only
the most severe ones.

m  Never. Disables the Alert Log and transmission of alerts (traps) to the
management server (in cases where a network management tool such as
ProCurve Manager is in use). Use this option when you don’t want to use
the Alert Log.

The Fault Detection Window also contains three Change Control Buttons:

m  Apply Changes. This button stores the settings you have selected for all
future sessions with the web browser interface until you decide to change
them.

m Clear Changes. This button removes your settings and returns the
settings for the list box to the level it was at in the last saved detection-
setting session.

m  Reset to Default Settings. This button reverts the policy setting to
Medium Sensitivity for Log Network Problems.
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Switch Memory and Configuration
Overview

Overview

This chapter describes:
m  How switch memory manages configuration changes
m  How the CLI implements configuration changes

m  How the menu interface and web browser interface implement configu-
ration changes

m  How the switch provides software options through primary/secondary
flash image options

m  How to use the switch’s primary and secondary flash options, including
displaying flash information, booting or restarting the switch, and other
topics

Overview of Configuration File
Management

The switch maintains two configuration files, the running-config file and the
startup-config file.

'- . -
Volatile Memory CLI configuration
changes are written to

this file to the startup-
config file, you must
execute the write
memory command.

the contents of this file are erased and replaced by the

I .
(Controls switch operation. When the switch reboots, | save the latest version of
contents of the startup-config file.) |

[
Il Running-Config File this file. To use the CLI to
[
|

| Flash (Non-Volatile) Memory ; .
Menu interface configu-

ration changes are simul-
taneously written to both
of these files.

(Preserves the most recently saved configuration

I
|} Startup-Config File -~ |
through any subsequent reboot.) I

Figure 6-1. Conceptual lllustration of Switch Memory Operation




Note
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m  Running Config File: Exists in volatile memory and controls switch
operation. If no configuration changes have been made in the CLI since
the switch was last booted, the running-config file is identical to the
startup-config file.

m Startup-config File: Exists in flash (non-volatile) memory and is used
to preserve the most recently-saved configuration as the "permanent"
configuration.

Rebooting the switch replaces the current running-config file with a new
running-config file that is an exact copy of the current startup-config file.

Any of the following actions reboots the switch:
¢ Executing the boot or the reload command in the CLI
e Executing the Reboot command in the menu interface
¢ Pressing the Reset button on the front of the switch
¢ Removing, then restoring power to the switch

For more on reboots and the switch’s dual-flash images, see “Using Primary
and Secondary Flash Image Options” on page 6-12.

Options for Saving a New Configuration. Making one or more changes
to the running-config file creates a new operating configuration. Saving anew
configuration means to overwrite (replace) the current startup-config file with
the current running-config file. This means that if the switch subsequently
reboots for any reason, it will resume operation using the new configuration
instead of the configuration previously defined in the startup-config file. There
are three ways to save a new configuration:

m In the CLI: Use the write memory command. This overwrites the current
startup-config file with the contents of the current running-config file.

m Inthe menu interface: Use the Save command. This overwrites both the
running-config file and the startup-config file with the changes you have
specified in the menu interface screen.

m In the web browser interface: Use the Apply Changes button or other
appropriate button. This overwrites both the running-config file and the
startup-config file with the changes you have specified in the web browser
interface window.

Note that using the CLI instead of the menu or web browser interface gives
you the option of changing the running configuration without affecting the
startup configuration. This allows you to test the change without making it
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“permanent”. When you are satisfied that the change is satisfactory, you can
make it permanent by executing the write memory command. For example,
suppose you use the following command to disable port 5:

ProCurve (config)# interface ethernet 5 disable

The above command disables port 5 in the running-config file, but not in the
startup-config file. Port 5 remains disabled only until the switch reboots. If
you want port 5 to remain disabled through the next reboot, use write memory
to save the current running-config file to the startup-config file in flash
memory.

ProCurve (config)# write memory

If you use the CLI to make a configuration change and then change from the
CLI to the Menu interface without first using write memory to save the change
to the startup-config file, then the switch prompts you to save the change. For
example, if you use the CLI to create VLAN 20, and then select the menu
interface, VLAN 20 is configured in the running-config file, but not in the
startup-config file. In this case you will see:

ProCurve (config)# vlan 20
ProCurve (config)# menu
Do you want to save current configuration [y/n]?

If you type [Y], the switch overwrites the startup-config file with the running-
config file, and your configuration change(s) will be preserved across reboots.
If you type [N], your configuration change(s) will remain only in the running-
config file. In this case, if you do not subsequently save the running-config file,
your unsaved configuration changes will be lost if the switch reboots for any
reason.

Storing and Retrieving Configuration Files. You can store or retrieve a
backup copy of the startup-config file on another device. For more informa-
tion, see appendix A, “File Transfers” .
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Note

Using the CLI To Implement
Configuration Changes

The CLI offers these capabilities:
m  Access to the full set of switch configuration features

m  The option of testing configuration changes before making them perma-
nent

How To Use the CLI To View the Current Configuration Files. Use
show commands to view the configuration for individual features, such as port
status or Spanning Tree Protocol. However, to view either the entire startup-
config file or the entire running-config file, use the following commands:

show config — Displays a listing of the current startup-config file.

m  show running-config— Displays a listing of the current running-config file.
m  write terminal — Displays a listing of the current running-config file.
m  show config status — Compares the startup-config file to the running-

config file and lists one of the following results:

e If the two configurations are the same you will see:
— Running configuration is the same as the startup
configuration.

e If the two configurations are different, you will see:
- Running configuration has been changed and needs
to be saved.

Show config, show running-config, and write terminal commands display the
configuration settings that differ from the switch’s factory-default configura-
tion.

How To Use the CLI To Reconfigure Switch Features. Use this proce-
dure to permanently change the switch configuration (thatis, to enter achange
in the startup-config file).

1. Use the appropriate CLI commands to reconfigure the desired switch
parameters. This updates the selected parameters in the running-config
file.

2. Use the appropriate show commands to verify that you have correctly
made the desired changes.
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3. Observe the switch’s performance with the new parameter settings to
verify the effect of your changes.

4. When you are satisfied that you have the correct parameter settings, use
the write memory command to copy the changes to the startup-config file.

Syntax: write memory

For example, the default port mode setting is aute. Suppose that your network
uses Cat 3 wiring and you want to connect the switch to another autosensing
device capable of 100 Mbps operation. Because 100 Mbps over Cat 3 wiring
can introduce transmission problems, the recommended port mode is autoe-10,
which allows the port to negotiate full- or half-duplex, but restricts speed to
10 Mbps. The following command configures port A5 to auto-10 mode in the
running-config file, allowing you to observe performance on the link without
making the mode change permanent.

ProCurve (config)# interface e a5 speed-duplex auto-10

After you are satisfied that the link is operating properly, you can save the
change to the switch’s permanent configuration (the startup-config file) by
executing the following command:

ProCurve (config)# write memory

The new mode (auto-10) on port A5 is now saved in the startup-config file, and
the startup-config and running-config files are identical. If you subsequently
reboot the switch, the auto-10 mode configuration on port A5 will remain
because it is included in the startup-config file.

How To Cancel Changes You Have Made to the Running-Config File.

If you use the CLI to change parameter settings in the running-config file, and
then decide that you don’t want those changes to remain, you can use either
of the following methods to remove them:

m  Manually enter the earlier values you had for the changed settings. (This
is recommended if you want to restore a small number of parameter
settings to their previous boot-up values.)

m  Update the running-config file to match the startup-config file by reboot-
ing the switch. (This is recommended if you want to restore a larger
number of parameter settings to their previous boot-up values.)

If you use the CLI to change a parameter setting, and then execute the hoot
command without first executing the write memory command to save the
change, the switch prompts you to specify whether to save the changes in the
current running-config file. For example:
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Disables port 1inthe running configuration, which causes port 1to block all traffic.

ProCurve (config)# interface e 1 disable‘”//
ProCurve (config)# boot
Device will be rebooted, do you want to continue [y/nl? y

Press [Y] to continue the rebooting process. —/(

You will then see this prompt.

Do you want to save current configuration [y/n]?

Figure 6-2.Boot Prompt for an Unsaved Configuration

The above prompt means that one or more parameter settings in the running-
config file differ from their counterparts in the startup-config file and you need
to choose which config file to retain and which to discard.

m If you want to update the startup-config file to match the running-config
file, press [Y] for "yes". (This means that the changes you entered in the
running-config file will be saved in the startup-config file.)

m Ifyou want to discard the changes you made to the running-config file so
that it will match the startup-config file, then press [N]for 'no". (This means
that the switch will discard the changes you entered in the running-config
file and will update the running-config file to match the startup-config
file.)

Note

If you use the CLI to make a change to the running-config file, you should
either use the write memory command or select the save option allowed during
areboot (figure 6-2, above) to save the change to the startup-config file. That
is, if you use the CLI to change a parameter setting, but then reboot the switch
from either the CLI or the menu interface without first executing the write
memory command in the CLI, the current startup-config file will replace the
running-config file, and any changes in the running-config file will be lost.

Using the Save command in the menu interface does not save a change made
to the running config by the CLI unless you have also made a configuration
change in the menu interface. Also, the menu interface displays the current
running-config values. Thus, where a parameter setting is accessible from both
the CLI and the menu interface, if you change the setting in the CLI, the new
value will appear in the menu interface display for that parameter. However,
as indicated above, unless you also make a configuration change in the
menu interface, only the write memory command in the CLI will actually
save the change to the startup-config file.
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How To Reset the startup-config and running-config Files to the
Factory-Default Configuration. This command reboots the switch,
replacing the contents of the current startup-config and running-config files
with the factory-default startup configuration.

Syntax: erase startup-config

For example:

ProCurve (config)# erase startup-config
Configuration will be deleted and device rebooted, continue [y/n]?

Figure 6-3.Resetting to the Factory-Default Configuration

Press [Y] to replace the current configuration with the factory default config-
uration and reboot the switch. Press [N] to retain the current configuration and
prevent a reboot.

Using the Menu and Web Browser
Interfaces To Implement Configuration
Changes

The menu and web browser interfaces offer these advantages:

m  Quick, easy menu or window access to a subset of switch configuration
features (See the “Menu Features List” on page 3-14 and the web browser
“General Features” list on page.)

m Viewingseveral related configuration parameters in the same screen, with
their default and current settings

m  Immediately changing both the running-config file and the startup-config
file with a single command

Configuration Changes Using the Menu Interface

You can use the menu interface to simultaneously save and implement a subset
of switch configuration changes without having to reboot the switch. That is,
when you save a configuration change in the menu interface, you simulta-
neously change both the running-config file and the startup-config file.
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To save and
implement the
changes for all
parameters in this
screen, press the
[Enter] key, then
press [S] (for Save).
To cancel all
changes, pressthe
[Enter] key, then
press [C] (for Cancel)
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The only exception to this operation are two VLAN-related parameter changes
that require a reboot—described under “Rebooting To Activate Configuration
Changes” on page 6-11.

Using Save and Cancel in the Menu Interface

For any configuration screen in the menu interface, the Save command:
1. Implements the changes in the running-config file.

2. Saves your changes to the startup-config file.

If you decide not to save and implement the changes in the screen, select
Cancel to discard them and continue switch operation with the current oper-
ation. For example, suppose you have made the changes shown below in the
System Information screen:

CONZSOLE - MANAGER MODE
Switch Configuration - System Information

1 HP ProCurve Switch 4104GL
Extenzion 5440
System Support Office, Floor Z, Room 231

Bystem Name
dystem Contact :
dystem Locatlon :

bddress Age Interval (min] [5] : 5
Web Agent Enabled [Yes] : ¥Yes

Inactivity Timeout (min] [0] : O
Inbound Telnet Enabled [¥es] : Yes

Time Zone [0] : 8

Daylight Time Rule [None] : SaiieBatbeut-NEgiiErRot,

Actions->  Cancel Edit Bave Help

Select Daylight Time Rule for your location.
Uze arrow keys to change field selection, <8pacer to toggle field choices,
and <Enter> to go to Actions.

Figure 6-4. Example of Pending Configuration Changes that Can Be Saved or
Cancelled
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Note

Reboot Switch option ——+

If you reconfigure a parameter in the CLI and then go to the menu interface
without executing a write memory command, those changes are stored only in
the running configuration. If you then execute a switch reboot command in
the menu interface, the switch discards the configuration changes made while
using the CLI. To ensure that changes made while using the CLI are saved,
execute write memory in the CLI before rebooting the switch.

Rebooting from the Menu Interface

m Terminates the current session and performs a reset of the operating
system

m Activates any configuration changes that require a reboot
m Resets statistical counters to zero

(Note that statistical counters can be reset to zero without rebooting the
switch. See “Displaying Port Counters” on “To Display the Port Counter
Summary Report” on page B-12.)

To Reboot the switch, use the Reboot Switch option in the Main Menu. (Note
that the Reboot Switch option is not available if you log on in Operator mode,
that is, if you enter an Operator password instead of a manager password at
the password prompt.)

=== CONSOLE - MANAGER MODE
Main Menu

Status and Counters...
Switech Configuration...
Console Passwords...
Event Log

Command Line (CLI)
Beboot Switch

Download O3

Fun Setup

Stacking...

Logout

[ R ¥ R s I N = R R L

Provides the menu to display configuration, status, and counters,
To select menu item, press item number, or highlight item and press <Enter>.

Figure 6-5. The Reboot Switch Option in the Main Menu




Asteriskindicates
a configuration
change that
requires a reboot
in order to take
effect.

Reminder to
reboot the switch
to activate
configuration
changes.

AN

Displays the menu to activate and configure, or deactivate VLAN support.
(T select menu item, press iltem number, or highlight item and press <Enter>.

Note
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Rebooting To Activate Configuration Changes. Configuration changes
for most parameters become effective as soon as you save them. However,
you must reboot the switch in order to implement a change in the Maximum
VLANSs to support parameter.

(To access these parameters, go to the Main menu and select 2. Switch
Configuration, then 8. VLAN Menu, then 1. VLAN Support.)

If configuration changes requiring a reboot have been made, the switch
displays an asterisk (*) next to the menu item in which the change has been
made. For example, if you change and save parameter values for the Maximum
VLANSs to support parameter, an asterisk appears next to the VLAN Support entry
in the VLAN Menu screen, and also next to the Switch Configuration... entry
in the Main menu, as shown in figure 4-6:

CONSOLE - MANAGER MCDE
Switch Configuration Menu

System Information
Port/Trunk Settings
Network Monitoring Fort
Spanning Tree Operation
IP Configuration

SNMP Community Names

IP asuthorized Managers

I 4

*

VLAN Menu. ..

1.
Z.
3.
4,
3.
[
7.
g.
0. Return to Main Menu...

(*Needs reboot to activate changes.)

Figure 6-6. Indication of a Configuration Change Requiring a Reboot

Configuration Changes Using the Web Browser
Interface

You can use the web browser interface to simultaneously save and implement
a subset of switch configuration changes without having to reboot the switch.
That is, when you save a configuration change (in most cases, by clicking on
Apply Changes or Apply Settings, you simultaneously change both the running-
config file and the startup-config file.

If you reconfigure a parameter in the CLI and then go to the browser interface
without executing a write memory command, those changes will be saved to
the startup-config file if you click on Apply Changes or Apply Settings in the web
browser interface.
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Using Primary and Secondary Flash
Image Options

The switch features two flash memory locations for storing switch software
image files:
m  Primary Flash: The default storage for a switch software image.

m  Secondary Flash: The additional storage for either a redundant or an
alternate switch software image.

With the Primary/Secondary flash option you can test a new image in your
system without having to replace a previously existing image. You can also
use the image options for troubleshooting. For example, you can copy a
problem image into Secondary flash for later analysis and place another,
proven image in Primary flash to run your system. The switch can use only
one image at a time.

The following tasks involve primary/secondary flash options:

m Displaying the current flash image data and determining which switch
software versions are available

Switch software downloads
Replacing and removing (erasing) a local switch software version
System booting

Displaying the Current Flash Image Data

Use the commands in this section to:

m  Determine whether there are flash images in both primary and secondary
flash

m  Determine whether the images in primary and secondary flash are the
same

m Identify which switch software version is currently running

Viewing the Currently Active Flash Image Version. This command
identifies the software version on which the switch is currently running, and
whether the active version was booted from the primary or secondary flash
image.

Syntax: show version
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For example, if the switch is using a software version of G.01.01 stored in
Primary flash, show version produces the following:

FroCurve(config) # show wversion

Image sStamp: Jfew/oode/build/info(s03)
Jun 01 2003 10:50:26
G.07.21
1796

Eoot Image: Primary

Figure 6-7. Example Showing the Identity of the Current Flash Image

Determining Whether the Flash Images Are Different Versions. Ifthe
flash image sizes in primary and secondary are the same, then in almost every
case, the primary and secondary images are identical. This command provides
a comparison of flash image sizes, plus the boot ROM version and from which
flash image the switch booted. For example, in the following case, the images
are different versions of the switch software and the switch is running on the
version stored in the secondary flash image:

ProCurve jconfig) # show flash

Image Jize (Bytes) Date Version
______________________________ The unequal code
Primary Image @ 2589041 040104 G.07.53 = jreanddiferng
Secondary Image : 2657489 11.-11-03 .07 .50 <*— e ontversions of
Boot Rom Version: .05.X1 the software.
Ccurrent Eoot : Frimary

Figure 6-8. Example Showing Different Flash Image Versions

Determining Which Flash Image Versions Are Installed. The show ver-
sion command displays which software version the switch is currently running
and whether that version booted from primary or secondary flash. Thus, if the
switch booted from primary flash, you will see the version number of the
software image stored in primary flash, and if the switch booted from second-
ary flash, you will see the version number of the software version stored in
secondary flash. Thus, by using show version, then rebooting the switch from
the opposite flash image and using shoew version again, you can determine the
version(s) of switch software in both flash sources. For example:
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1. In this example show
version indicates the
switch hasversion G.05.01
in primary flash.

2. After the boot system
command, show version
indicates that version
G.05.00 is in secondary
flash.

ProCurve (config) # show wversion

Image sStamp: fawfcode/build/ info(s02)
Apr 1 2004 14:03:06
G.07.5%

520

Primary

Boot Image:

ProCurve (configl ¥ koot —votem flash secondary
Dewice will ke rebooted, do wou want to contine [vwin]? »
L]

ProCurve = show wversion

mwage Stamp: fawfeode/buildf/info (s01)
Sep 17 2003 11:14:33
.05 2K

1793

Secondary

Boot Image:

Figure 6-9. Determining the Software Version in Primary and Secondary Flash

Switch Software Downloads

The following table shows the switch’s options for downloading a software
version to flash and booting the switch from flash

Table 6-1. Primary/Secondary Memory Access

Action Menu CLI Web SNMP
Browser
Download to Primary Yes Yes Yes Yes
Download to Secondary No Yes No Yes
Boot from Primary Yes Yes Yes Yes
Boot from Secondary No Yes No Yes

The different software download options involve different copy commands,
plus xmodem, and tftp. These topics are covered in Appendix A, “File Transfers”.

Download Interruptions. In most cases, if a power failure or other cause
interrupts a flash image download, the switch reboots with the image previ-
ously stored in primary flash. In the unlikely event that the primary image is
corrupted, as aresult of an interruption, the switch will reboot from secondary
flash and you can either copy the secondary image into primary or download
another image to primary from an external source. See Appendix A, “File
Transfers”.




Note

Caution
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Local Switch Software Replacement and Removal

This section describes commands for erasing a software version and copying
an existing software version between primary and secondary flash.

It is not necessary to erase the content of a flash location before downloading
another software file. The process automatically overwrites the previous file

with the new file. If you want to remove an unwanted software version from
flash, HP recommends that you do so by overwriting it with the same software
version that you are using to operate the switch, or with another acceptable

software version. To copy a software file between the primary and secondary
flash locations, see “Copying a Switch Software Image from One Flash Loca-
tion to Another” , below.

The local commands described here are for flash image management within
the switch. To download a software image file from an external source, see
Appendix A, “File Transfers”.

Copying a Switch Software Image from One Flash Location to
Another. When you copy the flash image from primary to secondary or the
reverse, the switch overwrites the file in the destination location with a copy
of the file from the source location. This means you do not have to erase the
current image at the destination location before copying in a new image.

Verify that there is an acceptable software version in the source flash location
from which you are going to copy. Use the show flash command or, if necessary,
the procedure under “Determining Which Flash Image Versions Are Installed”
onpage 6-13 to verify an acceptable software version. Attempting to copy from
asource image location that has a corrupted flash image overwrites the image
in the destination flash location. In this case, the switch will not have a valid
flash image in either flash location, but will continue running on a temporary
flash image in RAM. Do not reboot the switch. Instead, immediately download
another valid flash image to primary or secondary flash. Otherwise, if the
switch is rebooted without a software image in either primary or secondary
flash, the temporary flash image in RAM will be cleared and the switch will go
down. To recover, see “Restoring a Flash Image” on page C-44 (in the Trouble-
shooting chapter).

Syntax: copy flash flash <destination flash>
where: destination flash = primary or secondary:

For example, to copy the image in secondary flash to primary flash:

6-15



Switch Memory and Configuration
Using Primary and Secondary Flash Image Options

1. Verify that there is a valid flash image in the secondary flash location. The
following figure indicates that a software image is present in secondary
flash. (If you are unsure whether the image is secondary flash is valid, try
booting from it before you proceed, by using hoot system flash secondary.)

ProCurve (configi# show flash The unequal code
Tmage Size [BEytes) Date Ver=sion size, differing dates,
______________________________ and differing
Priwary Image 1 2539041 04-01-04 . 07 53 <« Versionnumbers

Secondary Image : 2657459 11-11-03 G.07.50 <*— ?#mams“Nq ¢
Boot Rom Version: G.05.X%1 ifferentversions o

i the software.
Current Eoot : Primary

Caution--No
Undo!

Figure 6-10. Example Indicating Two Different Software Versions in Primary and
Secondary Flash

Execute the copy command as follows:

ProCurve (config)# copy flash flash primary

Erasing the Contents of Primary or Secondary Flash. This command
deletes the software image file from the specified flash location.

Before using this command in one flash image location (primary or second-
ary), ensure that you have a valid software file in the other flash image location
(secondary or primary). If the switch has only one flash image loaded (in either
primary or secondary flash) and you erase that image, then the switch does
not have a software image stored in flash. In this case, if you do not reboot or
power cycle the switch, you can recover by using xmodem or tftp to download
another software image.

Syntax: erase flash < primary | secondary >

For example, to erase the software image in primary flash, do the following:

1. First verify that a usable flash image exists in secondary flash. The most
reliable way to ensure this is to reboot the switch from the flash image
you want to retain. For example, if you are planning to erase the primary
image, then first reboot from the secondary image to verify that the
secondary image is present and acceptable for your system:

ProCurve# boot system flash secondary

2. Then erase the software image in the selected flash (in this case, primary):
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The prompt shows which flash
. )/_ location will be erased.
FroCurve# erase flash primary
The Primary OF Image will be deleted, continue [v/n]?

Figure 6-11. Example of Erase Flash Prompt

3. Typey at the prompt to complete the flash erase.

4. Use show flash to verify erasure of the selected software flash image

FroCurve # show flash The "0" here
/ shows that

Compressed Primary Code size =0 hiimaryMashihas

Compressed Secondary Code size = 2555802 been erased.
Boot Rom Version: G.05.%1
Current Boot: decondary

Figure 6-12. Example of Show Flash Listing After Erasing Primary Flash

Rebooting the Switch

The switch offers reboot options through the boot and reload commands, plus
the options inherent in a dual-flash image system. Generally, using boot
provides more comprehensive self-testing; using reload gives you a faster
reboot time.

Table 6-2. Comparing the Boot and Reload Commands

Actions IncludedIn  IncludedIn  Note
Boot? Reload
Save all configuration Optional, Yes, Config changes saved to the

changes since the last boot  with prompt  automatic startup-config file
or reload

Perform all system self-tests Yes No Reload provides afaster system
reboot.
Choice of primary or Yes No—Uses
secondary the current
flash image.
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Booting from Primary Flash. This command alwaysbootsthe switch from
primary flash, and executes the complete set of subsystem self-tests.

Syntax: boot

For example, to boot the switch from primary flash with pending configuration
changes in the running-config file:

ProCurwve (config) # hoot

Device will be rebooted, do wou want to continue [v/n]? v
Eoot from primary flash

Do wou want to sSave current configuration [v/in]?

Figure 6-13. Example of Boot Command (Default Primary Flash)

In the above example, typing either ay or n at the second prompt initiates the
reboot operation. Also, if there are no pending configuration changes in the
running-config file, then the reboot commences without the pause to display
Boot from primary flash.

Booting from a Specified Flash. This version of the boot command gives
you the option of specifying whether to reboot from primary or secondary
flash, and is the required command for rebooting from secondary flash. This
option also executes the complete set of subsystem self-tests.

Syntax: boot system flash < primary | secondary >

For example, to reboot the switch from secondary flash when there are no
pending configuration changes in the running-config file:

ProCurve (config) # boot system flash secondary

Device will be rebooted, do you want to continue [v/n]? v
Boot frow secondary flash

Do you want to save current configuration [v/n]?

Figure 6-14. Example of Boot Command with Primary/Secondary Flash Option

In the above example, typing either ay or n at the second prompt initiates the
reboot operation. Also, if there are no pending configuration changes in the
running-config file, then the reboot commences without the pause to display
Boot from secondary flash.
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Booting from the Current Software Version. Reload reboots the switch
from the flash image on which the switch is currently running, and saves to
the startup-config file any configuration changes currently in the running-
config file. Because reload bypasses some subsystem self-tests, the switch
reboots faster than if you use either of the bhoot command options.

Syntax: reload

For example, if you change the number of VLANSs the switch supports, you
must reboot the switch in order to implement the change. Reload automati-
cally saves your configuration changes and reboots the switch from the same
software image you have been using:

ProCurve ({config)# max-wvlans 1Z2
Command will take effect after saving configuration and reboot.

FroCurve (config)# reload
Device will he rebooted, do you want to continue [y/nl]l? v

Do you want to sawve current configuration [y/n]?

Figure 6-15.Using Reload with Pending Configuration Changes

Operating Notes

Default Boot Source. The switch reboots from primary flash by default
unless you specify the secondary flash.

Boot Attempts from an Empty Flash Location. In this case, the switch
aborts the attempt and displays

Image does not exist
Operation aborted.

Interaction of Primary and Secondary Flash Images with the Current
Configuration. The switch has one startup-config file (page 6-2), which it
always uses for reboots, regardless of whether the reboot is from primary or
secondary flash. Also, for rebooting purposes, it is not necessary for the
software image and the startup-config file to support identical software fea-
tures. For example, suppose you have just downloaded a software upgrade
that includes new features that are not supported in the software you used to
create the current startup-config file. In this case, the software simply assigns
factory-default values to the parameters controlling the new features. Simi-
larly, If you create a startup-config file while using a version “Y” of the switch
software, and then reboot the switch with an earlier software version “X” that
does not include all of the features found in “Y”, the software simply ignores
the parameters for any features that it does not support.
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Overview

Overview

This chapter describes how to:
m View and modify the configuration for switch interface access
m  Use the CLI kill command to terminate a remote session

m View and modify switch system information

For help on how to actually use the interfaces built into the switch, refer to:
m  Chapter 2, “Using the Menu Interface”

m  Chapter 4, “Using the Command Line Interface (CLI)”

m  Chapter 5, “Using the Web Browser Interface”

Why Configure Interface Access and System Information? The inter-
face access features in the switch operate properly by default. However, you
can modify or disable access features to suit your particular needs. Similarly,
you can choose to leave the system information parameters at their default
settings. However, modifying these parameters can help you to more easily
distinguish one device from another in your network.
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Interface Access: Console/Serial Link,
Web, and Telnet

Interface Access Features

Feature Default Menu cL Web
Inactivity Time 0 Minutes page 7-4 page 7-6 —
(disabled)

Inbound Telnet Access Enabled page 7-4 page 7-5 —
Outbound Telnet Access n/a — page 7-6 —
Web Browser Interface Access Enabled page 7-4 page 7-6 —
Terminal type VT-100 — page 7-6 —
Event Log event types to list All — page 7-6 —
(Displayed Events)

Baud Rate Speed Sense — page 7-6 —
Flow Control XON/XOFF — page 7-6 —

In most cases, the default configuration is acceptable for standard operation.

Note Basic switch security is through passwords. You can gain additional security
by using the security features described in the Access Security Guide for your
switch. You can also simply block unauthorized access via the web browser
interface or Telnet (as described in this section) and install the switch in a
locked environment.
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Menu: Modifying the Interface Access

The menu interface enables you to modify these parameters:
m Inactivity Time-out

m  Inbound Telnet Enabled

m  Web Agent Enabled

To Access the Interface Access Parameters:

1. From the Main Menu, Select...
2. Switch Configuration...
1. System Information

=S=========================-— CONSOLE - HM]’AGER HODE —============================
Jwitch Configuration - System Information

3yatem MName : ProCurve 2517
System Contact @ WHND Tech 2upport; Eric Henderson, X55415
aystem Location : R3L

.Inactnrlty Timweout (win) [0] = 0 .: Address Age Interval (min) [5] HE)

'Inl:u:uund Telnet Ensbled [Yes] : YES' ITJIEb Agent Enabhled [Teszs] @ YESI

. & Interface Access

Time Zone [0] : O Parameters
Daylight Time Rule [Hone] : HNone

Antions-»- Edit Save Help

and return to previous screen.
Use arrow }cegrs to change action selection and <Enter> to eXecute action.

Figure 7-1. The Default Interface Access Parameters Available in the Menu Interface

2. Press [E] (for Edit). The cursor moves to the System Name field.

3. Use the arrow keys (({), (1), (<), =)) to move to the parameters you want
to change.

Refer to the online help provided with this screen for further information
on configuration options for these features.

4. When you have finished making changes to the above parameters, press
[Enter], then press [S] (for Save).
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CLIL: Modifying the Interface Access

Interface Access Commands Used in This Section

show console below
[no] telnet-server below
[no] web-management page 7-6
console page 7-6

local terminal mode page 7-8

Listing the Current Console/Serial Link Configuration. The following
command lists the current interface access parameter settings.

Syntax: show console

This example shows the switch’s default console/serial configuration.

Interface Access
Enable/Disable

Console Control
Options

ProCurve > show console

Console/derial Link...

\ Web Agent Bnabled @ ¥Yes -
s Terminal Type : wrioo ~ ~ ~ 0 7 7 7 N
K dcreen Refresh Interwval (sec) 3)
Tisplayed Events @ A1] «——8M—— Event Log Event
Types To List
, Baud Rate : speed-sense N

I Flow Control : ZON/ZCFF /\
\\Session Tnactivity Time (min) : 0,

L >

Figure 7-2. Listing of Show Console Command

Reconfigure Inbound Telnet Access. Inthe default configuration,
inbound Telnet access is enabled.

Syntax:  [no] telnet-server

To disable inbound Telnet access:

ProCurve (config)# no telnet-server
To re-enable inbound Telnet access:

ProCurve (config)# telnet-server
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Note

Outbound Telnet to Another Device. This feature operates indepen-
dently of the telnet-server status and enables you to Telnet to another device
that has an IP address.

Syntax:  telnet < ip-address >
For example:

ProCurve# telnet 10.28.27.204

Reconfigure Web Browser Access. In the default configuration, web
browser access is enabled.

Syntax: [no] web-management

To disable web browser access:

ProCurve (config) # no web-management
To re-enable web browser access:

ProCurve (config) # web-management

Reconfigure the Console/Serial Link Settings. You can reconfigure one
or more console parameters with one console command.

Syntax: console
[terminal <vt100 | ansi>]
[screen-refresh<11315110120130145160>]
[baud-rate
<speed-sense | 1200 1 2400 | 4800 | 9600 | 19200 138400 | 57600>]
[flow-control <xon/xoff | none>]
[inactivity-timer<0 1 5 10 15 20 30 60 120>]
[events <none | all | non-info | critical | debug]

If you change the Baud Rate or Flow Control settings for the switch, you
should make the corresponding changes in your console access device. Oth-
erwise, you may lose connectivity between the switch and your terminal
emulator due to differences between the terminal and switch settings for these
two parameters.

Changes to console parameters require that you perform a write memory and
then execute boot before the new console configuration will take effect. To
enable temporary and non-disruptive changes to the terminal mode without
requiring a reboot, use the console local terminal command (see page 7-8).
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For example, to use one command to configure the switch with the following:
VT100 operation

19,200 baud

No flow control

10-minute inactivity time

Critical log events

you would use the following command sequence:

ProCurve {(config)# console terminal vitl00 baud-rate 19200 flow-control none
inactivity-timer 10 ewvents critical

Command will take effect after saving configuration and rehoot.
FroCurve {confiq)# write memory

FroCurve (config)# reload Q

The switchimplements the Event Log change immediately. The switch implements
the other console changes after executing write memory and reload.

Figure 7-3. Example of Executing the Console Command with Multiple Parameters

You can also execute a series of console commands and then save the
configuration and boot the switch. For example:

Configure FroCurve {config)# console baud-rate speed-sense

the Command will take effect after saving configuration and reboot
individual

parameters. ProCurve (configi# console flow-control xon/xoff

Command will take effect after saving configuration and rehboot

ProCurve (config)# console inactivity—timer O

Save the . ; . .
Command will take effect after saving configuration and reboot

changes.

Boptthe \ ProCurve (config]# write memory
switch. ProCurve (config)# reload

Figure 7-4. Example of Executing a Series of Console Commands
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Syntax:

CLI Local Terminal Mode (Series 2800 switches). Toenabletemporary
and non-disruptive changes to the terminal mode without forcing a change in
the switch’s terminal mode configuration, use the console local-terminal
command. This command dynamically changes only the console session from
which it is executed. Unlike the console terminal command, it does not require
write memory and a reboot, and does not persist across a reboot.

console local-terminal < vt100 | none | ansi >

Dynamically converts the terminal mode of a console session to the
selected mode. Executing console local-terminal affects only the console
session from which it is executed. Rebooting the switch returns the
terminal mode for the affected console session to the configured
terminal mode. This command does not change the configured console
terminal mode configuration. (To change the configured terminal
mode, use the console terminal < vt100 | none | ansi > command, which
requires execution of write memory, followed by a switch reboot, to take

effect.)
vt100

When invoked in a console session, changes the terminal mode to
VT-100 for that console session. Use this option when the config-
ured terminal mode is either none (scripting mode) or ansi, and
you want to temporarily use the VI-100 mode. (VI-100 is the
default terminal mode configuration setting.)

none

When invoked in a console session, changes the terminal mode to
“raw” (scripting mode) for that console session. (Scripting mode
eliminates unwanted control characters that may appear in some
scripting languages.) Use this option when the configured
terminal mode is either vt100 or ansi, and you want to temporarily
use the scripting mode.

ansi

When invoked in a console session, changes the terminal mode to
ANSI for that console session. Use this option when the configured
terminal mode is either vt100 (scripting mode) or none, and you
want to temporarily use the ANSI mode.
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Denying Interface Access by Terminating
Remote Management Sessions

The switch supports up to four management sessions. You can use show ip ssh
to list the current management sessions, and kill to terminate a currently
running remote session. (Kill does not terminate a Console session on the
serial port, either through a direct connection or via a modem.)

Syntax: kill [<session-number>]

For example, if you are using the switch’s serial port for a console session and
want to terminate a currently active Telnet session, you would do the follow-
ing:

ProCurve (config) # show ip =3sh

33H Enabled 1 Yes

IF Port MNumber HE

Tiweour [(sec) » 1z0

Gerver Eey 2ize (bhits) @ 512

Fes Type Jource IPF and Port

1 consol%‘—_________________——————' Session 2 is an active
5 telnet Telnet session.

3 =sh 15.30.252.195:15351

4 inactive

ProCurve(configm # kill
ProCurve(configl # show ip ash

33H Enabled 1 Tes
IF Port Nuber HE

Timeout ([(=sec) : 1z0
Server Eey Size (bits) @ 512

3es Type

________________________________ The kill 2 command
1 console terminates session 2.
2 inactive

3 ssh 15.30.252.195:1531

4q inactive

Figure 7-5. Example of Using the "Kill" Command To Terminate a Remote Session
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System Information

System Information Features

Feature Default Menu CLI Web
System Name switch product page page page
name 7-1 7-13 7-15
System Contact n/a page page page
7-1 7-13 7-15
System Location n/a page page page
7-1 7-13 7-15
MAC Age Time 300 seconds page page —
7-1 7-14
Time Sync Method None See Chapter 9, “Time Protocols”.
Time Zone 0 page page —
7-1 7-14
Daylight Time Rule None page page —
7-1 7-14
Time January 1, 1990 at — page —
00:00:00 at last 7-14

power reset

Configuring system information is optional, but recommended.

System Name: Using a unique name helps you to identify individual devices
in stacking environments and where you are using an SNMP network manage-
ment tool such as ProCurve Manager.

System Contact and Location: This information is helpful for identifying
the person administratively responsible for the switch and for identifying the
locations of individual switches.

MAC Age Interval: The number of seconds a MAC address the switch has
learned remains in the switch’s address table before being aged out (deleted).
Aging out occurs when there has been no traffic from the device belonging to
that MAC address for the configured interval.

Time Sync Method: Selects the method (TimeP or SNTP) the switch will use
for time synchronization. For more on this topic, refer to Chapter 9, “Time
Protocols”.
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Time Zone: The number of minutes your time zone location is to the

West (-) or East (+) of Coordinated Universal Time (formerly GMT). The
default 0 means no time zone is configured. For example, Berlin, Germany is
in the +1 zone, while Vancouver, Canada is in the -8 zone.

Daylight Time Rule: Specifies the daylight savings time rule to apply for your
location. The default is None. (For more on this topic, see Appendix E,
“Daylight Savings Time on ProCurve Switches.)

Time: Used in the CLI to specify the time of day, the date, and other system
parameters.

Menu: Viewing and Configuring System Information

To access the system information parameters:

1. From the Main Menu, Select...
2. Switch Configuration...
1. System Information

CONSOLE - MANAGER MODE

Switch Configuration - System Information
s, T T T T 0T ~ .
/ @ystem MName : ProCurve switch‘ System Information
\ dystem Contact : ,
\gystem Location P
e — -
Inactivity Timecut (min) [0] : 10 \ MAC Age Time (sec) [300]_: 300_ _ _ )
Inbound Telnet Enabled [Yes] : Yes Web Agent Enabled [Yes] Yes
Time 3ync Method [None] : None
, . oo - oT T T T T S
Time Zone [0] : O
l\Daylight Time Rule [None] : None ,
Actiona-= Edit Bave Help

“ancel changes and return to previous screen.

Use arrow keys to change action selection and <Enter* to execute action.

Figure 7-6. The System Information Configuration Screen (Default Values)

Note To help simplify administration, it is recommended that you configure
System Name to a character string that is meaningful within your system.

2. Press [E] (for Edit). The cursor moves to the System Name field.
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3. Refer to the online help provided with this screen for further information
on configuration options for these features.

4. When you have finished making changes to the above parameters, press
[Enter], then press [S] (for Save) and return to the Main Menu.

CLI: Viewing and Configuring System Information

System Information Commands Used in This Section

show system-information below
hostname below
snmp-server below
[contact] [location]
mac-age-time page 7-14
time
time zone page 7-14
daylight-time-rule page 7-14
d_ate page 7-14
time

Listing the Current System Information. Thiscommandliststhe current
system information settings.

Syntax: show system-information

This example shows the switch’s default console configuration.

ProCurve > show system-information
Status and Counters - General System Information
S8vstem Name : ProCurve Switch 4104GL
dystem Contact
Svatem Location

MLC tge Interwval (sec): 300

Time Zone : 0
Daylight Time Bule : None

Figure 7-7. Example of CLI System Information Listing
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Configure a System Name, Contact, and Location for the Switch. To
help distinguish one switch from another, configure a plain-language identity
for the switch.

Syntax:

hostname <name-string>
snmp-server [contact <system contact>] [location <system location>]

Both fields allow up to 48 characters. Blank spaces are not allowed in the
variables for these commands.

For example, toname the switch “Blue” with “Ext-4474” as the system contact,
and “North-Data-Room” as the location:

FroCurve(config) # hoestname Blue
Pluei{cenfig) ¥ snmp-server contet Extb-4474 location Merth-Data-Reoom
Bluei{config) # show mvstem-information

3tatus and Counters — General System Information
/ - - - - - - - - ~
System Name Blue «—— Newhostname,
| Swstem Contact Ext—-4474 contact, and location
\ Jystem Location North-Data-FRoom _ data from previous
- -"—-"—"—-"="-"="—""=—=— - - = commands.
MAC Lge Interval (sec) 300
) — Additional System
Time ) Zone ) o Information
Daylight Time ERule None
Firmware revision @ 0101 Ease MALC Addr : 000le7-alecOO
RCM Version @ 01,01 Serial MNumber T E0003a4041
Up Time 14 min= Memory - Total 25,038,312
CPU Ucil (%) 1 Free Z0,057,445
IF Mgmt - Fkts Bx ] Facket - Total g3Z
Pkrts Tx ] Euffers Free 783
Lowest Te5
—— MORE --, next page: 3pace, next line: Enter, guit: Control-C

Figure 7-8. System Information Listing After Executing the Preceding Commands
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Note

Reconfigure the Age Time for Learned MAC Addresses. This com-
mand corresponds to the MAC Age Interval in the menu interface, and is
expressed in seconds.

Syntax: mac-age-time <70.. 1000000> (seconds)
For example, to configure the age time to seven minutes:

ProCurve (config)# mac-age-time 420

Configure the Time Zone and Daylight Time Rule. These commands:
m  Set the time zone you want to use

m  Define the daylight time rule for keeping the correct time when daylight-
saving-time shifts occur.

Syntax: time timezone <-720 . . 340>
time daylight-time-rule <none | alaska | continental-us-and-canada |
middle-europe-and-portugal | southern-hemisphere | western-europe |
user-defined>

East of the 0 meridian, the sign is “+”. West of the 0 meridian, the sign is “-”.
For example, the time zone setting for Berlin, Germany is +60 (zone +1, or 60
minutes), and the time zone setting for Vancouver, Canada is -480 (zone -8, or
-480 minutes). To configure the time zone and daylight time rule for Vancouver,
Canada:

ProCurve (config)# time timezone -480 daylight-time-rule
continental-us-and-canada

Configure the Time and Date. The switch uses the time command to con-
figure both the time of day and the date. Also, executing time without param-
eters lists the switch’s time of day and date. Note that the CLI uses a 24-hour
clock scheme; that is, hour (kh) values from 1 p.m. to midnight are input as
13 - 24, respectively.

Syntax: time [hh:mm[:ss]] [mm/dd/ [yylyy]
For example, to set the switch to 9:45 a.m. on November 17, 2002:

ProCurve (config)# time 9:45 11/17/02

Executing reload or bootresets the time and date to their default startup values.
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Web: Configuring System Parameters

In the web browser interface, you can enter the following system information:
m  System Name

m  System Location

m  System Contact

For access to the MAC Age Interval and the Time parameters, use the menu
interface or the CLI.

Configure System Parameters in the Web Browser Interface.

1. Click on the Configuration tab.

2. Click on System Info.

3. Enter the data you want in the displayed fields.

4. Implement your new data by clicking on Apply Changes.

To access the web-based help provided for the switch, click on [?] in the web
browser screen.
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Overview

Overview

You can configure IP addressing through all of the switch’s interfaces. You can
also:

m Easily edit a switch configuration file to allow downloading the file to
multiple switches without overwriting each switch’s unique gateway and
VLAN 1 IP addressing.

m  Assign up to seven secondary IP addresses to a VLAN (multinetting)

Why Configure IP Addressing? In its factory default configuration, the
switch operates as a multiport learning bridge with network connectivity
provided by the ports on the switch. However, to enable specific management
access and control through your network, you will need IP addressing. Table
8-1 on page 8-12 shows the switch features that depend on IP addressing to
operate.
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IP Configuration

IP Configuration Features

Feature Default Menu CLI Web
IP Address and Subnet Mask DHCP/Bootp  page 8-5 page 8-7 page 8-11
Multiple IP Addresses on a VLAN n/a page 8-9

Default Gateway Address none page 8-5 page 8-7 page 8-11
Packet Time-To-Live (TTL) 64 seconds page 8-5 page 8-7 n/a
Time Server (Timep) DHCP page 8-5 page 8-7 n/a

IP Address and Subnet Mask. Configuring the switch with an IP address
expands your ability to manage the switch and use its features. By default, the
switch is configured to automatically receive IP addressing on the default
VLAN from a DHCP/Bootp server that has been configured correctly with
information to support the switch. (Refer to “DHCP/Bootp Operation” on page
8-12 for information on setting up automatic configuration from a server.)
However, if you are not using a DHCP/Bootp server to configure IP addressing,
use the menu interface or the CLI to manually configure the initial IP values.
After you have network access to a device, you can use the web browser
interface to modify the initial IP configuration if needed.

For information on how IP addressing affects switch performance, refer to
“How IP Addressing Affects Switch Operation” on page 8-11.

Multinetting: Assigning Multiple IP Addresses to a VLAN. For a given
VLAN you can assign one primary IP address and up to seven secondary IP
addresses. This allows you to combine two or more subnets on the same
VLAN, which enables devices in the combined subnets to communicate
normally through the network without needing to reconfigure the IP address-
ing in any of the combined subnets.

Default Gateway Operation. The default gateway is required when a
router is needed for tasks such as reaching off-subnet destinations or forward-
ing traffic across multiple VLANs. The gateway value is the IP address of the
next-hop gateway node for the switch, which is used if the requested destina-
tion address is not on a local subnet/VLAN. If the switch does not have a
manually-configured default gateway and DHCP/Bootp is configured on the
primary VLAN, then the default gateway value provided by the DHCP or Bootp
server will be used. If the switch has a manually configured default gateway,
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Notes

then the switch uses this gateway, even if a different gateway is received via
DHCP or Bootp on the primary VLAN. (This is also true for TimeP and a non-
default Time-To-Live.) See “Notes” on page 8-4 and refer to the chapter on
Virtual LANs in the Advanced Traffic Management Guide.

Packet Time-To-Live (TTL) . This parameter specifies how long in sec-
onds an outgoing packet should exist in the network. In most cases, the default
setting (64 seconds) is adequate.

Just Want a Quick Start with IP Addressing?

If you just want to give the switch an IP address so that it can communicate
on your network, or if you are not using VLANs, HP recommends that you use
the Switch Setup screen to quickly configure IP addressing. To do so, do one
of the following;:

m  Enter setup at the CLI Manager level prompt.

ProCurve# setup

m  Select 8. Run Setup in the Main Menu of the menu interface.

For more on using the Switch Setup screen, see the Installation and Getting
Started Guide you received with the switch.

IP Addressing with Multiple VLANSs

In the factory-default configuration, the switch has one, permanent default
VLAN (named DEFAULT_VLAN) that includes all ports on the switch. Thus,
when only the default VLAN exists in the switch, if you assign an IP address
and subnet mask to the switch, you are actually assigning the IP addressing
to the DEFAULT_VLAN.

m If multiple VLANs are configured, then each VLAN can have its own IP
address. This is because each VLAN operates as a separate broadcast
domain and requires a unique IP address and subnet mask. A default
gateway (IP) address for the switch is optional, but recommended.

m  In the factory-default configuration, the default VLAN (named
DEFAULT_VLAN) is the switch’s primary VLAN. The switch uses the
primary VLAN for learning the default gateway address, (packet) Time-
To-Live (TTL), and Timep via DHCP or Bootp. (Other VLANSs can also use
DHCP or BootP to acquire IP addressing. However, the switch’s gateway,
TTL, and TimeP values will be acquired through the primary VLAN only.)
For more on VLANS, see the Advanced Traffic Management Guide.
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The IP addressing used in the switch should be compatible with your
network. That is, the IP address must be unique and the subnet mask must
be appropriate for your IP network.

If you change the IP address through either Telnet access or the web
browser interface, the connection to the switch will be lost. You can
reconnect by either restarting Telnet with the new IP address or entering
the new address as the URL in your web browser.

IP Addressing in a Stacking Environment

If you are installing the switch into an ProCurve stack management environ-
ment, entering an IP address may not be required. See the chapter on stack
management in the Advanced Traffic Management Guide.

Menu: Configuring IP Address, Gateway, and Time-To-
Live (TTL)

Do one of the following:

To manually enter an IP address, subnet mask, set the IP Config parameter
to Manual and then manually enter the IP address and subnet mask values
you want for the switch.

To use DHCP or Bootp, use the menu interface to ensure that the IP Config
parameter is set to DHCP/Bootp, then refer to “DHCP/Bootp Operation” on
page 8-12.

To Configure IP Addressing.

1.

From the Main Menu, Select.

2. Switch Configuration ...
5. IP Configuration

If multiple VLANSs are configured, a screen showing all VLANs appears instead
of the following screen.
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Fordescriptions of these
parameters, see the
online Help for this
screen.

Before using the DHCP/
Bootp option, refer to
“DHCP/Bootp
Operation” on page 8-12.

====- CONSOLE - MANAGER MCDE ====
Zwitch Configuration - Internet (IF) 3ervice

Lefault Gateway :
Default TTL HI £

IP Config [DHCP/Bootp] : Manual
IP Address : 15.30.248.184
Subnet Mask : 255.255.248.0

Aotions-» Edic Bave Help

Cancel changes and return to previous screen.

Use arrow keys to change action selection and <Enter> to execute action.

Figure 8-1. Example of the IP Service Configuration Screen without Multiple
VLANSs Configured

2. Press [E] (for Edit).

3. If the switch needs to access a router, for example, to reach off-subnet
destinations, select the Default Gateway field and enter the IP address of
the gateway router.

4. Ifyouneedto change the packet Time-To-Live (TTL) setting, select Default
TTL and type in a value between 2 and 255 (seconds).
5. To configure IP addressing, select IP Config and do one of the following:

e Ifyou want to have the switch retrieve its IP configuration from a
DHCP or Bootp server, at the IP Config field, keep the value as DHCP/
Bootp and go to step 8.

e [Ifyou want to manually configure the IP information, use the Space
bar to select Manual and use the [Tab] key to move to the other IP
configuration fields.

6. Select the IP Address field and enter the IP address for the switch.
7. Selectthe SubnetMask field and enter the subnet mask for the IP address.
8. Press [Enter], then [S] (for Save).
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CLI: Configuring IP Address, Gateway, and Time-To-
Live (TTL)

IP Commands Used in This Section

show ip page 8-7
vlan <vlan-id>ip page 8-8
address

ip default-gateway page 8-11
ip ttl page 8-11

Viewing the Current IP Configuration. The following command displays
the IP addressing for each VLAN configured in the switch. If only the
DEFAULT_VLAN exists, then its IP configuration applies to all ports in the
switch. Where multiple VLANs are configured, the IP addressing is listed per
VLAN. The display includes switch-wide packet time-to-live, and (if config-
ured) the switch’s default gateway and Timep configuration.

Syntax:  show ip

For example, in the factory-default configuration (no IP addressing assigned),
the switch’s IP addressing appears as:

FroCurve > show ip
Internet [IP) 3J3ervice

Default Gateway :

Default TTL : 64

TiweP Config : DHCP TiweP Poll Interwval (wmin) @ 720
VLAN | IF Config IP Address Subnet Hask
____________ + —_—————e—e— e ——— e —— e ——————

DEFAULT VLAN | DHCP/Bootp

Figure 8-2. Example of the Switch's Default IP Addressing

With multiple VLANs and some other features configured, show ip provides
additional information:
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ProCurved show ip
Internet ([(IF) Serwvice
Default Gateway : 10.28.227.1

Default TTL 1 64

WL AN | IF Config IP Address Subnet Mask
____________ + —_—————— e ——— e ———— e ——— —————
DEFAULT VLAN | Manual 10.28.227.101 255.,255.248.0
VLAN 2 | Di=akled

Figure 8-3. Example of Show IP Listing with Non-Default IP Addressing Configured

Configure an IP Address and Subnet Mask. The following command
includes both the IP address and the subnet mask. You must either include the
ID of the VLAN for which you are configuring IP addressing or go to the
context configuration level for that VLAN. (If you are not using VLANs on the
switch—that is, if the only VLAN is the default VLAN—then the VLAN ID is
always “17.)

The default IP address setting for the DEFAULT_VLAN is DHCP/Bootp. On
additional VLANSs you create, the default IP address setting is Disabled.

Syntax: vlan <vlan-id>ip address <ip-address/mask-length>
vlan <vlan-id>ip address <ip-address> <mask-bits>
vlan <vlan-id> ip address dhcp-bootp

This example configures IP addressing on the default VLAN with the subnet
mask specified in mask bits.

ProCurve (config) # vlan 1 ip address 10.28.227.103/255.255.255.0

This example configures the same IP addressing as the preceding example,
but specifies the subnet mask by mask length.

ProCurve (config)# vlan 1 ip address 10.28.227.103/24
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Configure Multiple IP Addresses on a VLAN (Multinetting). You can
configure one primary IP address per VLAN and up to seven secondary IP
addresses for the same VLAN. That is, the switch enables you to assign up to
eight networks to a VLAN.

m  Each IP address on a VLAN must be for a separate subnet.

m  The switch assigns the first IP address manually configured on a VLAN as
the primary IP address. The switch then assigns any subsequent IP
addresses (for other subnets) manually configured on the VLAN as sec-
ondary addresses.

m If the primary IP address on a VLAN is configured for DHCP-Bootp, the
switch does not accept secondary IP addresses on that VLAN. (DHCP
operates only to provide primary IP addressing, and is not used for
providing secondary IP addressing.)

m The switch allows up to 512 secondary subnet address assignments to
VLANS.

Syntax: [ no]vlan <vian-id> ip address <ip-address/mask-length>
[ no]vlan <vian-id>ip address <ip-address> <mask-bits>

For example, if you wanted to multinet VLAN_20 (VID = 20) with its primary
IP address and two secondary IP addresses shown below, you would perform
steps similar to the following. (For this example, assume that the primary IP
addressing is already configured.)

Status VID IP Address Subnet Mask

Primary 20 10.25.33.101 255.255.240.0
Secondary 20 10.26.33.101 255.255.240.0
Secondary 20 10.27.33.101 255.255.240.0

ProCurve(config)# wlan 20
1.Go to VLAN 20 ,,—””"'PrDCurvE(vlan—ED)# ip address 10.26.33.101-20
’ . ’ ¥ ProCurve(vlan-20)# ip address 10.27.33.101-20
2. Configure two secondary

IP addresses on VLAN ProCurve (vlan-20}# shov ip
%& . Internet {(IP) Serwvice
3.Display IP addressing. ) ) In a show ip listing, the first IP
IP Routing : Disabled address listed for a VLAN is always

Default Gateway - that VLAN's primary IP address.

Default TTL T
Note: AVLAN's secondary IP WLAN l IF Config IF Address Subnet Maslk
entries are listed below the DEFAULT _VLAN | Manual 10.20.30.100 255.255.240.0
VLAN's name and primary IP VLAN_20 | Manual _ _ 10.25.33.1014_ 255 255 240.0
address. | Manual 10.26.33.101 255 255 24010
| Manual _ _ 10.27.33.101 _ 255.255.240.0,

Figure 8-4. Example of Configuring and Displaying a Multinetted VLAN
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If you then wanted to multinet the default VLAN, you would do the following:

The secondary IP
addresses in a VLAN
are listed
immediately after the
primary IP address
for the VLAN.

FroCurve{vlan—-20)# wlan 1
FroCurve(vlan-1)4 ip addres= 10.21.30.100-20
ProCurve({vlan—-1)# show ip

Internet {(IF) Service

IP Routing : Disabled

Default Gateway :
Default TTL Y

YLAN | IP Config IP Address Subnet Mask

255255240
255255240

255255240
255255240
255255240

oo oo

Figure 8-5. Example of Multinetting on the Default VLAN

Note

The Internet (IP) Service screen in the Menu interface (figure 8-1 on page 8-6)
displays only the primary IP address for each VLAN. You must use the CLI
show ip command to display the full IP address listing for multinetted VLANS.

Removing or Replacing IP Addresses in a Subnetted VLAN. To
remove an IP address from a subnetted VLAN, use the “no” form of the IP
address command shown on page 8-9. Generally, to replace one IP address
with another, you should first remove the address you want to replace, and
then enter the new address. However, in a subnetted VLAN, if you remove the
primary IP address from a VLAN, the next sequential secondary IP address
becomes the primary address. If you later re-enter the former primary IP
address, the switch configures it as a secondary address. Thus, if you need to
change the primary IP address in a subnetted VLAN, you must remove the
secondary IP addresses configured for that VLAN before you replace the
primary address.
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Configure the Optional Default Gateway. Using the Global configura-
tion level, you can assign one default gateway to the switch.

Syntax: ip default-gateway <ip-address>
For example:

ProCurve (config)# ip default-gateway 10.28.227.115

The switch uses the IP default gateway only while operating as a Layer 2
device. While routing is enabled on the switch, the IP default gateway is not
used. Thus, to avoid loss of Telnet access to off-subnet management stations,
you should use the ip route command to configure a static (default) route
before enabling routing. Refer to chapter 16, “IP Routing Features”, for more
information.

Configure Time-To-Live (TTL). Use this command at the Global config
prompt to set the time that a packet outbound from the switch can exist on
the network. The default setting is 64 seconds.

Syntax: ip ttl <number-of-seconds>
ProCurve (config)# ip ttl 60

In the CLI, you can execute this command only from the global configuration
level. The TTL range is 2 - 255 seconds.

Web: Configuring IP Addressing

You can use the web browser interface to access IP addressing only if the
switch already has an IP address that is reachable through your network.

1. Click on the Configuration tab.
2. Click on [IP Configuration].

3. Ifyouneed further information on using the web browser interface, click
on [?] to access the web-based help available for the Switch 2512/2524.

How IP Addressing Affects Switch Operation

Without an IP address and subnet mask compatible with your network, the
switch can be managed only through a direct terminal device connection to
the Console RS-232 port. You can use direct-connect console access to take
advantage of features that do not depend on IP addressing. However, to realize
the full performance capabilities HP proactive networking offers through the
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switch, configure the switch with an IP address and subnet mask compatible
with your network. The following table lists the general features available with
and without a network-compatible IP address configured.

Table 8-1. Features Available With and Without IP Addressing on the Switch

Features Available Without an IP Address Additional Features Available with an IP Address and
Subnet Mask

¢ Direct-connectaccesstothe CLIandthe menuinterface. * HP web browser interface access, with configuration,

« Stacking Candidate or Stack Member security, and diagnostic tools, plus the Alert Log for
« DHCP or Bootp support for automatic IP address discovering prot_JIems detected in the switch along with
configuration, and DHCP support for automatic Timep suggested solutions
server IP address configuration ¢ SNMP network management access such as ProCurve
Manager network configuration, monitoring, problem-
finding and reporting, analysis, and recommendations for
changes to increase control and uptime

* Console-based status and counters informationfor —, 1pCACSy, RADIUS, SSH, SSL, and 802.1X authentication
monitoring switch operation and diagnosing problems -
Multinetting on VLANs

through the CLI or menu interface. k
« VLANs and GVRP e Stacking Commander*
* Telnet access to the CLI or the menu interface

¢ Spanning Tree Protocol
¢ Port settings and port trunking

¢ Serial downloads of operating system (0S) updates and

configuration files (Xmodem) * IGMP
e Linktest * Timep server configuration
 Port monitoring * TFTP download of configurations and 0S updates
¢ Password authentication ¢ |Prouting

* Quality of Service (QoS -2600, 2600-PWR, and 2800 only) ¢ Ping test
e Authorized IP manager

*Although a Commander can operate without an IP address, doing so makes it unavailable for in-band access in an IP
network.

DHCP/Bootp Operation

Overview. DHCP/Bootp is used to provide configuration data from a DHCP
or Bootp server to the switch. This data can be the IP address, subnet mask,
default gateway, Timep Server address, and TFTP server address. If a TFTP
server address is provided, this allows the switch to TFTP a previously saved
configuration file from the TFTP server to the switch. With either DHCP or
Bootp, the servers must be configured prior to the switch being connected to
the network.

Note For information on configuring DHCP relay, including setting up a DHCP
helper and DHCP Option 82 on the switch, refer to the relevant section in the
IP routing chapter of the Advanced Traffic Management Guide.
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The DHCP/Bootp Process. Whenever the IP Config parameter in the switch
or in an individual VLAN in the switch is configured to DHCP/Bootp (the
default), or when the switch is rebooted with this configuration:

1. DHCP/Bootp requests are automatically broadcast on the local network.
(The switch sends one type of request to which either a DHCP or Bootp
server can respond.)

2. When a DHCP or Bootp server receives the request, it replies with a
previously configured IP address and subnet mask for the switch. The
switch also receives an IP Gateway address if the server has been config-
ured to provide one. In the case of Bootp, the server must first be
configured with an entry that has the MAC address of the switch. (To
determine the switch’s MAC address, see Appendix D, "MAC Address
Management". The switch properly handles replies from either type of
server. If multiple replies are returned, the switch will use the first reply.)

If you manually configure a gateway on the switch, it will ignore any gateway
address received via DHCP or Bootp.

If the switch is initially configured for DHCP/Bootp operation (the default),
or if it is rebooted with this configuration, it immediately begins sending
request packets on the network. If the switch does not receive a reply to its
DHCP/Bootp requests, it continues to periodically send request packets, but
with decreasing frequency. Thus, if a DHCP or Bootp server is not available
or accessible to the switch when DHCP/Bootp is first configured, the switch
may not immediately receive the desired configuration. After verifying that
the server has become accessible to the switch, reboot the switch to re-start
the process immediately.

DHCP Operation. Depending on how the DHCP server is configured, the
switch may receive an ip address that is temporarily leased. Periodically the
switch may be required to renew its lease of the IP configuration. Thus, the IP
addressing provided by the server may be different each time the switch
reboots or renews its configuration from the server. However, you can fix the
address assignment for the switch by doing either of the following:

m  Configure the server to issue an “infinite” lease.

m  Using the switch’s MAC address as an identifier, configure the server with
a “Reservation” so that it will always assign the same IP address to the
switch. (For MAC address information, refer to Appendix D, "MAC
Address Management".)

For more information on either of these procedures, refer to the documenta-
tion provided with the DHCP server.
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Bootp Operation. When a Bootp server receives a request it searches its
Bootp database for a record entry that matches the MAC address in the Bootp
request from the switch. If a match is found, the configuration data in the
associated database record is returned to the switch. For many Unix systems,
the Bootp database is contained in the /etc/bootptab file. In contrast to DHCP
operation, Bootp configurations are always the same for a specific receiving
device. That is, the Bootp server replies to a request with a configuration
previously stored in the server and designated for the requesting device.

Bootp Database Record Entries. A minimal entry in the Bootp table file
/etc/bootptab to update an IP address and subnet mask to the switch or a VLAN
configured in the switch would be similar to this entry:

j4108switch:\
ht=ether:\
ha=0030c1123456:\
ip=10.66.77.88:\
sm=255.255.248.0:\
gw=10.66.77.1:\
hn:\
vm=rfcl048

An entry in the Bootp table file /etc/bootptab to tell the switch or VLAN
where to obtain a configuration file download would be similar to this entry:

j4108switch:\
ht=ether:\
ha=0030c1123456:\
ip=10.66.77.88:\
sm=255.255.248.0:\
gw=10.66.77.1:\
1g=10.22.33.44:\
Tl44="switch.cfg”:\
vm=rfcl048

where:
j4108switch is a user-defined symbolic name to help you find the corect section of the

bootptab file. If you have multiple switches that will be using Bootp to get their
IP configuration, you should use a unique symbolic name for each switch.

ht isthe “hardware type”. For the switches covered in this guide, set this to ether
(for Ethernet). This tag must precede the ha tag.

ha isthe “hardware address”. Use the switch's (or VLAN's) 12-digit MAC address.

ip is the IP address to be asigned to the switch (or VLAN).

sm is the subnet mask of the subnet inwhich the switch (or VLAN) is installed.

gw is the IP address of the default gateway.
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Ig TFTP server address (source of final configuration file)
T144 is the vendor-specific “tag” identifjing the configuration file to download.
vm is a required entry that specifies he Bootp report format. For the switches

described in this guide, set this parameter to rfc1048.

The above Bootp table entry is a sample that will work for the switch when
the appropriate addresses and file names are used.

Network Preparations for Configuring DHCP/Bootp

In its default configuration, the switch is configured for DHCP/Bootp opera-
tion. However, the DHCP/Bootp feature will not acquire IP addressing for the
switch unless the following tasks have already been completed:

m  For Bootp operation:

e A Bootp databaserecord has already been entered into an appropriate
Bootp server.

® The necessary network connections are in place
e The Bootp server is accessible from the switch
m  For DHCP operation:
e A DHCP scope has been configured on the appropriate DHCP server.
® The necessary network connections are in place

e A DHCP server is accessible from the switch

Designating a primary VLAN other than the default VLAN affects the switch’s
use of information received via DHCP/Bootp. For more on this topic, see the
chapter on Virtual LANs in the Advanced Traffic Management Guide.

After you reconfigure or reboot the switch with DHCP/Bootp enabled in a
network providing DHCP/Bootp service, the switch does the following:

m  Receives an IP address and subnet mask and, if configured in the server,
a gateway IP address and the address of a Timep server.

m If the DHCP/Bootp reply provides information for downloading a config-
uration file, the switch uses TFTP to download the file from the designated
source, then reboots itself. (This assumes that the switch or VLAN has
connectivity to the TFTP file server specified in the reply, that the config-
uration file is correctly named, and that the configuration file exists in the
TFTP directory.)
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IP Preserve: Retaining VLAN-1 IP
Addressing Across Configuration File
Downloads

IP Preserve enables you to copy a configuration file to multiple switches that
use the same operating-system software while retaining the individual IP
address and subnet mask on VLAN 1 in each switch, and the Gateway IP
address assigned to the switch. This enables you to distribute the same
configuration file to multiple switches without overwriting their individual IP
addresses.

Operating Rules for IP Preserve

When ip preserve is entered as the last line in a configuration file stored on a
TFTP server:

m Iftheswitch’s current IP address for VLAN 1 was not configured by DHCP/
Bootp, IP Preserve retains the switch’s current IP address, subnet mask,
and IP gateway address when the switch downloads the file and reboots.
The switch adopts all other configuration parameters in the configuration
file into the startup-config file.

m If the switch’s current IP addressing for VLAN 1 is from a DHCP server,
IP Preserve is suspended. In this case, whatever IP addressing the config-
uration file specifies is implemented when the switch downloads the file
and reboots. If the file includes DHCP/Bootp as the IP addressing source
for VLAN 1, the switch will configure itself accordingly and use DHCP/
Bootp. If instead, the file includes a dedicated IP address and subnet mask
for VLAN 1 and a specific gateway IP address, then the switch will
implement these settings in the startup-config file.

m Theip preserve statement does not appear in show config listings. To verify
IP Preserve in a configuration file, open the file in a text editor and view
the last line. For an example of implementing IP Preserve in a configura-
tion file, see figure 8-6, below.

To set up IP Preserve, enter the ip preserve statement at the end of a configu-
ration file. (Note that you do not execute IP Preserve by entering a command
from the CLI).
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; J4865 L Configuration Editor; Created on release #G.07.GX
hostname "ProCurve switch®

time davlight-time-rule None

cdp run

-

-

Entering “ip preserve”inthe lastline of a configuration

password manager
password DDM file implements IP Preserve when the file is
ip preserwve

downloaded to the switch and the switch reboots.
Figure 8-6. Example of Implementing IP Preserve in a Switch Configuration File

For example, consider Figure 8-7:

TFTP - DHCP
Server Server
r- - - = Management r— 1
1 config. 1 Station | IP |
ot ——_— — _ L Address | -
e R .
~ ~
/ \ N \ ~ l
\ ~
t
<7 ' \ \ y
Switch 1 Switch 2 Switch 3 Switch 4
VLAN 1: VLAN 1: VLAN 1: VLAN 1: DHCP
10.31.22.101 10.31.22.102 10.31.22.103
; V\T/' Switch 4 also copies and implements the
Switches 1 through 3 copy and implement the config.txt file config.txtfile fromthe TFTP server (figure 8-8), but
from the TFTP server (figure 8-8), but retain their current IP acquires new IP addressing from the DHCP

Figure 8-7. Example of IP Preserve Operation with Multiple Switches Using the Same 0S Software

If you apply the following configuration file to figure 8-7, switches 1 - 3 will
retain their manually assigned IP addressing and switch 4 will be configured

to acquire its IP addressing from a DHCP server.
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; J4565 4k Configuration Editor; Created on releasze #G 07 GX
hostname “ProCurve switch"
Cime dayvlight-tike-rule Nohe
cdp run
interface All
no lacp
exitq
interface AlZ
no lacp
exit
trunk All-2412 Trkl Trunk
ip default-gateway 10.33.32.1
Smmp-sServer compunhity "public®™ Unrestricted
wlan 1
name "DEFAULT VLAN"
ip address dhep-bhootp

Using figure 8-7, above, switches 1 - 3 ignore these
entries because the file implements IP Preserve and
their current IP addressing was not acquired through
DHCP/Bootp.

exit Switch 4 ignores IP Preserve and implements the
password manager DHCP/Bootp addressing and IP Gateway specified in
this file (because its last IP addressing was acquired
password operator IP Preserve Command from a DHCP/Bootp server).

ip preserve

Figure 8-8. Configuration File in TFTP Server, with DHCP/Bootp Specified as the IP Addressing Source

If you apply this configuration file to figure 8-7, switches 1 - 3 will still retain
their manually assigned IP addressing. However, switch 4 will be configured
with the IP addressing included in the file.

8-18



Configuring IP Addressing
IP Preserve: Retaining VLAN-1 IP Addressing Across Configuration File Downloads

} J4565L Configuration Editor; Created on release HG.07.5X
hosztnamwe "ProCurve 4108°
Lime daylight-time-rule None

cdp run
interface All
na lacp
exitq
interface AlZ
no lacp
exit
trunk All-Aal2 Trkl Trunk
ip default-gateway 10.33.32.1 Because switch 4 (figure 8-7) received
smmp-sServer commihity "public” Unrestricted its most recent IP addressing from a
wlan 1 DHCWBﬁ?Psewenmeswhdld .
ignores the ip preserve command an
name MDEFAULT VLAN™ i%pMmemsgglPadMe$Mg
forbid A3 included in this file.

untagged A1, A7-A210,A153-A14,Trkl
tagged Ad-A4&
no untagoed AZ-A45
ip address 10.31.22.255 255.255.248.0
exit

password manager

password operator

ip preserve

Figure 8-9. Configuration File in TFTP Server, with Dedicated IP Addressing Instead of DHCP/Bootp

To summarize the IP Preserve effect on IP addressing:

m Ifthe switch received its most recent VLAN 1 IP addressing from a DHCP/
Bootp server, it ignores the IP Preserve command when it downloads the
configuration file, and implements whatever IP addressing instructions

are in the configuration file.

m Ifthe switch did not receive its most recent VLAN 1 IP addressing from a
DHCP/Bootp server, it retains its current IP addressing when it downloads

the configuration file.

m  The content of the downloaded configuration file determines the IP
addresses and subnet masks for other VLANs.
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Overview

This chapter describes:
m  SNTP Time Protocol Operation
m Timep Time Protocol Operation

Using time synchronization ensures a uniform time among inter operating
devices. This helps you to manage and troubleshoot switch operation by
attaching meaningful time data to event and error messages.

The switch offers TimeP and SNTP (Simple Network Time Protocol) and a
timesync command for changing the time protocol selection (or turning off
time protocol operation).

Notes

m  Although you can create and save configurations for both time proto-
cols without conflicts, the switch allows only one active time protocol
at any time.

m In the factory-default configuration, the time synchronization option
is set to TimeP, with the TimeP mode itself set to Disabled.

TimeP Time Synchronization

You can either manually assign the switch to use a TimeP server or use DHCP
to assign the TimeP server. In either case, the switch can get its time synchro-
nization updates from only one, designated Timep server. This option
enhances security by specifying which time server to use.

SNTP Time Synchronization

SNTP provides two operating modes:

m  Broadcast Mode: The switch acquires time updates by accepting the
time value from the first SNTP time broadcast detected. (In this case,
the SNTP server must be configured to broadcast time updates to the
network broadcast address. Refer to the documentation provided
with your SNTP server application.) Once the switch detects a partic-
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Overview: Selecting a Time Synchronization Protocol or Turning Off Time Protocol Operation

ular server, itignores time broadcasts from other SNTP servers unless
the configurable Poll Interval expires three consecutive times without
an update received from the first-detected server.

Note

To use Broadcast mode, the switch and the SNTP server must be in the
same subnet.

Unicast Mode: The switch requests a time update from the config-
ured SNTP server. (You can configure one server using the menu
interface, or up to three servers using the CLI sntp server command.)
This option provides increased security over the Broadcast mode by
specifying which time server to use instead of using the first one
detected through a broadcast.

Overview: Selecting a Time
Synchronization Protocol or Turning Off
Time Protocol Operation

General Steps for Running a Time Protocol on the Switch

1.
2.

Select the time synchronization protocol: SNTP or TimeP (the default).
Enable the protocol. The choices are:

e  SNTP: Broadcast or Unicast

e TimeP: DHCP or Manual

Configure the remaining parameters for the time protocol you selected.

The switch retains the parameter settings for both time protocols even if
you change from one protocol to the other. Thus, if you select a time
protocol, the switch uses the parameters you last configured for the
selected protocol.
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Note that simply selecting a time synchronization protocol does not enable
that protocol on the switch unless you also enable the protocol itself (step 2,

above). For example, in the factory-default configuration, TimeP is the

selected time synchronization method. However, because TimeP is disabled
in the factory-default configuration, no time synchronization protocol is

running.

Disabling Time Synchronization

You can use either of the following methods to disable time synchronization
without changing the Timep or SNTP configuration:

m In the System Information screen of the Menu interface, set the Time
Synch Method parameter to None, then press [Enter], then [S] (for Save).

m In the Global config level of the CLI, execute no timesync.

SNTP: Viewing, Selecting, and

Configuring
SNTP Feature Default Menu CLI Web
view the SNTP time synchronization configuration n/a page 9-5 page 9-8 —
select SNTP as the time synchronization method timep page 9-6 page 9-9 ff. —
disable time synchronization timep page 9-6 page 9-12 —
enable the SNTP mode (Broadcast, Unicast, or Disabled) disabled —
broadcast n/a page 9-6 page 9-9 —
unicast n/a page 9-6 page 9-10 —
none/disabled n/a page 9-6 page 9-13 —
configure an SNTP server address (for Unicast mode only) none page 9-6 page 9-10 ff. —
change the SNTP server version (for Unicast mode only) 3 page 9-7 page 9-12 —
change the SNTP poll interval 720 seconds page 9-7 page 9-12 —
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Table 9-1.SNTP Parameters

SNTP Parameter Operation

Time Sync Used to select either SNTP, TIMEP, or None as the time synchronization method.

Method

SNTP Mode

Disabled The Default. SNTP does not operate, even if specified by the Menu interface Time Sync Method
parameter or the CLI timesync command.

Unicast Directs the switch to poll a specific server for SNTP time synchronization. Requires atleast one server
address.

Broadcast Directs the switch to acquire its time synchronization from data broadcast by any SNTP server to the
network broadcast address. The switch uses the first server detected and ignores any others.
However, if the Poll Interval expires three times without the switch detecting a time update from the
original server, it the switch accepts a broadcast time update from the next server it detects.

Poll Interval In Unicast Mode: Specifies how often the switch polls the designated SNTP server for a time update.

(seconds) In Broadcast Mode: Specifies how often the switch polls the network broadcast address for a time
update.

Server Address  Used only when the SNTP Mode is set to Unicast. Specifies the IP address of the SNTP server that
the switch accesses for time synchronization updates. You can configure up to three servers; one
using the menu or CLI, and two more using the CLI. See “"SNTP Unicast Time Polling with Multiple
SNTP Servers” on page 9-21.

Server Version  Default: 3; range: 1 - 7. Specifies the SNTP software version to use, and is assigned on a per-server

basis. The version setting is backwards-compatible. For example, using version 3 means that the
switch accepts versions 1 through 3.

Menu: Viewing and Configuring SNTP

To View, Enable, and Modify SNTP Time Protocol:
1. From the Main Menu, select:
2. Switch Configuration...

1. System Information
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- CONZIOLE - MANAGER MODE -

gwitceh Configuration - System Information
3ystem Name : ProCurwve =switch
dystem Contact o
System Location :
Inactivity Timeout {(min) [0] : O MaC Age Time(sec) [300] : 200
Inkound Telnet Enabkled [Yez] : Yes Weh Agent Enabled [Yes] @ Yes

Time Sync Method [TIMER]: TIMEER-<———— Time Protocol Selection Parameter

TimeP Mode [Disabled] : Disabled - TIMEP
— SNTP
Time =Zone [0] : 0O = None

Daylight Time Rule [MNones] : Hone

Actions-> Edit Have Help

Cancel changes and return to previous screen.

Use arrow keys to change action selection and <Enter> to execute action.

Figure 9-1. The System Information Screen (Default Values)
2. Press [E] (for Edit). The cursor moves to the System Name field.
3. Use [J] to move the cursor to the Time Sync Method field.

4. Use the Space bar to select SNTP, then press ({] once to display and move
to the SNTP Mode field.

5. Do one of the following:

e Use the Space bar to select the Broadcast mode, then press [{] to
move the cursor to the Poll Interval field, and go to step 6. (For
Broadcast mode details, see “SNTP Operating Modes” on
page 9-2.)

Time 8Sync Method [HNone] : SNTE
SNTEF Mode [Disabkled] : Broadcast
Foll Interwval (=zec) [TE0O] : m
Time Zone [0] @ 0O

Daylight Time Rule [None] : MNone

e Use the Space bar to select the Unicast mode, then do the
following:

i.  Press [») to move the cursor to the Server Address field.
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ii. Enter the IP address of the SNTP server you want the switch to
use for time synchronization.

Note: This step replaces any previously configured server IP
address. If you

will be using backup SNTP servers (requires use of the CLI), then
see

“SNTP Unicast Time Polling with Multiple SNTP Servers” on page
9-21.

iii. Press [{]to move the cursor to the Server Version field. Enter the
value that matches the SNTP server version running on the device
you specified in the preceding step (step ii). If you are unsure
which version to use, HP recommends leaving this value at the
default setting of 3 and testing SNTP operation to determine
whether any change is necessary.

Note: Using the menu to enter the IP address for an SNTP server
when the switch already has one or more SNTP servers config-
ured causes the switch to delete the primary SNTP server from
the server list and to select a new primary SNTP server from the
IP address(es) in the updated list. For more on this topic, see
“SNTP Unicast Time Polling with Multiple SNTP Servers” on page

9-21.
iv. Press(>]to move the cursor to the Poll Interval field, then go to step
6.
Time ZSync Method [None] : SNTE
SNTP Mode [Disabled] : Unicast gerver Address @ 10.ZB.227.15

FPoll Interwval {sec) [7E0] : m derver WVersion [3] : 3

Time Zone [0]

1]

Daylight Time Rule [None] : HNone

6.

In the Poll Interval field, enter the time in seconds that you want for a Poll
Interval. (For Poll Interval operation, see table 9-1, “SNTP Parameters”,
on page 9-5.)

Press [Enter] to return to the Actions line, then [S] (for Save) to enter the
new time protocol configuration in both the startup-config and running-
config files.
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CLI: Viewing and Configuring SNTP

CLI Commands Described in this Section

show sntp page 9-8

[no] timesync pages 9-9 and ff., 9-12

sntp broadcast page 9-9

sntp unicast page 9-10

sntp server pages 9-10 and ff.
Protocol Version page 9-12

poll-interval page 9-12

no sntp page 9-13

This section describes how to use the CLI to view, enable, and configure SNTP
parameters.

Viewing the Current SNTP Configuration

This command lists both the time synchronization method (TimeP, SNTP, or
None) and the SNTP configuration, even if SNTP is not the selected time
protocol.

Syntax: show sntp

For example, if you configured the switch with SNTP as the time synchroni-
zation method, then enabled SNTP in broadcast mode with the default poll
interval, show sntp lists the following:

ProCurve# show sntp
SNTF Configuration

Time Synce Mode: Sntp
BNTP Mode : Broadcast
Foll Interwval (sec) [7E0] : 720

Figure 9-2. Example of SNTP Configuration When SNTP Is the Selected Time
Synchronization Method

In the factory-default configuration (where TimeP is the selected time
synchronization method), show sntp still lists the SNTP configuration even
though it is not currently in use. For example:
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Profurve ff show sntp Even though, in this example, TimeP is the
SNTFPF Configuration current time synchronous method, the

Time Sync Mode: Timep switch maintains the SNTP configuration.

ANTP Mode : Broadcoast
Poll Interwval ({(sec) [TZ20] : 720

Figure 9-3. Example of SNTP Configuration When SNTP Is Not the Selected Time Synchronization Method

Configuring (Enabling or Disabling) the SNTP Mode

Enabling the SNTP mode means to configure it for either broadcast or unicast
mode. Remember that to run SNTP as the switch’s time synchronization
protocol, you must also select SNTP as the time synchronization method by
using the CLI timesync command (or the Menu interface Time Sync Method
parameter).

Syntax:  timesync sntp
Selects SNTP as the time protocol.

sntp < broadcast | unicast >
Enables the SNTP mode (below and page 9-10).

sntp server < ip-addr>
Required only for unicast mode (page 9-10).

sntp poll-interval <30..720>
Enabling the SNTP mode also enables the SNTP poll interval
(default: 720 seconds; page 9-12).

Enabling SNTP in Broadcast Mode. Because the switch provides an SNTP
polling interval (default: 720 seconds), you need only these two commands
for minimal SNTP broadcast configuration:

Syntax:  timesync sntp
Selects SNTP as the time synchronization method.

sntp broadcast
Configures Broadcast as the SNTP mode.

For example, suppose:

m  Time synchronization is in the factory-default configuration (TimeP
is the currently selected time synchronization method).
m  You want to:

1. View the current time synchronization.
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2. Select SNTP as the time synchronization mode.
3. Enable SNTP for Broadcast mode.

4. View the SNTP configuration again to verify the configuration.

The commands and output would appear as follows:

ProCurve (config)f# show sntpa show sntp displays the SNTP configuration and also shows that
SNTP Configuration TimeP is the currently active time synchronization mode.
Time Sync Mode: Timep
SNTP Mode : disabled
Poll Interwval (sec) [720] : 720

ProCurve {config) # timesync sntpo
ProCurve (config)# sntp broadcasto

ProCurve (config)# show sntp° show sntp again displays the SNTP configuration and shows that
SNTEF Configuration SNTP is now the currently active time synchronization mode and is

Time Sync Mode: Sntp configured for broadcast operation.
SNTE Mode : Broadcast
Poll Interwval (zec) [T20] : 720

Figure 9-4. Example of Enabling SNTP Operation in Broadcast Mode

Enabling SNTP in Unicast Mode. Like broadcast mode, configuring SNTP
for unicast mode enables SNTP. However, for Unicast operation, you must
also specify the IP address of at least one SNTP server. The switch allows up
to three unicast servers. You can use the Menu interface or the CLI to configure
one server or to replace an existing Unicast server with another. To add a
second or third server, you must use the CLI. For more on SNTP operation
with multiple servers, see “SNTP Unicast Time Polling with Multiple SNTP
Servers” on page 9-21.

Syntax:  timesync sntp
Selects SNTP as the time synchronization method.

sntp unicast
Configures the SNTP mode for Unicast operation.

sntp server <ip-addr> [version]
Specifies the SNTP server. The default server version is 3.

no sntp server < ip-addr >
Deletes the specified SNTP server.
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Note

Deleting an SNTP server when only one is configured disables SNTP unicast
operation.

For example, to select SNTP and configure it with unicast mode and an SNTP
server at 10.28.227.141 with the default server version (3) and default poll
interval (720 seconds):

ProCurve (config)# timesync sntp
Selects SNTP.

ProCurve (config)# sntp unicast
Activates SNTP in Unicast mode.

ProCurve (config)# sntp server 10.28.227.141
Specifies the SNTP server and accepts the current SNTP server
version (default: 3).

ProCurve {config)# show sntp

ANTP Configuration
Time Sync Mode: Sntp
SNTP Mode : Unicast
Poll Interwval (zec) In this example, the Poll Interval and the Protocol

Version appear at their default settings.

[720] Tz0 ?_

IP Address

10.28.227.141

Protocol Version

Note: Protocol Version appears only when there is an

IP address configured for an SNTP server.

Figure 9-5. Example of Configuring SNTP for Unicast Operation

Ifthe SNTP server you specify uses SNTP version 4 or later, use the sntp server
command to specify the correct version number. For example, suppose you
learned that SNTP version 4 was in use on the server you specified above (IP
address 10.28.227.141). You would use the following commands to delete the
server IP address and then re-enter it with the correct version number for that
server:
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FroCurve (config)# no sntp server lD.ZB.ZZ?.lQl\
FroCurve (config)# sntp serwver 10.28.227.141 4 Deletes unicast SNTP server entry.
ProCurve (config)# show sntp \ Re-enters the unicast server with a non-
ANTP Contiguration default protocol version.

Time Syne Mode: Sntp

SNTP Mode : Broadecast

Foll Interwal ({(=sec) [TEO0] : &00

IF address Frotocol Version
—————————————————————————————— show sntp displays the result.

10.28.227.141 4
Figure 9-6. Example of Specifying the SNTP Protocol Version Number

Changing the SNTP Poll Interval.

Syntax: sntp poll-interval < 30..720 >
Specifies how long the switch waits between time polling
intervals. The default is 720 seconds and the range is 30 to
720 seconds. (This parameter is separate from the poll
interval parameter used for Timep operation.)

For example, to change the poll interval to 300 seconds:

ProCurve (config)# sntp poll-interval 300

Disabling Time Synchronization Without Changing the SNTP
Configuration. The recommended method for disabling time synchroniza-
tion is to use the timesync command to avoid changing the switch’s SNTP

configuration.

Syntax: no timesync
Halts time synchronization without changing the switch’s
SNTP configuration

For example, suppose SNTP is running as the switch’s time synchronization
protocol, with Breadcast as the SNTP mode and the factory-default polling
interval. You would halt time synchronization with this command:

ProCurve (config)# no timesync

If you then viewed the SNTP configuration, you would see the following:
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FroCurve(config) # show sntp
SNTPF Configuration
Time Svync Mode: Disakbled
SNTP Mode : Broadocast

Foll Interwval (sec) [7z20] @ 7E0

Figure 9-7. Example of SNTP with Time Sychronization Disabled

Disabling the SNTP Mode. If you want to prevent SNTP from being used
even if selected by timesync (or the Menu interface’s Time Sync Method param-
eter), configure the SNTP mode as disabled.

Syntax:  no sntp
Disables SNTP by changing the SNTP mode

configuration to Disabled.

For example, if the switch is running SNTP in Unicast mode with an SNTP
server at 10.28.227.141 and a server version of 3 (the default), no sntp changes
the SNTP configuration as shown below, and disables time synchronization
on the switch.

ProCurve (config)# no sntp

FroCurve(config)# show sntp

—

[720] Tz0

Protocol Version

SBNTP Configuration
Time Sync Mode: Sntp
SNTEF Maode disabled
Foll Interwval ({(sec)

IFP Address

10.28.227.141

Even though the Time Sync Mode is setto Sntp,
time synchronization is disabled because no
sntp has disabled the SNTP Mode parameter.

Figure 9-8. Example of Disabling Time Synchronization by Disabling the SNTP Mode
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TimeP: Viewing, Selecting, and

Configuring
TimeP Feature Default Menu CLI Web
view the Timep time synchronization n/a page 9-15 page 9-17 —

configuration

select Timep as the time synchronization TIMEP page 9-13 pages9-18 —

method ff.

disable time synchronization timep page 9-15  page 9-20 —

enable the Timep mode Disabled —
DHCP — page 9-15 page 9-18 —
manual — page 9-16  page 9-19 —
none/disabled — page 9-15 page 9-21 —

change the SNTP poll interval 720 seconds page 9-16  page 9-20 —

Table 9-2.Timep Parameters

SNTP Parameter Operation

Time Sync
Method

Timep Mode
Disabled

DHCP

Server
Address

Poll Interval
(minutes)

Used to select either TIMEP (the default), SNTP, or None as the time synchronization method.

The Default. Timep does not operate, even if specified by the Menu interface Time Sync Method
parameter or the CLI timesync command.

When Timep is selected as the time synchronization method, the switch attempts to acquire a Timep
server IP address via DHCP. If the switch receives a server address, it polls the server for updates
according to the Timep pollinterval. If the switch does notreceive a Timep server IP address, it cannot
perform time synchronization updates.

When Timep is selected as the time synchronization method, the switch attempts to poll the specified
server for updates according to the Timep poll interval. If the switch fails to receive updates from the
server, time synchronization updates do not occur.

Used only when the TimeP Mode is set to Manual. Specifies the IP address of the TimeP server that
the switch accesses for time synchronization updates. You can configure one server.

Default: 720 minutes. Specifies the interval the switch waits between attempts to poll the TimeP server
for updates.
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Menu: Viewing and Configuring TimeP

To View, Enable, and Modify the TimeP Protocol:

1. From the Main Menu, select:
2. Switch Configuration...
1. System Information
- CONEOLE - MANAGER MODE -
Switch Configuration - System Information
Bystem Name ! ProCurwve switch
Bystem Contact :
System Location :
Inactivity Timeout {min} [0] : O MaZ Age Time(sec) [300] : 300
Inkhound Telnet Enabled [¥ez] : Yes Wekb Agent Enabled [Yes] @ Yes

Time Syne Method

[TIMEFP] : TIMEE-<——— Time Protocol Selection Parameter

TimeP Mode [Disabled] : Disabled — TIMEP (the default)
— SNTP
Time Zone [0] : 0O — None
Daylight Time Rule [None] : HNone
Actions-» Edit Have Help

Cancel changes and return to previous screen.
Use arrow keys to change action selection and <Enter> to execute action.

Figure 9-9. The System Information Screen (Default Values)

2.
3.

Press [E] (for Edit). The cursor moves to the System Name field.
Use [{] to move the cursor to the Time Sync Method field.

If TIMEP is not already selected, use the Space bar to select TIMEP, then
press (J] once to display and move to the TimeP Mode field.

Do one of the following:

e Usethe Space bar to select the DHCP mode, then press [{]to move
the cursor to the Poll Interval field, and go to step 6.
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Time Sync Method [MNone] : TIMEFR
TimeP Mode [Disabled] : DHCP
Poll Interval i(min) [720] : R
Time Zone [0] : 0

Daylight Time Rule [None] : HNone

e Use the Space bar to select the Manual mode.
i.  Press [») to move the cursor to the Server Address field.

ii. Enter the IP address of the TimeP server you want the switch to
use for time synchronization.

Note: This step replaces any previously configured TimeP server

IP address.
iii. Press(-]tomove the cursor to the PollInterval field, then go to step
6.
Time Sync Method [None] : TIMEP
TimeP Mode [Disabled] : Manual ferver Address : 10.2Z8.227.141

FPoll Interwval (min) [720]
Time Zone [0] : 0
Davlight Time Rule [None] : None

6. Inthe PollInterval field, enter the time in minutes that you want for a TimeP
Poll Interval.

Press [Enter] to return to the Actions line, then [S] (for Save) to enter the new
time protocol configuration in both the startup-config and running-config
files.

CLI Viewing and Configuring TimeP

CLI Commands Described in this Section

show timep page 9-17
[no] timesync page 9-18 ff., 9-20
ip timep
dhep page 9-18
manual page 9-19
server <ip-addr> page 9-19
interval page 9-20
no ip timep page 9-21
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This section describes how to use the CLI to view, enable, and configure TimeP
parameters.

Viewing the Current TimeP Configuration

This command lists both the time synchronization method (TimeP, SNTP, or
None) and the TimeP configuration, even if SNTP is not the selected time
protocol.

Syntax: show timep

For example, if you configure the switch with TimeP as the time synchroniza-
tion method, then enable TimeP in DHCP mode with the default poll interval,
show timep lists the following:

FroCurve (config)# show timep
Timep Configuration
Time 8ync Mode: Timep
TimeP Mode : DHCE Foll Interwal (min) : 720

Figure 9-10. Example of TimeP Configuration When TimeP Is the Selected Time
Synchronization Method

If SNTP is the selected time synchronization method), show timep still lists the
TimeP configuration even though it is not currently in use:

TimeP Mode

FroCurve(config)# show timep Even though, in this example, SNTP is the
Timep Contiguration currenttime synchronization method, the
Time @ync Mode: Sntp switch maintains the TimeP
. configuration.

DHCP Poll Interval (min) : 720

Figure 9-11. Example of SNTP Configuration When SNTP Is Not the Selected Time Synchronization

Method
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Configuring (Enabling or Disabling) the TimeP Mode

Enabling the TimeP mode means to configure it for either broadcast or unicast
mode. Remember that to run TimeP as the switch’s time synchronization
protocol, you must also select TimeP as the time synchronization method by
using the CLI timesync command (or the Menu interface Time Sync Method
parameter).

Syntax:  timesync timep
Selects TimeP as the time protocol.

ip timep < dhcp | manual >
Enables the selected TimeP mode.

no ip timep
Disables the TimeP mode.

no timesync
Disables the time protocol.

Enabling TimeP in DHCP Mode. Because the switch provides a TimeP
polling interval (default: 720 minutes), you need only these two commands for
a minimal TimeP DHCP configuration:

Syntax: timesync timep
Selects TimeP as the time synchronization method.

ip timep dhcp
Configures DHCP as the TimeP mode.

For example, suppose:

m Time synchronization is configured for SNTP.
m  You want to:

1. View the current time synchronization.

o

Select TimeP as the time synchronization mode.
Enable TimeP for DHCP mode.

View the TimeP configuration.

Ll
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The commands and output would appear as follows:

ProCurve (config)# show timep c show timep displays the TimeP configuration and also shows
Timep Configuration that SNTP is the currently active time synchronization mode.

Time Sync Mode: Sntp
TimeFP Mode : Disabled

ProCurve(config)# timesync timepe

ProCurve(config)# ip timep dhep e

ProCurve (config)# show timep °
Timep Configuraticon show timep again displays the TimeP configuration and shows that TimeP is

Time Syne Mode: Timep now the currently active time synchronization mode.

TimeP Mode : DHCP Poll Interwval (min) : 720

Figure 9-12. Example of Enabling TimeP Operation in DHCP Mode

Enabling Timep in Manual Mode. Like DHCP mode, configuring TimeP for
Manual mode enables TimeP. However, for manual operation, you must also
specify the IP address of the TimeP server. (The switch allows only one TimeP
server.) To enable the TimeP protocol:

Syntax:  timesync timep
Selects Timep.

ip timep manual <ip-addr>
Activates TimeP in Manual mode with a specified TimeP
server.

no ip timep
Disables TimeP.

Note

To change from one TimeP server to another, you must (1) use the no ip timep
command to disable TimeP mode, and then reconfigure TimeP in Manual
mode with the new server IP address.

For example, to select TimeP and configure it for manual operation using a
TimeP server address of 10.28.227.141 and the default poll interval (720
minutes, assuming the TimeP poll interval is already set to the default):
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ProCurve (config)# timesync timep
Selects TimeP.

ProCurve (config)# ip timep manual 10.28.227.141
Activates TimeP in Manual mode.

FroCurve (config)# timesync timep
FroCurve (config)# ip timep manual 10,Z8.Z27.141

ProCurve (config) # Show timep
Timep Configuration
Time Sync Mode: Timep

TimeP Mode : Manual Server Address : 10.28.227.141
Poll Interwval i(min) : 720

Figure 9-13. Example of Configuring Timep for Manual Operation

Changing the TimeP Poll Interval. This command lets you specify how
long the switch waits between time polling intervals. The default is 720
minutes and the range is 1 to 9999 minutes. (This parameter is separate from
the poll interval parameter used for SNTP operation.)

Syntax: ip timep dhcp interval < 1..9999 >
ip timep manual interval < 1..9999 >

For example, to change the poll interval to 60 minutes:

ProCurve (config)# ip timep interval 60

Disabling Time Synchronization Without Changing the TimeP
Configuration. The recommended method for disabling time synchroniza-
tion is to use the timesync command. This halts time synchronization without
changing your TimeP configuration.

Syntax: no timesync

For example, suppose TimeP is running as the switch’s time synchronization
protocol, with DHCP as the TimeP mode, and the factory-default polling
interval. You would halt time synchronization with this command:

ProCurve (config)# no timesync

If you then viewed the TimeP configuration, you would see the following:
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ProCurve(config) # show timep
Timep Configuration
Time Zvnc Mode: Disabled
TimePF Mode : DHCF FPoll Interval (min) : 720

Figure 9-14. Example of TimeP with Time Sychronization Disabled

Disabling the TimeP Mode. Disabling the TimeP mode means to configure
it as disabled. (Disabling TimeP prevents the switch from using it as the time
synchronization protocol, even if it is the selected Time Sync Method option.)

Syntax:  noip timep
Disables TimeP by changing the TimeP mode
configuration to Disabled.

For example, if the switch is running TimeP in DHCP mode, no ip timep changes
the TimeP configuration as shown below, and disables time synchronization
on the switch.

ProCurve (config)# no ip timep
ProCurve{config)# show timep

Time Hync Mode: Timep time synchronization is disabled because no ip

Timep Configuration 7 Even though the Time Sync Mode is set to Timep,
TimeP Mode : Disabled timep has disabled the TimeP Mode parameter.

Figure 9-15. Example of Disabling Time Synchronization by Disabling the TimeP
Mode Parameter

SNTP Unicast Time Polling with Multiple
SNTP Servers

When running SNTP unicast time polling as the time synchronization method,
the switch requests a time update from the server you configured with either
the Server Address parameter in the menu interface, or the primary server in
alist of up to three SNTP servers configured using the CLI. If the switch does
not receive aresponse from the primary server after three consecutive polling
intervals, the switch tries the next server (if any) in the list. If the switch tries
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all servers in the list without success, it sends an error message to the Event
Log andreschedulesto try the address list again after the configured Poll Interval
time has expired.

Address Prioritization

If you use the CLI to configure multiple SNTP servers, the switch prioritizes
them according to the decimal values of their IP addresses. That is, the switch
compares the decimal value of the octets in the addresses and orders them
accordingly, with the lowest decimal value assigned as the primary address,
the second-lowest decimal value assigned as the next address, and the third-
lowest decimal value as the last address. If the first octet is the same between
two of the addresses, the second octet is compared, and so on. For example:

SNTP Server Server Ranking According to
IP Address Decimal Value of IP Address

10.28.227.141 Primary
10.28.227.153 Secondary
10.29.227.100 Tertiary

Adding and Deleting SNTP Server Addresses

Adding Addresses. As mentioned earlier, you can configure one SNTP
server address using either the Menu interface or the CLI. To configure a
second and third address, you must use the CLI. For example, suppose you
have already configured the primary address in the above table
(10.28.227.141). To configure the remaining two addresses, you would do the
following:
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FroCurve{config)# sntp server 10.29.2ZZ27.100
FroCurve{configq)# sntp server 10.E28.227.153
ProCurve (config)# show sntp

SNTP Confiquration
Time Sync Mode: Sntp

Prioritized listof SNTP SNTE Mode : disabled
Server IP Addresses Foll Interwvwal (sec) [TE0] : TE0
_5\\\\IP Address Protocol Yersion
10.28.227.141 3
10.28.227.153 3
10.29.227.100 3

Figure 9-16. Example of SNTP Server Address Prioritization

Note

If there are already three SNTP server addresses configured on the switch,
and you want to use the CLI to replace one of the existing addresses with a
new one, you must delete the unwanted address before you configure the new
one.

Deleting Addresses. To delete an address, you must use the CLI. If there are
multiple addresses and you delete one of them, the switch re-orders the
address priority. (See “Address Prioritization” on page 9-22.)

Syntax: no sntp server <ip-addr>

For example, to delete the primary address in the above example (and
automatically convert the secondary address to primary):

ProCurve (config)# no sntp server 10.28.227.141
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Menu Interface Operation with Multiple SNTP Server Addresses
Configured

When you use the Menu interface to configure an SNTP server IP address, the
new address writes over the current primary address, if one is configured. If
there are multiple addresses configured, the switch re-orders the addresses
according to the criteria described under “Address Prioritization” on page 9-
22. For example, suppose the switch already has the following three SNTP
server IP addresses configured.

m 10.28.227.141 (primary)
m 10.28.227.153 (secondary)
m 10.29.227.100 (tertiary)

If you use the Menu interface to add 10.28.227.160, the new prioritized list will
be:

New Address List Address Status

10.28.227.153 New Primary (The former primary, 10.28.227.141 was deleted when
you used the menu to add 10.28.227.160.)

10.28.227.160 New Secondary

10.29.227.100 Same Tertiary (This address still has the highest decimal value.)

SNTP Messages in the Event Log

If an SNTP time change of more than three seconds occurs, the switch’s event
log records the change. SNTP time changes of less than three seconds do not
appear in the Event Log.
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Overview

This chapter describes how to view the current port configuration and how
to configure ports to non-default settings, including

Enable/Disable

Mode (speed and duplex)

Flow Control

Broadcast Limit

Auto-MDIX

Jumbo Packets on the Series 2800 Switches

QoS Pass-Through Mode for Series 2800 Switches

Configuring Port-Based Priority for Incoming Packets on the 4100gl and
6108 Switches

m  Using Friendly (Optional) Port Names

Viewing Port Status and Configuring Port
Parameters

Port Status and Configuration Features

Feature Default Menu CLI Web
viewing port status n/a page 10-6 page 10-7 page 10-17
configuring ports See Table 10-1  page 10-7 page 10-10 page 10-17
on pages 10-4
and 10-5.

Note On Connecting
Transceivers to
Fixed-Configuration
Devices

If the switch either fails to show a link between an installed transceiver and
another device, or demonstrates errors or other unexpected behavior on the
link, check the port configuration on both devices for a speed and/or duplex
(mode) mismatch. To check the mode setting for a port on the switch, use
either the Port Status screen in the menu interface (page 10-6) or show
interfaces brief in the CLI (page 10-7).
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Table 10-1. Status and Parameters for Each Port Type

Status or Description

Parameter

Enabled Yes (default): The port is ready for a network connection.

No: The port will not operate, even if properly connected in a network. Use this setting, for example, if the
port needs to be shut down for diagnostic purposes or while you are making topology changes.

Status Up: The port senses a linkbeat.

(read-only)  pown: The port is not enabled, has no cables connected, or is experiencing a network error. For
troubleshooting information, see the installation manual you received with the switch. See also chapter 11,
“Troubleshooting” (in this manual).

Mode The port’s speed and duplex (dat transfer operation) setting.

10/100Base-T ports:

¢ Auto (default): Senses speed and negotiates with the port at the other end of the link for data transfer
operation (half-duplex or full-duplex).
Note: Ensure that the device attached to the port is configured for the same setting that you select
here. If “Auto” is used, the device to which the port connects must operate in compliance with the
IEEE 802.3u “Auto Negotiation” standard for 100Base-T networks. If the other device does not comply
with the 802.3u standard, or is not set to Auto, then the port configuration on the switch must be
manually set to match the port configuration on the other device.

To see what the switch negotiates for the Auto setting, use the CLI show interfaces command or the “
3. Port Status” option under “1. Status and Counters” in the menu interface.

¢ Auto-10: Allows the port to negotiate between half-duplex (HDx) and full-duplex (FDx) while keeping
speed at 10 Mbps. Also negotiates flow control (enabled or disabled). HP recommends Auto-10 for links
between 10/100 autosensing ports connected with Cat 3 cabling. (Cat5 cabling is required for 100 Mbps
links.).

* 10HDx:10 Mbps, Half-Duplex
e 10FDx: 10 Mbps, Full-Duplex
¢ 100HDx: 100 Mbps, Half-Duplex
¢ 100FDx: 100 Mbps, Full-Duplex

100FX ports:
¢ 100HDx: 100 Mbps, Half-Duplex
e 100FDx (default): 100 Mbps, Full-Duplex
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Statusor  Description

Parameter

Mode 10/100/1000Base-T:

(Continued) o  Auto-10: Allows the port to negotiate between haf-duplex (HDx) and full-duplex (FDx) while keeping
speed at 10 Mbps. Also negotiates flow control (enabled or disabled). HP recommends Auto-10 for links
between 10/100 autosensing ports connected with Cat 3 cabling. (Cat 5 cabling is required for 100 Mbps
links.).

e 10HDx: 10 Mbps, Half-Duplex

e 10FDx: 10 Mbps, Full-Duplex

e Auto (default): Senses speed and negotiates with the port at the other end of the link for port operation
(MDI-X or MDI). To see what the switch negotiates for the Auto setting, use the CLI show interfaces
brief command or the “ 3. Port Status” option under “1. Status and Counters” in the menu interface.

¢ Auto-100: Uses 100 Mbps and negotiates with the port at the other end of the link for other port operation
features.

¢ Auto-1000: Uses 1000 Mbps and negotiates with the port at the other end of the link for other port
operation features.

e 100Hdx: Uses 100 Mbps, half-duplex.

¢ 100Fdx: Uses 100 Mbps, Full-Duplex

Port Mode Notes: Ensure that the device attached to the port is configured for the same setting that you

select here. If using “Auto”, the device to which the port connects must also be using “Auto” and operate

in compliance with the IEEE 802.3ab “Auto Negotiation” standard for 1000Base-T networks.

Gigabit fiber-optic ports (Gigabit-SX, Gigabit-LX, and Gigabit-LH):

¢ 1000FDx: 1000 Mbps (1 Gbps), Full Duplex only

e Auto(default): The port operates at 1000FDx and auto-negotiates flow control with the device connected
to the port.

Auto-MDIX  The switch supports Auto-MDIX on 10Mb, 100Mb, and 1 Gb T/TX (copper) ports. (Fiber ports and 10-gigabit

(2600, 2600-  Ports do not use this feature.)

PWR, and ¢ Automdix: Configures the port for automatic detection of the cable type (straight-through or crossover).

2800 0nly) o MDI: Configures the port for connecting to a PC or other MDI device with a crossover cable.

¢ MDIX: Configures the portfor connecting to a switch, hub, or other MDI-X device with a straight-through
cable.

Flow Control * Disabled (default): The port does not generat flow control packets, and drops any flow control packets
it receives.

¢ Enabled: The port uses 802.3x Link Layer Flow Control, generates flow control packets, and processes
received flow control packets.

With the port mode set to Auto (the default) and Flow Control enabled, the switch negotiates Flow Control

ontheindicated port. If the port mode is not set to Auto, or if Flow Control is disabled on the port, then Flow

Control is not used.

Group Menu Interface: Specifies the static trunk group, if any, to which a port belongs.

(menu)

or CLI: Appears in the show lacp command output to show the LACP trunk, if any, to which a port belongs.

;r(r:li?)k Group Note: An LACP trunk requires a full-duplex link. In most cases, HP recommends that you leave the port

Mode setting at Auto (the default). Refer to “Trunk Group Operation Using LACP” on page 12-18.
For more on port trunking, see Chapter 12, “Port Trunking” .
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Statusor  Description

Parameter

Type This parameter appears in the CLI show trunk listing and, for a portin a trunk group, specifies the type of
trunk group. The default Type is passive LACP, which can be displayed by using the CLI show lacp command.

For more on port trunking, see “Port Trunking” on page Chapter 12, “Port Trunking” .

Broadcast  Specifies the percentage of the theoretical maximum network bandwidth that can be used for broadcast
Limit and multicast traffic. Any broadcast or multicast traffic exceeding that limitwill be dropped. Zero (0) means
the feature is disabled.

Series 2600 Switches, Series 2600-PWR Switches, Series 4100gl Switches, and the Switch 6108: The
broadcast-limit command operates at the global configuration context level to set the broadcast limit
for all ports on the switch.

Series 2800 Switches: The broadcast-limit command operates at the port context level to set the
broadcast limit on a per-port basis.

In this example,
ports A7 and A8
have previously
been configured
as a trunk group.

Menu: Viewing Port Status and Configuring Port
Parameters

From the menu interface, you can configure and view all port parameter
settings and view all port status indicators.

Using the Menu To View Port Status. The menu interface displays the
status for ports and (if configured) a trunk group.

From the Main Menu, select:

Status and Counters. . .

Port Status
==========================— CONSOLE — MANAGER MODE —============================
Status and Counters — Port Status
Intrusion Flow
FPort Tvpe Alert Enabled Status Mode Ctrl
B 10-100TH Ho Tes o 10HD=
A2 10-100TX Ho Tes Tp 100FD= of £
A3 10-100TX Ho Tes Tp 100FD= of £
Ad 10-100TX Ho Tes Tp 100FD= of f
AS 10-100TX Ho Tes Tp 100FD= of £
AR 10-100TX Ho Tes Tp 10HD= of £
N A7-Trk2 10-100TX Ho Tes i) =] 100FD= of £
A8-Trk2 10-100TE Ho Tes Tp 100FD= of £
A9 10-100TX Ho Tes Down 10HD= of £
Al0 10-100TX Ho Tes Down 10HD= of £
A11 10-100TX Ho Tes Tp 10HD= of £

Actions—»

revious Screcsn .
Us= up-down arrow ke to scroll to other entries. left-right arrow kevs to
change action =selection, and <Enter: to execute action.

Figure 10-1. Example of the Port Status Screen
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Using the Menu To Configure Ports.

The menu interface uses the same screen for configuring both individual ports
and port trunk groups. For information on port trunk groups, see Chapter 12,
“Port Trunking” .

1.

From the Main Menu, Select:
2. Switch Configuration...
2. Port/Trunk Settings

Cancel changes and return to previous screen.

Use arrow keys to change action selection and <Enter® to execute action.

CONSOLE - MANAGER MODE
gwitch Configuration - Port/Trunk Settings

Port Type Enabled Mode Flow Ctrl Group Type
CmmmooloC b e e e e el Ll
al 10/100T% | Yes Autao Disakle

nz 10/100T% | Yes Auto Disakle

h%] 10/100T% | Yes Autao Disabkle

nd 10/100T% | Yes Auto Disable

s 10/100T% | Yes Auto Disable

13 10/100TY | Yes Auta Disakle

a7 10/100T% | Yes Auto Disable Trkz Trunk

%] 10/100T% | Yes Autao Diszable Trk2 Trunk

Edit Bave Help

Figure 10-2. Example of Port/Trunk Settings with a Trunk Group Configured

2.
3.

Press [E] (for Edit). The cursor moves to the Enabled field for the first port.

Refer to the online help provided with this screen for further information
on configuration options for these features.

When you have finished making changes to the above parameters, press
[Enter], then press [S] (for Save).

CLI: Viewing Port Status and Configuring Port
Parameters

Port Status and Configuration Commands

show interfaces brief below
show interfaces config page 10-9
interface page 10-10
show spanning tree page 10-10
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From the CLI, you can configure and view all port parameter settings and view
all port status indicators.

Using the CLI To View Port Status

Use the following commands to display port status and configuration:
m show interfaces brief: Lists the full status and configuration for all ports
on the switch.

m show interface config: Lists a subset of the data shown by the show
interfaces command (above); that is, only the enabled/disabled, mode, and
flow control status for all ports on the switch.

Syntax: show interfaces [ brief | config ]
These two commands display the information listed in
table 10-2, below.

Table 10-2. Comparing the "Show Interfaces” Command Options*

Feature Show Interfaces Brief Show Interfaces Config
Port Number and Type Yes Yes
Enabled Y/N Yes Yes

Flow Control Yes Yes

Status Up/Down Yes No

Mode (Operating) Yes No
Intrusion Alert Yes No

Mode (Configured) No Yes

MDIX Mode (2600, Operating Configured

2600-PWR, and 2800)

* There is also the show interfaces [[e] < port-number>] option, which displays
port statistics. Refer to “Viewing Port and Trunk Group Statistics and Flow
Control Status” on page B-10.

The figures 10-3 through 10-6 list examples of the output of the above two
commands for the same port configuration on two different switches.
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Current Operating Mode

Status and Counters — Port Status
| Intrusion Flow
Port Tyvpe | Alert Enabled Statu=s Hode Ctrl
+
Al 10-100TEX | Ho Ves TUp 10HD= off
A2 10-100TEX | Ho Ves p 100FD= off
A3 10-100TEX | Ho Ves p 100FD= off
Ad 10-100TEX | Ho Ves p 100FD= off
A5 10-100TEX | Ho Ves p 100FD= off
A 10-100TEX | Ho Ves TUp 100FD= off
A7-Trk2 10-100TX | Ho Ves TUp 100FD= off
A8-Trk2 10-100TX | Ho Ves Tp 100FD= off
Al7 10-.100TE | Hao Te= Down 10HD= of £
— MORE —— ., next page: Space., next line: Enter. guit: Control-C

Figure 10-3. Example Show Interface Command Listing, 4100gl Switch

ProCurve> show interfacse config

Current Configured Mode

Port Settings
Port Typ= | Enabled Hode Flow Ctrl
+
A1 10-100TXE | YTes Auto Disable
A2 10-100TXE | Tes Auto Di=zable
A3 10-100TXE | Tes Auto Di=zable
Ad 10-100TXE | Tes Auto Dizable
A5 10-100TXE | Tes Auto Dizable
AR 10-100TXE | Tes Auto Dizable
A7-Trkz 10-100TX | Tes Auto Dizable
A8-Trlkz 10-100TX | Yes Auto Dizable
418 10-100TE | Yes= Auto Di=sable
-— MORE ——, ne=xt page: Space. next line:

Enter, guit: Control-C

Figure 10-4. Example Show Interface Config Command Listing, 4100gl Switch

ProCurve (config)# show interface brief
Current Operating Mode
Status and Counters — Port Status

Intrusion MDI  Flow
Port Type Alert Enabled Status Mode Mode Ctrl
1 10/100TX No Yes Up 100FDx MDI  off
2 10/100TX No Yes Down  100FDx MDI  off
3 10/100TX No Yes Down  100FDx MDI  off
4 10/100TX No Yes Down  100FDx MDI  off
5 10/100TX No Yes Down  100FDx MDI  off
6 10/100TX No Yes Down  100FDx MDI  off
7 10/100TX No Yes Down  100FDx MDIX off
8 10/100TX No Yes Down  100FDx MDI  off
9 10/100TX No Yes Up 100FDx MDI  off
10 10/100TX | No Yes Down  100FDx MDI  off

Figure 10-5. Example Show Interface Brief Command Listing, 2600 Switch
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ProCurve (config)# show interface config
Port Settings Current Configured Mode
Port Type | Enabled Mode Flow Ctrl MDI
+ —_—
1 10/100TX | Yes Auto Disable MDIX
2 10/100TX | Yes Auto Disable MDIX
3 10/100TX | Yes Auto Disable MDIX
4 10/100TX | Yes Auto Disable MDIX
5 10/100TX | Yes Auto Disable Auto
6 10/100TX | Yes Auto Disable Auto
7 10/100TX | Yes Auto Disable Auto

Figure 10-6. Example Show Interface Config Command Listing, 2600 Switch

Displaying Spanning Tree Configuration Details

To view detailed statistics on spanning tree operation for different ports on
the Series 2600 and 2800 switches, use the show spanning-tree command.

Syntax: show spanning-tree <port-list> detail

Lists 802. 1D and 802. 1w port operating statistics for all ports,
or those specified.

You can also use this command to view spanning tree parameters on a static
trunk (see page 12-9). For information on how to configure spanning tree, see
the chapter on “Spanning-Tree Operation” in the Advanced Traffic Manage-
ment Guide.

Using the CLI To Configure Ports

You can configure one or more of the following port parameters. For details
on each option, see Table 10-1 on page 10-4.

Syntax: [no] interface <[ethernet] port-list>
disable | enable
speed-duplex
<10-half 1100-half | 10-full I 100-full | 1000-full | auto |
auto-10 | auto-100 | auto-1000 >
flow-control

Note that in the above syntax you can substitute an “int” for “interface” and an
“e” for “ethernet”; that is int e <port-list>.
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For example, to configure ports C1 through C3 and port C6 for 100 Mbps full-
duplex, you would enter these commands:

ProCurve (config)# int e cl-c3,c6 speed-duplex 100-full

Similarly, to configure a single port with the settings in the above command,
you could either enter the same command with only the one port identified,
or go to the context level for that port and then enter the command. For
example, to enter the context level for port C6 and then configure that port
for 100FDx:

ProCurve (config)# int e cé6
ProCurve (eth-C6)# speed-duplex 100-full

If port C8 was disabled, and you wanted to enable it and configure it for
100FDx with flow-control active, you could do so with either of the following
command sets.

m These commands enable and configure port C8 from the config level:
ProCurve (config)# int e c8 enable
ProCurve (config)# int e c8 speed-duplex 100-full
ProCurve (config)# int e c¢8 flow-control

m  These commands select the context level for port C8 and then apply all
of the configuration commands to port C8:
ProCurve (config)# int e c8
ProCurve (eth-C8)# enable
ProCurve (eth-C8)# speed-duplex 100-full
ProCurve (eth-C8)# flow-control

Using the CLI To Configure a Broadcast Limit

The Series 2800 Switches use per-port broadcast-limit settings. The Switch
6108, Series 2600, Series 2600-PWR, and Series 4100GL Switches use a single
broadcast-limit setting for all ports on the switch.

Broadcast Limit on the Switch 6108, Series 2600, Series 2600-PWR,
and Series 4100gl Switches. This command operates at the global config-
uration level to configure one global instance of the broadcast limit for all
ports on the switch. To implement the command you must also execute write-
memory and reboot the switch.

You must execute write memory and reboot the switch to implement the new
broadcast-limit setting. Even though the broadcast-limit setting appears in the
show running output and (after write memory) in the startup-config output, the
switch does not implement the new setting until rebooted.
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Syntax: broadcast-limit<0..99 >

Configures the theoretical maximum bandwidth percentage that
can be used on the switch ports for incoming broadcasts. The
switch drops any broadcast or multicast traffic exceeding that
limit. Zero (0) disables the feature.

For example, to configure a broadcast limit of 20% for all ports on the switch:

ProCurve({config)# broadcast-limit 20

Command will take effect after saving configuration and reboot .
FroCurve{config)d write memory

ProCurve({config)ld boot

Figure 10-7. Example of Configuring a Global Broadcast Limit

To display the current broadcast limit setting, use either show config or show
running:

FroCurve (config)# show config
Startup configuration:

;0 J4887A Configuration Editor; Created on release #5.07.21

" . " Displays the startup-config
hostnane "ProCurve M file. The broadcast limit
broadcast—limit 20

setting appears here if

cdp run .

module 1 type J486224 configured and saved to

shnp—=erver commnunity "public” Unrestricted the_ startup-config file by a

vlan 1 write memory command.
namne "DEFAULT VLAH" In the Switch 2600 and
untagged AZ-AZ4 4100GL Series devices and
no ip address the Switch 6108, you must
no untagged Al reboot the switch to
EXit implementthe new setting.

Figure 10-8. Example of Displaying a Broadcast-Limit Setting

Using show running displays a similar output for the running-config file. Refer
to the Note on page 10-11.

Broadcast Limit on the Series 2800 Switches. On the Series 2800
Switches, this command operates at the port context level to configure an
individual instance of the broadcast limit for the ports included in a given
context. The switch implements the new broadcast limit immediately in the
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running-config file. (Rebooting is not necessary.) Use write-memory to save the
configuration to the startup-config file.

Syntax: interface < port-list > broadcast-limit <0 - 99 >

Configures the theoretical maximum bandwidth percentage that
can be used on the specified switch port(s) for broadcasts and
multicasts. The switch drops any broadcast or multicast traffic
exceeding that limit. Zero (0) disables the feature on the
specified port(s).

For example, to configure a broadcast limit of 45% on ports 1 - 10 in a Series
2800 Switch:

Configures a broadcast
limit of 45% on ports 5- 7 in

the running configuration. /

Displays the broadcast-
limit in the running-config
file.

__—w» ProCurve{config)# int 5-7 broadcast-limit 45

FroCurve(config)# show running

Funning configquration:
;o J49034A Configuration Editor; Created on release #1.07. 3%

|
|
|
|
|
hostname "ProCurve switch' |
cdp run |
interface © |
broadcast-limit 45
exit !
interface 6 !
broadcast—limit 45
interface ¥~~~ -~~~ oo oo oTTmTmTmTTTT
broadcast-limit 45
exit
snnp—s=erver community "public” Unrestricted
wvlan 1
namne "DEFAULT VLAN"
untagged 1-24
ip addres=s dhcp-hbootp
exit

Figure 10-1. Configuring and Displaying a Per-Port Broadcast Limit on Switch 2800 Series Device

Configuring HP Auto-MDIX

Copper ports on the switch can automatically detect the type of cable config-
uration (MDI or MDI-X) on a connected device and adjust to operate appro-
priately.
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This means you can use a “straight-through” twisted-pair cable or a “cross-
over” twisted-pair cable for any of the connections—the port makes the
necessary adjustments to accommodate either one for correct operation. The
following port types on your switch support the IEEE 802.3ab standard, which
includes the “Auto MDI/MDI-X" feature:

ProCurve Series ProCurve Series ProCurve Switch ProCurve 6108
2600 Switch 2800 Switch Series 4100g! Switch
10/100-TX ports 10/100/1000-T ports  10/100-TX gl 10/100/1000-T ports
module ports
10/100/1000-T ports 100/1000-T gl
module ports
10/100/1000-T gl
module ports
Using the above ports:

m If you connect a copper port using a straight-through cable to a port on
another switch or hub that uses MDI-X ports, the switch port automati-
cally operates as an MDI port.

m If you connect a copper port using a straight-through cable to a port on

an end node, such as a server or PC, that uses MDI ports, the switch port
automatically operates as an MDI-X port.

HP Auto-MDIX was developed for auto-negotiating devices, and was shared
with the IEEE for the development of the IEEE 802.3ab standard. HP Auto-
MDIX and the IEEE 802.3ab Auto MDI/MID-X feature are completely compat-
ible. Additionally, HP Auto-MDIX supports operation in forced speed and
duplex modes.

If you want more information on this subject please refer to the IEEE 802.3ab
Standard Reference.

For more information on MDI-X, refer to the appendix titled “Switch Ports and
Network Cables” in the Installation and Getting Started Guide for your
switch.

Manual Auto-MDIX Override on the Series 2600/2600-PWR
and 2800 Switches

This feature is supported only on the Series 2600, 2600-PWR, and 2800
Switches. If you require control over the MDI/MDI-X feature you can set the
switch to either of two non-default modes:

m  Manual MDI
m  Manual MDI-X
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Table 10-1 shows the cabling requirements for the MDI/MDI-X settings.

Table 10-1. Cable Types for Auto and Manual MDI/MDI-X Settings

MDI/MDI-X Device Type
Setting PC or Other MDI Device Type Switch, Hub, or Other MDI-X Device
Manual MDI Crossover Cable Straight-Through Cable
Manual MDI-X Straight-Through Cable Crossover Cable
Auto-MDI-X Either Crossover or Straight-Through Cable
(The Default)

The Auto-MDIX features apply only to copper port switches using twisted-pair
copper Ethernet cables.

Syntax: interface < port-list> mdix-mode < automdix | mdi | mdix >

automdix is the automatic, default setting. This configures the
port for automatic detection of the cable (either straight-through
or crossover).

mdi is the manual mode setting that configures the port for
connecting to either a PC or other MDI device with a crossover
cable, or to a switch, hub, or other MDI-X device with a straight-
through cable.

mdix is the manual mode setting that configures the port for
connecting to either a switch, hub, or other MDI-X device with
a crossover cable, or to a PC or other MDI device with a straight-
through cable.

Syntax: show interfaces config
Lists the current per-port Auto/MDI/MDI-X configuration.
Syntax: show interfaces brief

Where a port is linked to another device, this command lists
the MDI mode the port is currently using. In the case of ports
configured for Auto (auto-mdix), the MDI mode appears as
either MDIl or MDIX, depending upon which option the port has
negotiated with the device on the other end of the link. In the
case of ports configured for MDI or MDIX, the mode listed in
this display matches the configured setting. If the link to
another device was up, but has gone down, this command
shows the last operating MDI mode the port was using. If a
port on a given switch has not detected a link to another device
since the last reboot, this command lists the MDI mode to
which the port is currently configured.
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For example, show interfaces config displays the following data when port 1 is
configured for auto-mdix, port 2 is configured for mdi, and port 3 is configured

for mdix.
ProCurve (configl# show interfaces config Per-Port MDI
f :
Port Settings Configuration
Port Tvpe | Enabled Hode Flow Ctrl[ﬂﬁi 1
+
1 10-100TE | Yes Auto Di=able |AutD|
2 10-100TE | Yes Auto Di=able HDIT
3 10-100TE | Yes Auto Di=zable |HDIX|
4 10-100TX | Ye= Auto Di=zable Auto
5 10-100TE | Yes Auto Disable |autal
. . . . . Lo
L~ J
Figure 10-2. Example of Displaying the Current MDI Configuration
ProCurve(config)# show interfaces brief Per-Port MDI

Statu=s and Counters — Port Status eisnaiode

| Intrusion rHﬁf _lFlDw
FPort Tvpe | Alert Enabled Status Hode | Hode | Ctrl
+
1 10-100TX | Ho Ye= Tp 100F D= |HDIK lfo
2 10-100TY | Ho Ye= o 100F D= | MDI | off
3 10-100TY | Ho Te= Tp 100FD= MDIX off
4 10-100TE | He Tes Down  10FDx | auto | off
g 10-100TY | Ho Tez Down 10FDx |Autn |fo
. . I
L

Figure 10-3. Example of Displaying the Current MDI Operating Mode

Note Port Response to Switch Software Updates
m  Series 2600/2600-PWR Switch software updated from H_07 XX or earlier
Series 2800 Switch software updated from I_07.XX or earlier

]
1. Copper ports in auto-negotiation still default to aute-mdix mode.
2.

Copper ports in forced speed/duplex default to mdix mode.

The default is auto-mdix. If the switch is reset to the factory defaults, these ports
are configured as auto-mdix. Use the following CLI command to change the
setting for individual ports:

interface < port-list > mdix-mode < automdix | mdi | mdix >
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Web: Viewing Port Status and Configuring Port
Parameters

In the web browser interface:

1. Click on the Configuration tab.

2. Click on Port Configuration.

3. Select the ports you want to modify and click on Modify Selected Ports.
4. After you make the desired changes, click on Apply Settings.

Note that the web browser interface displays an existing port trunk group.
However, to configure a port trunk group, you must use the CLI or the menu
interface. For more on this topic, see Chapter 12, “Port Trunking” .

Jumbo Packets on the Series 2800
Switches

This section applies only to the ProCurve Series 2800 switches.

Feature Default Menu CLI Web
display VLAN jumbo status n/a — 10-20 —
configure jumbo VLANs Disabled — 10-22 —

The Maximum Transmission Unit (MTU) is the maximum size IP packet the
switch can receive for Layer 2 packets inbound on a port. The switch drops
any inbound packets larger than the MTU allowed on the port. On ports
operating at 10 Mbps or 100 Mbps, the MTU is fixed at 1522 bytes. However,
ports operating at 1 Gbps or 10 Gbps speeds accept forward packets of up to
9220 bytes (including four bytes for a VLAN tag) when configured for jumbo
traffic. In the 2800 switches you can enable inbound jumbo packets on a per-
VLAN basis. That is, on a VLAN configured for jumbo traffic, all ports belong-
ing to that VLAN and operating at 1 Gbps or 10 Gbps allow inbound jumbo
packets of up to 9220 bytes. (Regardless of the mode configured on a given
jumbo-enabled port, if the port is operating at only 10 Mbps or 100 Mbps, only
packets that do not exceed 1522 bytes are allowed inbound on that port.)
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Terminology

Jumbo Packet: On the Series 2800 switches, an IP packet exceeding 15622

bytes in size. The maximum Jumbo packet size is 9220 bytes. (This size
includes 4 bytes for the VLAN tag.)

Jumbo VLAN: A VLAN configured to allow inbound jumbo traffic. All ports

belonging to a jumbo and operating at 1 Gbps or higher can receive jumbo
packets from external devices.

MTU (Maximum Transmission Unit): This is the maximum-size IP packet

the switch can receive for Layer 2 packets inbound on a port. The switch
allows jumbo packets of up to 9220 bytes.

Standard MTU: On the Series 2800 switches, an IP packet of 15622 bytes in

size. (This size includes 4 bytes for the VLAN tag.)

Operating Rules

Required Port Speed: The Series 2800 switches allow inbound and
outbound jumbo packets on ports operating at speeds of 1 gigabit or
higher. Atlower port speeds, only standard (1522-byte or smaller) packets
are allowed, regardless of the jumbo configuration.

Flow Control: Disable flow control (the default setting) on any ports or
trunks through which you want to transmit or receive jumbo packets.
Leaving flow control enabled on a port can cause a high rate of jumbo
drops to occur on the port.

GVRP Operation: A VLAN enabled for jumbo traffic cannot be used to
create a dynamic VLAN. A port belonging to a statically configured, jumbo-
enabled VLAN cannot join a dynamic VLAN.

Port Adds and Moves: If you add a port to a VLAN that is already
configured for jumbo traffic, the switch enables that port to receive jumbo
traffic. If you remove a port from a jumbo-enabled VLAN, the switch
disables jumbo traffic capability on the port only if the port is not currently
a member of another jumbo-enabled VLAN. This same operation applies
to port trunks.

Jumbo Traffic Sources: A port belonging to a jumbo-enabled VLAN can
receive inbound jumbo packets through any VLAN to which it belongs,
including non-jumbo VLANs. For example, if VLAN 10 (without jumbos
enabled) and VLAN 20 (with jumbos enabled) are both configured on a
switch, and port 1 belongs to both VLANSs, then port 1 can receive jumbo
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traffic from devices on either VLAN. For a method to allow only some
ports in a VLAN to receive jumbo traffic, refer to “Operating Notes for
Jumbo Traffic-Handling” on page 10-22.

Configuring Jumbo Packet Operation

Command Page

show vlans 10-20

show vlans ports < port-list> 10-21

show vlans < vid > 10-22

jumbo 10-22
Overview

1. Determine the VLAN membership of the ports or trunks through which

you want the switch to accept inbound jumbo traffic. For operation with
GVRP enabled, refer to the GVRP topic under “Operating Rules”, above.

Ensure that the ports through which you want the switch to receive jumbo
packets are operating at least at gigabit speed. (Check the Mode field in
the output for the show interfaces brief < port-list > command.)

Use the jumbo command to enable jumbo packets on one or more VLANs
statically configured in the switch. (All ports belonging to a jumbo-
enabled VLAN can receive jumbo packets.

Execute write memory to save your configuration changes to the startup-
config file.
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Viewing the Current Jumbo Configuration

Syntax: show vlans

Lists the static VLANs configured on the switch and includes
a Jumbo column to indicate which VLANs are configured to
support inbound jumbo traffic. All ports belonging to a
Jumbo-enabled VLAN can receive jumbo traffic. (For more
information refer to “Operating Notes for Jumbo Traffic-
Handling” on page 10-22.) See figure 10-4, below.

FroCurve(config)d show vlans Indicates which static

VLANSs are configured to

Status and Counters — VLAN Information enable jumbo packets.

Maximum YLAN= to support : 8
Primary YLAN : DEFAULT VLAN
Hanagement WLAN

—

802 .1 VLAN ID Hame | Status Voicg Jumbo \
+
1 DEFAULT_WLAW | Ho | Yes |
= VLANG | Ho \ Ho |
22 VLANZZ2 | Ho Ho
~ __ 7

Figure 10-4. Example Listing of Static VLANs To Show Jumbo Status Per VLAN

Syntax: show vlans ports < port-list>

Lists the static VLANSs to which the specified port(s) belong,
including the Jumbo column to indicate which VLANs are
configured to support jumbo traffic. Entering only one port
in < port-list > results in a list of all VLANs to which that port
belongs. Entering multiple ports in < port-list > results in a
superset list that includes the VLAN memberships of all ports
in the list, even though the individual ports in the list may
belong to different subsets of the complete VLAN listing. For
example, if port 1 belongs to VLAN 1, port 2 belongs to VLAN
10, and port 3 belongs to VLAN 15, then executing this
command with a < port-list> of 1-3 results in a listing of all
three VLANSs, even though none of the ports belong to all three
VLANS. (Refer to figure 10-5.)
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Indicates which static
VLANSs are configured to
enable jumbo packets.

ProCurve# show wlans ports 1-3

Status and Counters — VLAH Information — for ports Jl-3
a02 . 1) YLAH ID Hame | Status Voice’ Jumbo \
+
1 DEFAULT _VLAN | Ho | Tes |
10 YLAN1O | Ho \ Hao |
15 YLAN1G | Ho Ho
AN P

Figure 10-5. Example of Listing the VLAN Memberships for a Range of Ports

Syntax: show vlans < vid >

This command shows port membership and jumbo
configuration for the specified < vid >.

FroCurve(config)# show wlan 100
Statuz and Counters — VLAN Information — Port=s — VLAN 100

g02.10 ¥LAW ID : 100
Hame : VLAN10O
Status Lists the ports belonging to VLAN
aice © Ho _ 100 and whether the VLAN is
(Junbo : Ho | enabled for jumbo packet traffic.
N
/ Port \Infarmatinn Ho

Tnknown VLAHN Status

1 | / Tagged Learn p
| 2 Tagged Learn Ip
3 | Tagged  Learn p

| 4 Tagged Learn Down
NG} / Tagged Learn Ip

Figure 10-6. Example of Listing the Port Membership and Jumbo Status for a VLAN
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Enabling or Disabling Jumbo Traffic on a VLAN

Syntax: vlan < vid > jumbo
[ no]vlan <vid >jumbo

Configures the specified VLAN to allow jumbo packets on all
ports on the switch that belong to that VLAN. If the VLAN 1is
not already configured on the switch, vlan < vid > jumbo also
creates the VLAN. Note that a port belonging to one jumbo
VLAN can receive jumbo packets through any other VLAN
statically configured on the switch, regardless of whether the
other VLAN 1is enabled for jumbo packets. The [no] form of the
command disables inbound jumbo traffic on all ports in the
specified VLAN that do not also belong to another VLAN that
s enabled for jumbo traffic. In a VLAN context, the command
Jforms are jumbo and no jumbo. (Default: Jumbos disabled on
the specified VLAN.)

Operating Notes for Jumbo Traffic-Handling

m  ProCurve does not recommend configuring a voice VLAN to accept jumbo
packets. Voice VLAN packets are typically small, and allowing a voice
VLAN to accept jumbo packet traffic can degrade the voice transmission
performance.

m  You can configure the default, primary, and/or (if configured) the manage-
ment VLAN to accept jumbo packets on all ports belonging to the VLAN.

m  When the switch applies the default MTU (1522-bytes) to a VLAN, all ports
in the VLAN can receive incoming packets of up to 1522 bytes in length.
When the switch applies the jumbo MTU (9220 bytes) to a VLAN, all ports
in that VLAN can receive incoming packets of up to 9220 bytes in length.
A port receiving packets exceeding the applicable MTU drops such pack-
ets, causing the switch to generate an Event Log message and increment
the “Giant Rx” counter (displayed by show interfaces < port-list>).

m  The switch does not allow flow control and jumbo packet capability to
co-exist on a port. Attempting to configure both on the same port gener-
ates an error message in the CLI and sends a similar message to the Event
Log.

m  The default MTU on the Series 2800 switches is 1522 bytes (including 4
bytes for the VLAN tag). The jumbo MTU is 9220 bytes (including 4 bytes
for the VLAN tag).
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When a port is not a member of any jumbo-enabled VLAN, it drops all
jumbo traffic. If the port is receiving “excessive” inbound jumbo traffic,
the port generates an Event Log message to notify you of this condition.
This same condition generates a Fault-Finder message in the Alert log of
the switch’s web browser interface, and also increments the switch’s
“Giant Rx” counter.

If you do not want all ports in a given VLAN to accept jumbo packets, you
can consider creating one or more jumbo VLANSs with a membership
comprised of only the ports you want to receive jumbo traffic. Because a
port belonging to one jumbo-enabled VLAN can receive jumbo packets
through any VLAN to which it belongs, this method enables you to include
both jumbo-enabled and non-jumbo ports within the same VLAN. For
example, suppose you wanted to allow inbound jumbo packets only on
ports 6, 7, 12, and 13. However, these ports are spread across VLAN 100
and VLAN 200, and also share these VLANs with other ports you want
excluded from jumbo traffic. A solution is to create a third VLAN with the
sole purpose of enabling jumbo traffic on the desired ports, while leaving
the other ports on the switch disabled for jumbo traffic. That is:

VLAN 100 VLAN 200 VLAN 300

Ports 6-10 11-15 6,7,12,and 13
Jumbo- No No Yes
Enabled?

If there are security concerns with grouping the ports as shown for VLAN
300, you can either use source-port filtering to block unwanted traffic
paths or create separate jumbo VLANS, one for ports 6 and 7, and another
for ports 12 and 13.

Outbound Jumbo Traffic. Any port operating at 1 Gbps or higher can
transmit outbound jumbo packets through any VLAN, regardless of the
jumbo configuration. The VLAN is not required to be jumbo-enabled, and
the portis not required to belong to any other, jumbo enabled VLANSs. This
can occur in situations where anon-jumbo VLAN includes some ports that
do not belong to another, jumbo-enabled VLAN and some ports that do
belong to another, jumbo-enabled VLAN. In this case, ports capable of
receiving jumbo packets can forward them to the ports in the VLAN that
do not have jumbo capability.
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PULEEEDY

Jumbo-Enabled VLAN Non-Jumbo VLAN
VLAN 10 VLAN 20

Port 3 belongs to both VLAN 10 and VLAN 20.
Jumbo packets received inbound on port3 can be
forwarded out the Non-Jumbo ports 4, 5, and 6.

Figure 10-7. Forwarding Jumbho Packets Through Non-Jumbo Ports

Jumbo packets can also be forwarded out non-jumbo ports when the
jumbo packets received inbound on a jumbo-enabled VLAN are routed to
another, non-jumbo VLAN for outbound transmission on ports that have
no memberships in other, jumbo-capable VLANs. Where either of the
above scenarios is a possibility, the downstream device must be config-
ured to accept the jumbo traffic. Otherwise, this traffic will be dropped
by the downstream device.

Troubleshooting

A VLAN is configured to allow jumbo packets, but one or more ports
drops all inbound jumbo packets. The port may not be operating at 1
gigabit or higher. Regardless of a port’s configuration, if it is actually operating
at a speed lower than 1 gigabit, it drops inbound jumbo packets. For example,
if a port is configured for Auto mode (speed-duplex auto), but has negotiated a
100 Mbps speed with the device at the other end of the link, then the port
cannot receive inbound jumbo packets. To determine the actual operating
speed of one or more ports, view the Mode field in the output for the following
command:

show interfaces brief < port-list >

A non-jumbo port is generating “Excessive undersize/giant packets”
messages in the Event Log. The 2800 switch cantransmit outbound jumbo
traffic on any port, regardless of whether the port belongs to a jumbo VLAN.
In this case, another port in the same VLAN on the 2800 switch may be jumbo-
enabled through membership in a different, jumbo-enabled VLAN, and may
be forwarding jumbo packets received on the jumbo VLAN to non-jumbo
ports. Refer to “Outbound Jumbo Traffic” on page 10-23.
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QoS Pass-Through Mode on the Series
2800 and 4100gl Switches

QoS Pass-Through mode is designed to enhance the performance of line-rate
traffic transfers through the Series 2800 and 4100g] switches. This feature
should only be used in environments where Quality of Service (QoS) is not of
major importance, but where lossless data transfers are key. This command
disables any discrimination of QoS queues for traffic, consolidating packet
buffer memory to provide line-rate flows with no loss of data.

General Operation

The port buffering design for the switch has been optimized for gigabit-to-
gigabit traffic flows. For this reason, some flows from Gigabit-to-100Base or
even 100Base-to-10Base may not perform as well as would be expected. The
QoS Pass-Through mode enhancement can provide a significant performance
improvement for high-bandwidth traffic flows through the switch, particularly
when running traffic flows from 1000Base to either 100Base or 10Base connec-
tions.

QoS Pass-Through mode is OFF by default, and must be enabled via the
“config” context of the CLI by entering the CLI command qos-passthrough-
mode, followed by write memory and rebooting the switch.

QoS Pass-Through mode, when enabled, results in the following general
changes to switch operation:

m  Alters the switch's default outbound priority queue scheme from four
queues (low, normal, medium, and high), to two queues (normal &
high).

m  Optimizes outbound port buffers for a two-queue scheme.

m  Allpackets received with an 802.1p priority tag of 0 to 5 (low, normal,
or medium priorities), or tagged by the switch's QOS feature, will be
serviced by the (now larger) "normal" priority queue.

m  Allpacketsreceived with an 802.1p priority tag of 6 or 7 (high priority),
or tagged by the switch's QoS feature, will be serviced by the "high"
priority queue.

m  High priority packets sourced by the switch itself, such as Spanning
Tree packets, will be serviced in the "high" priority queue.
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m  Any 802.1p tagging on a received packet, or any tag added to a
received frame by the switch via its QoS configuration, will be
preserved as it is transmitted from the switch.

NOTE: As stated earlier, use of this QoS-Passthrough-Mode feature
generally assumes that QoS tagged packets are not being sent through
the switch. The receipt of priority 6 or 7 packets may in fact suffer
packet drops depending on the traffic load of non-priority 6 or 7
packets.

Priority Mapping With and Without QoS Pass-Through Mode

The switch supports 802.1p VLAN tagging, which is used in conjunction with
the outbound port priority queues to prioritize outbound traffic.

An 802.1Q VLAN tagged packet carries an 802.1p priority setting (0-7). If the
switch receives a tagged packet, it is placed into the appropriate queue based
on the frame's 802.1p priority setting. The mapping with/without QoS Pass-
Through Mode is as follows:

802.1pPriority | Prioritization Queue Placement
Setting Default QoS | QoS Passthrough

Setting Mode

1 1 (low) 2 (normal)

2 1 (low) 2 (normal)

0or 2 (normal) 2 (normal)

Unspecified

3 2 (normal) 2 (normal)

4 3 (medium) 2 (normal)

5 3 (medium) 2 (normal)
6 4 (high) 4 (high)
7 4 (high) 4 (high)

How to enable/disable QoS Pass-Through Mode

QoS Pass-Through Mode is disabled by default, and is available only in 1.07.52
and later switch software versions.
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Syntax: [no] qos-passthrough-mode
write memory
reload

The above command sequence enables QoS pass-through
mode. The no form of the command sequence disables QoS
pass-through mode. (Default: Disabled)

For example:

ProCurve Switch 2824 (config)# gos-passthrough-mode
Command will take effect after saving configuration and
reboot

ProCurve Switch 2824 (config)# write memory

ProCurve Switch 2824 (config)# reload

This command can be enabled and disabled only from the switch's CLI. QoS
passthrough mode cannot be enabled or disabled through either the switch's
menu or web browser interfaces.

Once enabled, this feature adds qos-passthrough-mode to the switch’s startup-
config file. For example, in an otherwise default configuration, executing show
config lists the startup-config file (with QoS pass-through mode enabled) as
follows:

ProCurve Switch 2824 (config)# =s=how config

;0 J49034A Configuration Editor; Created on release #I1 .07 .52

hostname "ProCurve Switch 2824 Indicates QoS Pass-
cdp run / Through mode enabled.
gos-paz=through—-node

snmp—=erver connunity "public” Unrestricted
wlan 1

name "DEFAULT_WLAN"

untagged 1-:24

ip address dhop-bootp

EXit

Figure 10-9. Example of the Startup-Config File Listing with QoS Pass-Through
Mode Enabled
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Configuring Port-Based Priority for
Incoming Packets on the 4100gl and 6108
Switches

Feature

Default Menu CLI Web

Assigning a priority level to traffic on the basis Disabled n/a page 10-31 n/a
of incoming port

When network congestion occurs, it is important to move traffic on the basis
of relative importance. However, without prioritization:

m  Traffic from less important sources can consume bandwidth and slow
down or halt delivery of more important traffic.

m  Most traffic from all ports is forwarded as normal priority, and competes
for bandwidth with all other normal-priority traffic, regardless of its
relative importance.

Traffic received in tagged VLAN packets carries a specific 802.1p priority level
(0 - 7) that the switch recognizes and uses to assign packet priority at the
outbound port. With the default port-based priority, the switch handles traffic
received in untagged packets as “Normal” (priority level = 0).

You can assign a priority level to:
m  Inbound, untagged VLAN packets
m Inbound, tagged VLAN packets having a priority level of 0 (zero)

(The switch does not alter the existing priority level of inbound, tagged VLAN
packets carrying a priority level of 1-7.)

Thus, for example, high-priority tagged VLAN traffic received on a port retains
its priority in the switch. However, you have the option of configuring the port
to assign a priority level to untagged traffic and O-priority tagged traffic the
port receives.

The Role of 802.1Q VLAN Tagging

An 802.1Q-tagged VLAN packet carries the packet’s VLAN assignment and the
802.1p priority setting (0 - 7). (By contrast, an untagged packet does not have
a tag and does not carry a priority setting.) Generally, the switch preserves
and uses a packet’s priority setting to determine which outbound queue the
packet belongs in on the outbound port. If the outbound port is a tagged
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member of the VLAN, the packet carries its priority setting to the next,

downstream device. If the outbound port is not configured as atagged member
of the VLAN, then the tag is stripped from the packet, which then exits from
the switch without a priority setting.

Outbound Port Queues and Packet Priority Settings

Ports on the ProCurve switches have the following outbound port queue

structure:
Switch Model Outbound
Port Queues

Switch 6108 4
Series 5300xI Switch 4
Series 4100gl Switch 3
Series 3400cl Switch

Series 2600, 2600-PWR Switch 4
Series 2800 Switch 4
Series 2500 Switch 2
Switches 1600IV/2400M/2424M/4000M/8000M 2

As shown below, these port queues map to the eight priority settings specified

in the 802.1p standard.

Table 10-3. Mapping Priority Settings to Device Queues

802.1p Priority Settings Used | Switches with | Queue Assignment in Downstream Devices
In Tagged VLAN Packets 3 Outbound With:
Fort Qusucs 4 Queues 8 Queues 2 Queues

1 (low) Low Low Low Low

2 (low) Low Low

0 (normal priority) Normal Normal

3 Normal Normal

4 High Medium High

5 High Medium

6 High High

7 (high priority) High High High
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Note

For example, suppose you have configured port A10 to assign a priority level
of 1 (low):

An untagged packet coming into the switch on port A10 and leaving the
switch through any other port configured as a tagged VLAN member
would leave the switch as a tagged packet with a priority level of 1.

A tagged packet with an 802.1p priority setting of 0 (zero) coming into the
switch on port A10 and leaving the switch through any other port config-
ured as atagged VLAN member would leave the switch as a tagged packet
with a priority level of 1.

A tagged packet with an 802.1p priority setting (1 - 7) coming into the
switch on port A10 and leaving the switch through any other port config-
ured as a tagged VLAN member would keep its original priority setting
(regardless of the port-based priority setting on port A10).

For apacket to carry a given 802.1p priority level from end-to-end in anetwork,
the VLAN for the packet must be configured as tagged on all switch-to-switch
links. Otherwise the tag is removed and the 802.1p priority is lost as the packet
moves from one switch to the next.

Operating Rules for Port-Based Priority

These rules apply to the operation of port-based priority on the switch.

In the switch’s default configuration, port-based priority is configured as
“0” (zero) for inbound traffic on all ports.

On a given port, when port-based priority is configured as 0 - 7, an
inbound, untagged packet adopts the specified priority and is sent to the
corresponding outbound queue on the outbound port. (See table 10-3,
“Mapping Priority Settings to Device Queues”, on page 10-29.) If the
outbound portis atagged member of the applicable VLAN, then the packet
carries a tag with that priority setting to the next downstream device.
On a given port, when port-based priority is configured as 0 - 7, an
inbound, tagged packet with a priority of 0 (zero) adopts the specified
priority and is sent to the corresponding outbound queue on the outbound
port. (See table 10-3, “Mapping Priority Settings to Device Queues”, on
page 10-29.) If the outbound port is a tagged member of the applicable
VLAN, then the packet carries a tag with that priority setting to the next
downstream device.
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m  On a given port, an inbound, tagged packet received on the port with a
preset priority of 1 - 7 in its tag keeps that priority and is assigned an
outbound queue on the basis of that priority (regardless of the port-based
priority configured on the port). (Refer to table 10-3, “Mapping Priority
Settings to Device Queues” on page 10-29.)

m If a packet leaves the switch through an outbound port configured as an
untagged member of the packet’s VLAN, then the packet leaves the switch
without a VLAN tag and thus without an 802.1p priority setting.

m  Trunked ports do not allow non-default (1 - 7) port-based priority settings.
If you configure a non-default port-based priority value on a port and then
add the port to a port trunk, then the port-based priority for that port is
returned to the default “0”.

Configuring and Viewing Port-Based Priority

This command enables or disables port-based priority on a per-port basis. You
can either enter the command on the interface context level or include the
interface in the command.

Syntax: interface <port #> qos priority<1..7>

Configures a non-default port-based 802.1p priority for
incoming, untagged packets or tagged packets arriving with
a "0" priority on the designated ports, as described under
"Operating Rules for Port-Based Priority", above.

interface <port #> qos priority 0

Returns a port-based priority setting to the default "0" for
untagged packets received on the designated port(s). In this
state the switch handles the untagged packets with "Normal"
priority. (Refer to table 10-3 on page 10-29.)

show running-config

Lists any non-default (1 - 7) port-based priority settings in
the running-config file on a per-port basis. If the priority is
set to the (default) "0", the setting is not included in the show
config listing.

show config
Lists any non-default (1 - 7) port-based priority settings in
the startup-config file on a per-port basis. If the priority is set

to the (default) "0", the setting is not included in the show
config listing.
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For example, suppose you wanted to configure ports A10 -A12 on the switch
to prioritize all untagged, inbound VLAN traffic as "Low" (priority level = 1;
refer to table 10-3 on page 10-29).

FroCurve (config)# interface A%-2412 gos prioritv ] &<e—m—o0_ Configures port-based
ProCurve (config)# write nen <e— priority on ports A9-A12
FroCurve (config)d show config ’;ﬁe1c(£|r_]?i\gl)”aar;idoﬁaves
Startup configuration: chan_ge_stothe SR
config file.
J4865 A Configuration Editor; Created on releasze #G.07.21

hostname "ProCurve switch"

time daylight—time-rule Hone

deD run 1| Ports A9 - A12 are now configured to

linterface A% |/ assign a priority level of "1" (Low) to

| gos priority 11 untagged, incoming traffic. (Any

lEexit | inbound, tagged traffic retains its

linterface AlQ I priority level while transiting the

I gos priority 1| switch.)

lexit I

linterface A1l I

I gqos pricrity 1!

lexit I

linterface alz !

I gos priority 1!

'Lexit J'

snmp—=erver community "public” Unrestricted

wlan 1

nans "DEFAULT VLAH"
—— MOREE ——, next page: Space. next line: Enter. quit: Control-C

Figure 10-10. Example of Configuring Non-Default Prioritization on Untagged, Inbound Traffic

Messages Related to Prioritization

Message Meaning

< priority-level >: Unable to create. The port(s) on which you are trying to configure a qos
priority may belong to a port trunk. Trunked ports cannot be
configured for qos priority.

Troubleshooting Prioritization

Refer to “Prioritization Problems” on page C-9 in the "Troubleshooting" chap-
ter.
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Using Friendly (Optional) Port Names

Feature Default Menu CLI Web

Configure Friendly Port Names Standard Port n/a page34 n/a
Numbering

Display Friendly Port Names n/a n/a page 36 n/a

This feature enables you to assign alphanumeric port names of your choosing
to augment automatically assigned numeric port names. This means you can
configure meaningful port names to make it easier to identify the source of
information listed by some Show commands. (Note that this feature augments
port numbering, but does not replace it.)

Configuring and Operating Rules for Friendly Port
Names

m  Ateither the global or context configuration level you can assign a unique
name to any port on the switch. You can also assign the same name to
multiple ports.

m  The friendly port names you configure appear in the output of the show
name [port-list], show config, and show interface <port-number> commands.
They do not appear in the output of other show commands or in Menu
interface screens. (See “Displaying Friendly Port Names with Other Port
Data” on page 10-36.)

m Friendly port names are not a substitute for port numbers in CLI com-
mands or Menu displays.

m  Trunking ports together does not affect friendly naming for the individual
ports. (If you want the same name for all ports in a trunk, you must
individually assign the name to each port.)

m A friendly port name can have up to 64 contiguous alphanumeric charac-
ters.

m  Blank spaces within friendly port names are not allowed, and if used,
cause an invalid input error. (The switch interprets a blank space as aname
terminator.)

m Inaportlisting, not assigned indicates that the port does not have a name
assignment other than its fixed port number.
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m To retain friendly port names across reboots, you must save the current
running-configuration to the startup-config file after entering the friendly
port names. (In the CLI, use the write memory command.)

Configuring Friendly Port Names

Syntax: interface <port-list- name <port-name-string>
Assigns a port name to port-list.

no interface <port-list- name
Deletes the port name from port-list.

Configuring a Single Port Name. Suppose that you have connected port
A3 on the switch to Bill Smith’s workstation, and want to assign Bill’s name
and workstation IP address (10.25.101.73) as a port name for port A3:

ProCurve (config)# int e A% name Bill Smithf10.25.101.73
ProCurve (config)# write mem

ProCurve(config) # show name A3
Fort Names
Port : A3
Type : 10/ 100TX
Hame : Bill_Smith@lD.ZE.lDl.?S

Figure 10-11. Example of Configuring a Friendly Port Name
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Configuring the Same Name for Multiple Ports. Suppose that you want
to use ports A5 through A8 as a trunked link to a server used by a drafting
group. In this case you might configure ports A5 through A8 with the name
“Draft-Server:Trunk”.

FroCurve(config)# int e AR-A8 nawe Draft-Server:Trunk
ProCurve(config) # write mem
ProCurve (configl# show namwe 5-8

Port MNames

Port : A5
Type : 10/100TX
Natne : Draft-Zerwver:Trunk

Port : A&
Type : 10/100TX
Negne : Draft-Zerwver:Trunk

Port @ A7
Type : 10/100TX
Natne : Draft-Zerwver:Trunk

Port : A&
Type : 10/100TX
WNamwe : Draft-Serwver:Trunk

Figure 10-12. Example of Configuring One Friendly Port Name on Multiple Ports
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Displaying Friendly Port Names with Other Port Data

You can display friendly port name data in the following combinations:

show name: Displays a listing of port numbers with their corresponding
friendly port names and also quickly shows you which ports do not have
friendly name assignments. (show name data comes from the running-
config file.)

show interface <port-number>: Displays the friendly port name, if any, along
with the traffic statistics for that port. (The friendly port name data comes
from the running-config file.)

show config: Includes friendly port names in the per-port data of the
resulting configuration listing. (show config data comes from the startup-
config file.)

To List All Ports or Selected Ports with Their Friendly Port Names.

This command lists names assigned to a specific port.

Syntax: show name [port-list]

Lists the friendly port name with its corresponding port
number and port type. The show name command alone lists
this data for all ports on the switch.

For example:

FroCurve (configl # show nsame
Port Nates

“ A5 10/100TE Draft-Server:Trunk > Friendly port names
a5 10/100T% Draft-Server:Trunk | assigned in previous
A7  10/100T%¥ Draft-Server:Trunk /' examples.

N 10/100TE Draft-Server:Trunk

Fort Type Name

a1l  10/100TEZ not assigned \ Ports Without
A2 10/100TE not assigned / +— riendly'Name
n3 T {07100T%” Bill Swith@10.25.101.73

hd 10/100TE not assigned

S - — — = e o — —

A% 10/100TE " not assigned
Al0  10/100TE not assigned
a1l 10/100TE not assigned
AlZ 10/100TZ not assigned

Figure 10-13. Example of Friendly Port Name Data for All Ports on the Switch
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ProCurve (config)# show name A2, A3, A5
Port Mames

P - Port Without a "Friendly"
,Port : Az N .4_—,_———”’—— Name

\

Port : A3

Type : 10/100TX

MWate : Bill_Smith@lD.25.1Dl.?3

Fort : AR Friendly port names

. assigned in previous
Type : 10/100TX examples.
Mawe : Draft-3erwver:Trunk

Figure 10-14. Example of Friendly Port Name Data for Specific Ports on the Switch

Including Friendly Port Names in Per-Port Statistics Listings. A
friendly port name configured to a port is automatically included when you
display the port’s statistics output.

Syntax: show interface <port-number>
Includes the friendly port name with the port’s traffic
statistics listing.

For example, if you configure port A1 with the name “O’Connor_10.25.101.43",
the show interface output for this port appears similar to the following:

ProCurwve (config) # shov interface Al

Status and Counters - Port Counters for port Al
Mame : O'Connor@i10.25.101.435 <«——— FriendlyPort

Name

Link 3Status HEI ) 3]
Evtezs BRx : 894,565 Evytes Tx 2470
Unicast Rx ro11v9 Tnicast Tx r 13
Boast/Mocast Rx @ 5280 Boast/Hoast T @ 13
FC3 Bx HECE Drops Tx u]
Alignment Bx HE Collision=s Tx u]
Runt=s EBx HE 1| Late Colln T=x a
Giants RBx HE| Excessive Colln u]
Total BEx Errors : 38 Deferred Tx u]

Figure 10-15. Example of a Friendly Port Name in a Per-Port Statistics Listing
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For a given port, if a friendly port name does not exist in the running-config
file, the Name line in the above command output appears as:

Name : not assigned

To Search the Configuration for Ports with Friendly Port Names.

This option tells you which friendly port names have been saved to the startup-
config file. (show config does not include ports that have only default settings
in the startup-config file.)

Syntax: show config
Includes friendly port names in a listing of all interfaces
(ports) configured with non-default settings. Excludes
ports that have neither a friendly port name nor any other
non-default configuration settings.

For example, if you configure port Al with a friendly port name:

T T T T - TS T T ~ This command sequence
yProCurve configl # int e Al name PrlnE_Server@10.25.101.43;’,, saves the friendly port name

ProCurve jconfig)# write mem | for port Al in the startup-

FProCurve (config)# int e A2 name Herhert's PC , config file, but does not do so
S e - g for the name entered for port
ProCurve(config) ¥ show config A2.

Startup configuration:
; Jd8&5 4 Configuration Editor; Created on release #G.05.01

hostnamwe "FroCurve switch"
time daylight-time-rule None Listing includes friendly

no cdp run port name for port A1
fhferface AL T T T T 7T C ) il

! name "Print_Server@lD.ZS.101.43"

|
L - - - . = - - a

Snmp-server commuhity "public®™ Unrestricted

wlan 1 In this case, show config lists
newme "DEFAULT WLANT only port Al. Executing write
untagged 1-24 mem after entering the name for

port A2, and then executing
show config again would result
in a listing that includes both

ip address dhop-hootp
EXit
no asas port-access authenticator active

Figure 10-16. Example Listing of the Startup-Config File with a Friendly Port Name Configured (and Saved)
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Overview

Overview

Power Over Ethernet (PoE) technology allows IP telephones, wireless LAN
access points, and other powered devices (PDs) to receive power and transfer
data over existing LAN cabling.

The PoE feature described in this chapter operates on the following switches
(referred to collectively as the Series 2600-PWR switches):

m  ProCurve Switch 2600-8-PWR (J8762A)
m  ProCurve Switch 2626-PWR (J8164A)

m  ProCurve Switch 2650-PWR (J8165A)

The switches provision their 10/100Base-TX ports with power for PoE
applications compatible with the IEEE 802.3af standard. The PoE ports on
your switch support both standard networking links and PoE links. Thus, you
can connect either a non-PoE device or a powered device (PD) to a
PoE-enabled port without reconfiguring the port.

Configuration Options

In the default configuration, all 10/100Base-TX ports on the switch support
PoE operation. Using the commands described in this chapter, you can:

m  Configure a power threshold for SNMP and Event Log reporting of
PoE consumption on the switch.

m  Configure per-port priority for allocating power in case the switch
becomes oversubscribed and must drop power for some
lower-priority ports to support the demand on other, higher-priority
ports.

m Disable or re-enable per-port PoE operation on some ports to help
control power usage and avoid oversubscribing PoE on the switch.
(In the default configuration, the switch enables PoE on all 10/100-TX
ports, subject to PoE priority in the case of oversubscription of PoE
resources.)

m Disable or re-enable PoE for pre-802.3af-standard powered devices
(Switch 2600-8-PWR only).

m  Monitor PoE status and performance on the switch.

See “Configuring PoE Operation” on page 11-7 for further details.
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Related Publications

This chapter introduces general PoE operation, PoE configuration and
monitoring commands, and event log messages related to PoE operation on
the ProCurve Series 2600-PWR switches. The following two manuals provide
further information:

m For information on installation, refer to the ProCurve Series 2600
Switches Installation and Reference Guide provided with the switch.

m  To help you plan and implement a PoE system in your network, refer
to the PoFE Planning and Implementation Guide, which is available
from either of the following sources:

e The Documentation CD-ROM (version 3.5 or greater) shipped with
your Series 2600-PWR switch

e The ProCurve website at http://www.procurve.com. (Click on Technical
support, then Product manuals.)

Terminology

The following PoE terms and concepts are used in this manual.

Term

Use in this Manual

active PoEport A PoE-enabled port connected to a PD requesting power.

priority class

EPS

MPS

PD

port-number
priority

RPS

Refers to the type ofpower prioritization where the switch uses Low (the default), High, and
Critical priority assignments to determine which groups of ports will receive power. Note that
power priority rules apply only if PoE provisioning on the switch becomes oversubscribed.

External Power Supply; for exanple, a ProCurve 600 RPS/EPS ora ProCurve 610 EPS. An EPS
device provides power to provision PoE ports on a switch. See also “RPS” below.

Maintenance Power Signature; the signal a PD send to the switch to indicate that the PD is
connected and requires power. Refer to Figure 11-4 on page 13.

Powered Device. A device that receives power through a direct connection to a 10/100
Base-TX PoE RJ-45 port on the switch. Examples of PDs include Voice-over-IP (VolP)
telephones, wireless access points, and remote video cameras.

Refers to the type of power prioritization where, within a priority class, the switch assigns
the highest priority to the lowest-numbered port, the second-highest priority to the second
lowest-numbered port, and so-on. Note that power priority rules apply only if PoE provisioning
on the switch becomes oversubscribed.

Redundant Power Supply; for example, a ProQurve 600 RPS/EPS. An RPS device provides
power to a switch if the switch’s internal power supply fails. RPS power does not provision
PoE ports on a switch whose internal power supply has failed. See also “EPS” above.
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Power Availability and Provisioning

Powered Device (PD) Support

The switch must have a minimum of 15.4 watts of unused PoE power available
when you connect an 802.3af-compliant PD, regardless of how much power
the PD actually uses. On the Switch 2626-PWR and Switch 2600-8-PWR, there
will always be enough power available to connect and support 802.3af PoE
operation on all 10/100-TX ports. On the Switch 26560-PWR, however, it is
possible to oversubscribe the available PoE power. In this case, one or more
PoE devices connected to the switch will lose power. That is:

m  Sufficient PoOE Power Available: When a Switch 2650-PWR detects
anew PD, and if the switch has a minimum of 15.4 watts of PoE power
available, the switch supplies power to the port for that PD.

m Insufficient PoE Power Available: When a Switch 2650-PWR
detects anew PD, and if the switch does not have a minimum of 15.4
watts of unused PoE power available:

e [Ifthe new PD is connected to a port “X” having a higher PoE priority
than another port “Y”, the switch removes PoE power from port “Y”
and delivers it to port “X”. In this case the PD on port “X” receives
power and the PD on port “Y” is denied power.

e Ifthe new PD is connected to a port “X” having a lower priority than
all other PoE ports currently providing power to PDs, then the switch
does not deliver PoE power to port “X”.

Note that once a PD connects to a port and begins operating, the port retains
only enough PoE power to support the PD’s operation. Unneeded power
becomes available for supporting other PD connections. Thus, while 15.4
watts must be available for the switch to begin supplying power to a port with
aPD connected, 15.4 watts per port is not continually required if the connected
PD requires less power.

For example, with 20 watts of POE power remaining available on the switch,
you can connect one new PD without losing power to any currently connected
PDs. If that PD draws only 3 watts, then 17 watts remain available and you can
connect atleast one more PD without interrupting power to any other devices.
If the next PD you connect draws 5 watts, then only 12 watts remain unused.
With only 12 watts available, if you connect yet another PD, the lowest-priority
port will lose PoE power until the switch once again has 15.4 or more watts
available. (For information on power priority, refer to “Power Priority” on
page 11-5.)
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Disconnecting a PD from a port causes the switch to stop providing PoE power
to that port and makes the power available to other ports configured for PoE
operation. If the POE demand becomes greater than the available power, the
switch transfers power from lower-priority ports to higher-priority ports.
(Ports not currently providing power to PDs are not affected.)

15.4 watts of available power is required for the switch to begin delivering
power to a port, such as when a newly connected PD is detected or when
power is released from higher priority ports. Depending on power demands,
lower-priority ports on a switch with high PoE power demand may
occasionally lose power due to the demands of higher-priority ports. (Refer
to “Power Priority” for further details.)

Power Priority

In the default configuration PoE power priority is determined by port number,
with the lowest numbered port having the highest priority.

When Does the Switch Prioritize Power Allocations? If the switch can
provide power for all existing PD demands, it does not use its power priority
settings to allocate power. However, if the PD power demand oversubscribes
the available power, then the switch prioritizes the power allocation to the
ports that present a PD power demand. This causes the switch to remove
power from one or more lower-priority ports to meet the power demand on
other, higher-priority ports. (This operation occurs, regardless of the order in
which PDs connect to the switch’s PoE-configured ports.)

How Does the Switch Prioritize Power Allocations? The switch
simultaneously uses two priority methods:

m  The priority class method enables port PoE priority class assign-
ments of Low (the default), High, and Critical.

m  The port-number priority method gives a lower-numbered port
priority over a higher-numbered port within the same configured
priority class.

On the Switch 2650-PWR, the ports configured with the highest priority of
either bank (1-24 or 25-48) will receive PoE power, regardless of position.
There is also an option to provision ports 1-24 with 406 watts of internal power
and ports 25-48 with 408 watts of external power by adding an external power
supply. For more information on using external power supplies with
PoE-capable switches, refer to the PoE Planning and Implementation Guide.

11-5



Power Over Ethernet (PoE) Operation for the Series 2600-PWR Switches
Power Availability and Provisioning

Table 11-1 provides examples of how PoE priority settings impact operation.

Table 11-1. Example of PoE Priority Operation

Port

Priority
Setting

Configuration Command' and Resulting Operation

25-48

9-12

13-24

Critical

High

Low

-n/a-

This priority class always receives power. If there is not enough power to provision PDs on
all of the ports configured for this class, then no power goes to ports configured for High and
Low priority. If there is enough power to provision PDs on only some of the “Critical” ports,
then power is allocated to the “Critical” ports in ascending order, beginning with the lowest-
numbered portin the class, which, in this case, is port 25. For this example, the CLI command
to set ports to “Critical” is:

ProCurve (config)# interface e 25-48 power critical

This priority class receives power only if all PDs on ports with a Critical priority setting are
receiving full power. If there is not enough power to provision PDs on all ports with a High
priority, then no power goes to ports with a Low priority. If there is enough power to provision
PDs ononly some ofthe “High” ports, then poweris allocated to the “High” portsinascending
order, beginning, in this example, with port 9, until all available power is in use. For this
example, the CLI command to set ports to “High” is:

ProCurve (config)# interface e 9-12 power high

This priority class receives power only if all PDs on ports with High and Critical priority
settings are receiving power. If there is enough power to provision PDs on only some Low
priority ports, then power is allocated to the ports in ascending order, beginning with the
lowest-numbered port in the class (port 1, in this case), until all available power is in use. For
this example, the CLI command to set ports to “Low"? is:

ProCurve (config)# interface e 1-8 power low

For this example, PoE is disabled on these ports. The CLI command for this setting is:

ProCurve (config)# no interface e 13-24 power

"Fora listing of PoE configuration commands, with descriptions, refer to “Configuring PoE Operation” on page 11-7.
2|nthe default PoE configuration, the ports are already setto the low priority. In this case, the command is notnecessary.
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Configuring PoE Operation

By default, PoE support is enabled on the switch’s 10/100Base-TX ports, with
the power priority set to Low and the power threshold set to 80 (%). The
following commands allow you to adjust these settings.

Syntax: power threshold < 1-99 >

The power threshold is a configurable percentage of the total
PoFE power available on the switch. When PoE consumption
exceeds the threshold, the switch automatically generates an
SNMP trap and also sends a message to the Event Log. For
example, if the power threshold is set to 80% (the default), and
an increasing PoE power demand crosses this threshold, the
switch sends an SNMP trap and generates this Event Log
message:

PoE usage has exceeded threshold of 80 %.

If the switch is configured for debug logging, it also sends the
same message to the configured debug destination(s).

The switch automatically invokes the power threshold at the
global configuration level with a default setting of 80%. You
can configure the power threshold to a value in the range of
1% to 99%.

If an increasing PoE power load (1) exceeds the configured
power threshold (which triggers the log message and SNMP
trap), and then (2) later begins decreasing and drops below
the threshold again, the switch generates another SNMP trap,
plus a message to the Event Log and any configured Debug
destinations. To continue the above example:

PoE usage 1is below configured threshold

of 80 %.

(Refer to “PoE Event Log Messages” on page 11-14.)

Syntax: [no] interface [e] < port-list > power

Re-enables PoE operation on < port-list> and restores the
priority setting in effect when PoE was disabled on

< port-list>. The [no] form of the command disables PoE
operation on < port-list>. (Default: All 10/100Base-TX ports on
the switch enabled for PoE operation at Low priority.)

11-7



Power Over Ethernet (PoE) Operation for the Series 2600-PWR Switches

Configuring PoE Operation

Syntax: interface [e] < port-list > power [ critical | high | low ]

Reconfigures the PoE priority level on < port-list>. For a given
level, the switch automatically prioritizes ports by port
number (in ascending order). If there is not enough power
available to provision all active PoE ports at a given priority
level, then the lowest-numbered port at that level will be
provisioned first, and so on. The switch invokes configured
PoFE priorities only when it cannot provision all active PoE
ports.

o Critical: Specifies the highest priority PoE support for < port-
list>. The switch provisions active PoE ports at this level
before PDs connected to any other ports.

¢ High: Specifies the second highest priority PoE support for
< port-list>. The switch provisions active PoE ports at this
level before PDs connected to Low-priority ports.

e Low (the default): Specifies the lowest priority PoE support
for < port-list>. The switch provisions active PoE ports at
this level only if there is power available after provisioning
any active PoE ports at the higher priority levels.

Cycling Power on a Port

Simply disabling a PoE port does not affect power delivery through that port.
To cycle the power on a PD receiving power from a PoE port on the switch,
disable, then re-enable the power to that port.

For example, to cycle the power on a PoE device connected to port 1 on a
2600-PWR switch:

ProCurve (config)# no interface 1 power
ProCurve (config)# interface 1 power
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PoE for Pre-802.3af-standard PDs (Switch 2600-8-PWR)

By default, all ProCurve PoE switches support 802.3af-standard PDs. In
addition, the Switch 2600-8-PWR (J8726A) has the ability to supply power to
pre-802.3af-standard devices, such as legacy (non-standard) IP phones.

For a current listing of PDs supported by this feature, visit the ProCurve
Networking website at http:/www.procurve.com. Click on Technical
support, and then on FAQs, and then select the switch model 2600-8-PWR.

How to disable/re-enable PoE for pre-802.3af-standard powered
devices (Switch 2600-8-PWR only). PoE for pre-802.3af-standard
powered devices is enabled by default. This feature is available only on the
ProCurve Switch 2600-8-PWR.

Syntax: [no] power pre-std-detect

The above command enables PoE for pre-802.3af-standard
powered devices. The no form of the command sequence
disables PoE for pre-802.3af-standard powered devices.
(Default: Enabled)

To disable this feature, you would enter:
ProCurve (config) #no power pre-std-detect

PoE for pre-802.3af-standard powered devices can be disabled or re-enabled
only from the switch's CLI. This feature cannot be disabled or re-enabled
through either the switch's menu or web browser interfaces.

Executing the show power-management command on the Switch 2600-8-PWR
lists the system power status as follows:

ProCurve (config) # show power-management

Indicates PoE support for
Status and Counters - System Power Status pre-802.3af-standard
powered devices is enabled
t(gefault setting)

Maximum Power : 126 W Opera
Power In Use : 1 W+ W Usage Threshold (%) : 80
Pre-standard Detect : O

Figure 11-1. PoE Support for Pre-802.3af-standard Powered Devices Enabled

For information on the meaning of other power status parameters, refer to
“Viewing PoE Configuration and Status” on page 11-10.
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Viewing PoE Configuration and Status

Displaying the Switch’s Global PoE Power Status

Syntax:show power-management

Displays the switch'’s global PoE power status, including:

¢ Max Power: Lists the maximum PoE wattage available to
provision active PoE ports on the swilch.

¢ PowerlnUse: Liststheamountof PoEpowerpresentlyinuse.

¢ Operational Status: Indicates whether PoE power is available
on the switch. (Default: On ; shows Off if PoE power is not
available. Shows Faulty if internal or external PoE power is
oversubscribed or faulty.)

o Usage Threshold (%): Lists the configured percentage of
available PoE power provisioning the switch must exceed to
generate a usage notice in the form of an Event Log message
and an SNMP trap. If this event is followed by a drop in power
provisioning below the threshold, the switch generates
another SNMP trap and Event Log message. Event Log
messages are also sent to any optionally configured debug
destinations. (Default: 80%)

¢ Pre-standard Detect (Switch 2600-8-PWR only): Shows whether
PoFE for pre-802.3af-standard powered devices is enabled on
the switch. (Default: On ; shows Off when PoE for
pre-802.3af-standard powered devices has been disabled.)

For example, in the default PoE configuration, when the switch is running
with several ports supporting PD loads, show power-management displays data
similar to the following on a Switch 2626-PWR device:

ProCurve-PURY show power-managemsnt
Statu=s and Counters — Svy=stem Power Status

Mazimum Power ;o 40e W QOperational Status : On
Power In Use A5 W +-— 6 W T=zage Threshold (%) : 80

Figure 11-2. Example of Show Power-Management Output
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Displaying an Overview of PoE Status on All Ports

Syntax:show power-management brief

Displays the following port power status:

Port: Lists all PoE-capable ports on the switch.

Power Enable: Shows Yes for ports on which PoE is enabled
(the default) and No for ports on which PoE is disabled.
Priority: Lists the power priority (Low, High, and Critical)
configured on ports enabled for PoE. (For more on this topic,
refer to the command description on page 11-8.)

Configured Type: Lists the type of PD connected to each port
(as configured by the user on the PD device). For example:
Telephone, Webcam, Wireless, Other.

Detection Status:

Searching: The port is trying to detect a PD connection.
Delivering: The port is delivering power to a PD.

Disabled: PoE support is disabled on the port. To re-enable,
refer to “Configuring PoE Operation” on page 11-7.

Fault: The switch detects a problem with the connected PD.

Power Class: Shows the 802.3af power class of the PD detected
on the indicated port (as configured by the user on the PD
device). Classes include:

0: 0.44w to 12.95w 3: 6.49w to 12.95w

1: 0.44w to 3.84w 4: reserved
2: 3.84w to 6.49w

For example, show management-brief displays this output:

FProCurve-PUR{conf 19)# show power—-management brief
Status and Counters — Port Power Status
| Power Configured Detection Power
Fort | Enable Pricrity Type Status Cla==
+
1 | Ye= Critical Telephone . Delivering 1
2 | Yes Critical Telephone | Delivering 1, Ports 1through 4 are
3 | Tes High Wireless  Delivering 3 -— delivering power.
4 | Yes High Wireless , Delivering 3, The remaining ports
2 | Yes Low . gearching 0, are available to
[ | Yes Low Searching i
- supply power, but
7 | Yes Low Searching 1]
- currently do not
g | Yes Low Searching 1]
. . . . . detect a connected
. . . . . PD.

Figure 11-3. Example of Show Management-Brief Qutput
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Displaying the PoE Status on Specific Ports

Syntax:show power-management [e] < port-list >

Displays the following PoE status and statistics (since the last
reboot) for each port in < port-list >;

Power Enable: Shows Yes for ports enabled to support PoE (the

default) and No for ports on which PoE is disabled.

Priority: Lists the power priority (Low, High, and Critical)

configured on ports enabled for PoE. (For more on this topic,

refer to the power command description under “Configuring

PoE Operation” on page 11-7.)

Detection Status:

— Searching: The port is available to support a PD connection.

— Delivering: The port is delivering power to a PD.

— Disabled: PoE support is disabled on the port. To re-enable
PoE support, refer to “Configuring PoE Operation” on
page 11-7.

— Fault: The switch detects a problem with the connected PD.

Over Current Cnt: Shows the number of times a connected PD

has attempted to draw more than 15.4 watts. Each

occurrence generates an Event Log message.

Power Denied Cnt: Shows the number of times PDs requesting

power on the port have been denied due to insufficient power

available. Each occurrence generates an Event Log message.

Voltage: The total voltage, in dV, being delivered to PDs.

Power: The total power, in mW, being delivered to PDs.

Configured Type: Shows the type of PD detected on the port.

Power Class: Shows the power class of the PD detected on the
indicated port. Classes include:

0: 0.44w to 12.95w 3: 6.49w to 12.95w

1: 0.44w to 3.84w 4: reserved
2: 3.84w to 6.49w

MPS Absent Cnt:  This value shows the number of times a
detected PD has no longer requested power from the port.
FEach occurrence generates an Event Log message. (“MPS”
refers to the “Maintenance Power Signature”. Refer to
“Terminology” on page 11-3.)

Short Cnt: Shows the number of times the switch provided
nsufficient current to a connected PD.

Current: The total current, in mA, being delivered to PDs.
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For example, if you wanted to view the PoE status of port 5 on a Series
2600-PWR switch, you would use show power-management 5 to display the
data:

ProCurve (config)# show power-management 1

Status and Counters - Port Power Status for port 1
Power Enable : Yes
Priority : Low Configured Type
Detection Status : Delivering Power Class : 0
Over Current Cnt : 0 MPS Absent Cnt 2
Power Denied Cnt : O Short Cnt : 0
Voltage : 545 dv Current : 13 mA

Figure 11-4. Example of Show Power-Management < port-list > Output

Planning and Implementing a PoE
Configuration

This section provides an overview of some considerations for planning a PoE
application. For additional information, refer to the ProCurve PoE Planning
and Implementation Guide.

Assigning PoE Ports to VLANSs

If your network includes VLANSs, you may want to assign various PoE-
configured ports to specific VLANs. For example, if you are using PoE
telephones in your network, you may want to assign ports used for telephone
access to a VLAN reserved for telephone traffic.

Applying Security Features to PoE Configurations

You can utilize security features built into the switch to control device or user
access to the network through PoE ports in the same way as non-PoE ports.

11-13



Power Over Ethernet (PoE) Operation for the Series 2600-PWR Switches
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m  MAC Address Security: Using Port Security, you can configure each

switch port with a unique list of up to eight MAC addresses for devices
that are authorized to access the network through that port. For more
information, refer to the chapter titled “Configuring and Monitoring
Port Security” in the Access Security Guide for your switch.

m  Username/Password Security: If you are connecting a device that

allows you to enter a username and password that is forwarded to a
networked server for authentication, then you can also configure the
following security features:

— TACACS+

— RADIUS Authentication and Accounting
— 802.1X Authentication

For more information, refer to the Access Security Guide for your switch.

PoE Event Log Messages

PoE operation generates these Event Log messages. You can also configure
the switch to send these messages to a configured debug destination (terminal
device or Syslog server).

I 1MM/DD/YY HH:MM:SS chassis:

Message header, with severity, date, system time, and system
module type. For more information on Event Log operation, refer
to the “Troubleshooting” appendix in the Management and
Configuration Guide for your switch.

Ext Power Supply connected, supplying<actual-power>W of
< avail-power> W max.

The switch detected an EPS (External Power Supply) and began
receiving the wattage indicated by < actual-power >. The < avail-
power > field indicates the maximum power (wattage) the
detected EPS is capable of delivering

Ext Power Supply disconnected

The switch has lost contact with an external power supply.
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POE usage is below configured threshold of<1-99>%
< slot-#>POE usage is below configured threshold of <1-99>%

Indicates that POE usage in the switch or indicated slot (if the

switch includes module slots) has decreased below the threshold
specified by the last execution of the global power threshold <1 - 99>
command. This message occurs if, after the last reboot, the PoE
demand on the switch exceeded the power threshold and then later
dropped below the threshold value.

Port <port-#>applying power to PD.

A PoF device is connected to the port and receiving power.

Port < port-#>PD detected.

The switch has detected a PoE device connected to the port.

W MM/DD/YY HH:MM:SS chassis:

Ext

Ext

Message header, with severity, date, system time, and system
module type. For more information on Event Log operation, refer
to the “Troubleshooting” appendix in the Management and
Configuration Guide for your switch.

Power Supply connected but not responding.

The switch detects an external power supply, but is not receiving
power from the device.

Power Supply failure: <fault-type> Failures:

Indicates an external power supply failure where < fault-type > is

one of the following:

e OQver Current fault: The ProCurve 600 RPS/EPS or ProCurve
610 EPS reported a fault condition. Contact your ProCurve
support representative.

e Fan fault: A fan in an external power supply has failed.

o Temperature fault: The operating temperature in an external
power supply has exceeded the normal operating range.

e 50V fault: The ProCurve 600 RPS/EPS or ProCurve 610 EPS
reported a fault condition. Contact your ProCurve support
representative.

e 12V fault: The ProCurve 600 RPS/EPS or ProCurve 610 EPS
reported a fault condition. Contact your ProCurve support
representative.
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POE usage has exceeded threshold of <1-99> %
< slot-#> POE usage has exceeded threshold of <1-99> %

Indicates that POE usage in the switch or indicated slot (if the
switch includes module slots) has exceeded the configured
threshold for the switch, as specified by the last execution of the
power threshold < 1 - 99 > command. (Note that the switch also
generates an SNMP trap for this event.)

Port <port-#>PD Denied power due to insufficient power
allocation.

There is insufficient power available to power the PD on the
ndicated port and the port does not have sufficient PoE priority
to take power from another active PoE port.

Port <port-#> PD Invalid Signature indication.
The switch has detected a non 802.3af-compliant load.
Port <port-#> PD MPS Absent indication.

The switch no longer detects a device on < port-# >. The device
may have been disconnected, powered down, or stopped
Sfunctioning.

Port <port-#>PD Other Fault indication.
There is a problem with the PD connected to the port.
Port <port-#>PD Over Current indication.

The PD connected to < port-#> has requested more than 15.4 watts
of power. This may indicate a short-circuit or other problem in
the PD.
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Overview

This chapter describes creating and modifying port trunk groups. This
includes non-protocol trunks and LACP (802.3ad) trunks.

Port Status and Configuration

Feature Default Menu CLI Web
viewing port trunks n/a page 12-10 page 12-12 page 12-18
configuring a static trunk none page 12-10 page 12-16 —

group

configuring a dynamic LACP  LACP passive — page 12-16  —

trunk group

Port trunking allows you to assign physical links to one logical link (trunk)
that functions as a single, higher-speed link providing dramatically increased
bandwidth. This capability applies to connections between backbone devices
as well as to connections in other network areas where traffic bottlenecks

exist.

Port Trunking Support ProCurve ProCurve ProCurve ProCurve
Series 2600, | Series 2800 | Series 4100gl | 6108 Switch
2600-PWR Switch Switch
Switch

Ports per trunk (maximum) 4 8 4 4

Trunks per switch (maximum) 6 24 6 6

A trunk group is a set of ports configured as members of the same port trunk.
Note that the ports in a trunk group do not have to be consecutive. For

example:
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The multiple physical links in a trunk behave as one logical link

e

Switch 1: Switch 2:

Portsc1-c4 Ports a2 and

configured a4 - a6 are

as a port configured as

trunk group. a port trunk
group

Figure 12-1. Conceptual Example of Port Trunking

Port Connections and Configuration

All port trunk links must be point-to-point connections between the switch
and a router, server, workstation, or another switch configured for port
trunking. No intervening, non-trunking devices are allowed. It is important to
note that ports on both ends of a port trunk group must have the same mode
(speed and duplex) and flow control settings.

Link Connections

The switch does not support trunking through an intermediate, non-trunking
device such as a hub, or using more than one media type in a port trunk group.
Similarly, all links in the same trunk group must have the same speed, duplex,
and flow control.

Trunk Group Boundary Requirement with IP Routing Enabled
on the Series 2800 Switch

On the Switch 2824 and Switch 2848, trunk groups can generally be specified
as any grouping of ports on the switch. However, if IP routing is enabled on
the switch, all of the ports in a given trunk group must be in the same group
of ports, as shown in table 2.

Table 10-2. Port Group Boundaries when IP Routing Enabled - 2800 Switches

Port Groups
Switch 2824 1-12 13-24 n/a n/a
Switch 2848 1-12 13-24 25-36 37-48
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For example:

ProCurve (config)# trunk 1-8 trkl

This command s valid in all cases (switching or routing) because all
of the ports are in the same port group.

ProCurve (config)# trunk 9-14 trk2

This command is NOT valid if IP routing is enabled on the switch
(because the selected ports are in different port groups and IP routing
is enabled). If IP routing is enabled, this command generates an error
message and will not be executed.

If a trunk group with ports in different port groups is created before IP routing
is enabled, then using the ip routing command to enable IP routing generates
an error message indicating the trunk group that violates the above rule. You
can remedy this problem by reducing the trunk to only the ports that are in
the same port group. To remove ports from an existing trunk, use the following
command:

ProCurve (config)# no trunk < ports-to-remove >

Trunk Group Boundary Requirement for the Series 4100g1
Switch 10/100/1000 Module (J4908A)

On the J4908A, a trunk group (manual or dynamic LACP) must be comprised
of ports from the same port group, as shown in table 3.

Table 10-3. Port Group Baindaries for Trunks on a Series 4100gl Switch
10/100/1000 Module (J4908A):

Ports
Group 1 1-57-11,16
Group 2 6,12-15,17-22

Manually or dynamically configuring a trunk with ports in different groups is
not supported. For example, configuring a port trunk with ports 10-14 is not
supported because the ports used are from two separate groups. (Refer to
“Trunk Group Boundary Requirement for the Series 4100g]l Switch 10/100/1000
Module (J4908A)” in table 12-3 on page 12-8.)

Port Security Restriction. Portsecurity doesnot operate on atrunk group.
If you configure port security on one or more ports that are later added to a
trunk group, the switch resets the port security parameters for those ports to
the factory-default configuration.
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To avoid broadcast storms or loops in your network while configuring a
trunk, first disable or disconnect all ports you want to add to or remove from
the trunk. After you configure the trunk, enable or re-connect the ports.

Port Trunk Options and Operation
The switch offers these options for port trunking:
m LACP (IEEE 802.3ad—page 12-18)

m  Trunk (non-protocol—page 12-25)

The switch supports six trunk groups of up to four ports each. (Using the Link
Aggregation Control Protocol—LACP—option, you can include standby
trunked ports in addition to the maximum of four actively trunking ports.)

LACP operation requires full-duplex (FDx) links. For most installations, HP
recommends that you leave the port Mode settings at Auto (the default). LACP
also operates with Auto-10, Auto-100, and Auto-1000 (if negotiation selects FDx);
10FDx, 100FDx, and 1000FDx settings.

Fault Tolerance: If alink in a port trunk fails, the switch redistributes
traffic originally destined for that link to the remaining links in the trunk. The
trunk remains operable as long as there is at least one link in operation. If a
link is restored, that link is automatically included in the traffic distribution
again. The LACP option also offers a standby link capability, which enables
you to keep links in reserve for service if one or more of the original active
links fails. See “Trunk Group Operation Using LACP” on page 12-18.)

Trunk Configuration Methods

Dynamic LACP Trunk: The switch automatically negotiates trunked links
between LACP-configured ports on separate devices, and offers one dynamic
trunk option: LACP. To configure the switch to initiate a dynamic LACP trunk
with another device, use the interface ethernet command in the CLI to set the
default LACP option to Active on the ports you want to use for the trunk. For
example, the following command configures ports C1-C4 to LACP active:

ProCurve (config) int cl-c4 lacp active

Note that the above example works if the ports are not already operating in a
trunk. To change the LACP option on ports already operating as a trunk, you
must first disable the trunked ports that you want to reconfigure. For example,
if ports C1 - C4 were LACP-active and operating in a trunk with another device,
you would do the following to change them to LACP-passive:

1. Go to the port context for ports cl - c4 and disable these ports.
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ProCurve (config)# interface cl-c4
ProCurve (eth-cl-c4)#

ProCurve (eth-cl-c4)# disable

2. Change all four ports to LACP-passive and re-enable the ports.
ProCurve (eth-cl-c4)# lacp passive
ProCurve (eth-cl-c4)# enable

If you change the port trunk configuration on a link, ensure that the port trunk
configuration on the other end of the link matches the new configuration.

On Switch 2800 Series devices, ensure that all ports in a dynamic trunk belong
to the same port group. The Switch 2800 Series devices do not support trunks
comprised of ports from different port groups. (Refer to "Trunk Group Bound-
ary Requirement for Switch 2800 Series Devices" in table 12-3 on page 12-8.)

Static Trunk: The switch uses the links you configure with the Port/Trunk
Settings screen in the menu interface or the trunk command in the CLIto create
a static port trunk. The switch offers LACP and Trunk static trunks.

Table 12-1. Trunk Types Used in Static and Dynamic Trunk Groups

Trunking Method LACP Trunk
Dynamic Yes No
Static Yes Yes

12-6



Port Trunking
Port Status and Configuration

Table 12-2. Trunk Configuration Protocols

Protocol  Trunking Options
LACP Provides dynamic and static LACP trunking options.
(802.3ad)  « Dynamic LACP — Use the switch-negotiated dynamic LACP trunk when:
— The port on the other end of the trunk link is configured for Active or Passive LACP.
— Youwantto achieve fault-tolerance for high-availability applications where you want a four-link trunk
(2600, 2600-PWR, 4100gl, and 6108) or an eight-link trunk (2800) with one or more standby links available
in case an active link goes down. (Both ends of the link must be dynamic LACP.)
¢ Static LACP — Use the manually configured static LACP trunk when:
— The port on the other end of the trunk link is configured for a static LACP trunk
— You want to configure non-default spanning tree (STP) or IGMP parameters on an LACP trunk group.
— Youwantan LACP trunk group to operate in a VLAN other than the default VLAN and GVRP is disabled.
(Refer to “VLANs and Dynamic LACP” on page 12-24.)
— You want to use a monitor port on the switch to monitor an LACP trunk.
See “Trunk Group Operation Using LACP” on page 12-18.
Trunk Provides manually configured, static-only trunking to:
(non- ¢ Most HP switches and routing switches not running the 802.3ad LACP protocol.
protocol) ¢ Windows NT and HP-UX workstations and servers

Use the Trunk option when:
— The device to which you want to create a trunk link is using a non-802.3ad trunking protocol

— You are unsure which type of trunk to use, or the device to which you want to create a trunk link is
using an unknown trunking protocol.

— You want to use a monitor port on the switch to monitor traffic on a trunk.
Refer to “Trunk Group Operation Using the “Trunk” Option” on page 12-25.
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Table 12-3. General Operating Rules for Port Trunks

Media: All ports on both ends of a trunk group must have the same media type and mode (speed and duplex). The switch
blocks any trunked links that do not conform to this rule. (For the switches covered in this guide, HP recommends leaving
the port Mode setting at Auto or, in networks using Cat 3 cabling, Auto-10.)

Port Configuration: The default port configuration is Auto, which enables a port to sense speed and negotiate duplex
with an Auto-enabled port on another device. HP recommends that you use the Autoe setting for all ports you plan to use
for trunking. Otherwise, you must manually ensure that the mode setting for each portin a trunk is compatible with the
other ports in the trunk.

Recommended Port Mode Setting for LACP

HPswitchi{config)# szhow interface config
Port 3ettings

Fort Twpe | Enabled HMode trl
_____________ + —————e e ————— e — ————— —
Cl 10/100TX | Tes buto Disable
2 10/100TX | Yes Luto Disakble

All of the following operate on a per-port basis, regardless of trunk membership:

* Enable/Disable

¢ Flow control (Flow Ctrl)

LACP is a full-duplex protocol. See “Trunk Group Operation Using LACP” on page 12-18.

Trunk Configuration: All ports in the same trunk group must be the same trunk type (LACP or Trunk). All LACP ports in the
same trunk group must be either all static LACP or all dynamic LACP.

A trunk appears as a single port labeled Dyn1 (for an LACP dynamic trunk) or Trk1 (for a static trunk of any type:
LACP or Trunk) on various menu and CLI screens. For a listing of which screens show which trunk types, see “How the
Switch Lists Trunk Data” on page 12-25.

For STP or VLAN operation, configuration for all portsin a trunkis done at the trunk level. (You cannot separately configure
individual ports within a trunk for STP or VLAN operation.)

Traffic Distribution: All of the switch trunk protocols use the SA/DA (Source Address/Destination Address) method of
distributing traffic across the trunked links. See “Outbound Traffic Distribution Across Trunked Links” on page 12-26.

Trunk Group Boundary Requirement for the Series 2800 Switches When IP Routing is Enabled: On the Switch 2824 and
Switch 2848, manually or dynamically configuring a trunk with ports belonging to different port groups is not supported
if IP routing is enabled. Each trunk group must be comprised only of ports from the same port group, as shown below:
e Ports 1- 12 (Switch 2824 and 2848.)

e Ports 13 - 24 (Switch 2824 and 2848.)

e Ports 25 - 36 (Switch 2848 only.)

e Ports 37 - 48 (Switch 2848 only.)

For example, you can configure a new trunk (or the switch can dynamically configure an LACP trunk) comprised of ports
1,3,4,7,8,10, 11, and 12, and another trunk comprised of ports 13, 14, 17, 18, 20, 21, 22, and 24. However, for example,
configuring a trunk, or allowing a dynamic LACP trunk to occur with some ports in the range of 1 - 12 and other ports in
the range of 13- 24 is not supported if IP routing is enabled. When IP routing is disabled, any eligible switch ports (having
the same media type and mode (speed and duplex)) can be used in a trunk group,
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Trunk Group Boundary Requirement for the Series 4100gl Switch 10/100/1000 Module (J4908A): Trunks must be created,
manually or dynamically, with ports from the same group, Group1 or Group2.

Group1: Ports 1-5, 7-11, 16

Group2: Ports 6, 12-15, 17-22
For example, a trunk made up of ports 3 - 5is valid; a trunk made up of ports 4 - 6 is not (port 6 is a member of Group2, not
Group 1. Ports 21 and 22, for use with mini-GBICs, may be used to form a trunk.

Spanning Tree: Spanning Tree operates as a global setting on the switch (one instance of Spanning Tree per switch).
However, you can adjust Spanning Tree parameters on a per-port basis. A static trunk of any type appearsin the Spanning
Tree configuration display, and you can configure Spanning Tree parameters for a static trunk in the same way that you
would configure Spanning Tree parameters on a non-trunked port. (Note that the switch lists the trunk by name—such
as Trk1—and does not list the individual ports in the trunk.) For example, if ports C1 and C2 are configured as a static
trunk named Trk1, they are listed in the Spanning Tree display as Trk1 and do not appear as individual ports in the Spanning
Tree displays.

Tl e S Fort Type Cost Priority dtate | Designated Bridge
part of the show spanning- S
tree listing, ports C1 and C2 3 100/1000T 3 128 Forwarding | gpzgei-h27ach

are members of TRK1 and c4 100/1000T 5 128 Forwarding | 0060L0-889e00

do notappear asindividual ok 100/1000T 5 128 Disabled |

ports in the port Ch 100/1000T 5 128 Disabled |

configuration partofthe Trkl Y Forwarding | 0001e7-a0sc00

listing.

When Spanning Tree forwards on a trunk, all ports in the trunk will be forwarding. Conversely, when Spanning Tree blocks
a trunk, all ports in the trunk are blocked.
Note: A dynamic LACP trunk operates only with the default Spanning Tree settings and does not appear inthe Spanning
Tree configuration display or show ip igmp listing.
Ifyouremove a portfrom a static trunk, the portretains the same Spanning Tree settings thatwere configured for the trunk.

IP Multicast Protocol (IGMP): A static trunk of any type appears in the IGMP configuration display, and you can configure
IGMP for a static trunk in the same way that you would configure IGMP on a non-trunked port. (Note that the switch lists
the trunk by name—such as Trk1—and does not list the individual ports in the trunk.) Also, creating a new trunk
automatically places the trunk in IGMP Auto status if IGMP is enabled for the default VLAN. A dynamic LACP trunk
operates only with the default IGMP settings and does not appear in the IGMP configuration display or show ip igmp
listing.

VLANSs: Creating a new trunk automatically places the trunk in the DEFAULT_VLAN, regardless of whether the ports in
the trunk were in another VLAN. Similarly, removing a port from a trunk group automatically places the portin the default
VLAN. You can configure a static trunk in the same way that you configure a port for membership in any VLAN.
Note: For a dynamic trunk to operate in a VLAN other than the default VLAN (DEFAULT_VLAN), GVRP must be enabled.
See “Trunk Group Operation Using LACP” on page 12-18.

Port Security: Trunk groups (and their individual ports) cannot be configured for port security, and the switch excludes
trunked ports from the show port-security listing. If you configure non-default port security settings for a port, then
subsequently try to place the portin a trunk, you will see the following message and the command will not be executed:

< port-list > Command cannot operate over a logical port.

Monitor Port:

Note: A trunk cannot be a monitor port. A monitor port can monitor a static trunk but cannot monitor a dynamic LACP
trunk.
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Menu: Viewing and Configuring a Static Trunk Group

Important Configure port trunking before you connect the trunked links to another
switch, routing switch, or server. Otherwise, a broadcast storm could occur.
(If you need to connect the ports before configuring them for trunking, you
can temporarily disable the ports until the trunk is configured. See “Using the
CLI To Configure Ports” on page 10-10.)

To View and/or Configure Static Port Trunking: This procedure uses
the Port/Trunk Settings screen to configure a static port trunk group on the
switch.

1. Follow the procedures in the Important note above.

2. From the Main Menu, Select:
2. Switch Configuration ...
2. Port/Trunk Settings

3. Press [E] (for Edit) and then use the arrow keys to access the port trunk

parameters.
CONIOLE - MANAGER MODE
gwiteh Configuration - Port/Trunk Settings
FPort Type Mode Flow Ctrl Group Type
A b e el
cl 10/1007T% | pEE] Auto Disahle
oz 10/100T% | Yes Auto Disakle
uc} 10/100T% | Yes Auto Disable
c4 10/100T% | Yes Auto Disable These two columns indicate
°5 10/100T% | Yes Auto Disakle static trunk status
(o721 10/100T% | Yes Auto Disable
(For dynamic LACP trunk
status, use the CLI show lacp
Actions-> Cancel Edit Bave Help command—page 12-14.)
Select Yes to enable the port, No to disable.
Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

Figure 12-4. Example of the Menu Screen for Configuring a Port Trunk Group
4. Inthe Group column, move the cursor to the port you want to configure.

5. Use the Space bar to choose a trunk group (Trk1, Trk2. .. ) trunk group
assignment for the selected port.
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e All ports in a trunk must have the same media type and mode (such
as 10/100TX set to 100FDx, or 100FX set to 100FDx). The flow control
settings must also be the same for all ports in a given trunk. To verify
these settings, see “Viewing Port Status and Configuring Port Param-
eters” on page 10-3.

* You can configure the trunk group with one, two, three, or four ports
per trunk (2600, 2600-PWR, 4100g], and 6108 switches) or with one to
eight ports (2800 switches). If multiple VLANSs are configured, all
ports within a trunk will be assigned to the same VLAN or set of
VLANS. (With the 802.1Q VLAN capability built into the switch, more
than one VLAN can be assigned to a trunk. See the chapter “Port-
Based Virtual LANs (VLANs) and GVRP” in the Advanced Traffic
Management Guide.)

(To return a port to a non-trunk status, keep pressing the Space bar
until a blank appears in the highlighted Group value for that port.)

CONBOLE - MANAGER MODE
Switch Configuration - Port/Trunk Settings

Port Type Enabled Mode Flow Ctrl Group Type

. ol ___ b e Ll o . __l____

cl 10/100T | Yes Auto Disabkle

cZ 10/100T% | Yes Auto Disable _

C3 10/100T% | Yes Auto Disable

4 10/100T% | Yes Auto Disable

5 10/100T% | Yes Auto Disable Trkl Trunk

CaE 10/100T% | Yes Auto Disable Trkl Trunk
Actions—» Cancel Edit Have Help

delect whether the port is part of a trunk or Mesh.
Use arrow keys to change field selectlon, <8pace* to toggle field choices,
and <Enter> to go to Actions.

Figure 12-5. Example of the Configuration for a Two-Port Trunk Group

6. Move the cursor to the Type column for the selected port and use the
Space bar to select the trunk type:
- LACP
—  Trunk (the default type if you do not specify a type)

All ports in the same trunk group on the same switch must have the same
Type (LACP or Trunk).

7.  When you are finished assigning ports to the trunk group, press [Enter],
then [S] (for Save) and return to the Main Menu. (It is not necessary to
reboot the switch.)
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During the Save process, traffic on the ports configured for trunking will
be delayed for several seconds. If the Spanning Tree Protocol is enabled,
the delay may be up to 30 seconds.

8. Connect the trunked ports on the switch to the corresponding ports on
the opposite device. If you previously disabled any of the trunked ports
on the switch, enable them now. (See “Viewing Port Status and Configur-
ing Port Parameters” on page 10-3.)

Check the Event Log (“Using Logging To Identify Problem Sources” on page
C-23) to verify that the trunked ports are operating properly.

CLI: Viewing and Configuring a Static or Dynamic Port
Trunk Group

Trunk Status and Configuration Commands

show trunks below

show lacp page 12-14
trunk page 12-16
interface lacp page 12-16

Using the CLI To View Port Trunks

You can list the trunk type and group for all ports on the switch or for selected
ports. You can also list LACP-only status information for LACP-configured
ports.

Listing Static Trunk Type and Group for All Ports or Selected Ports.
Syntax: show trunks [<port-list>]

Omitting the < port-list> parameter results in a static trunk data listing for all
LAN ports in the switch. For example, in a switch where ports A4 and A5
belong to Trunk 1 and ports A7 and A8 belong to Trunk 2, you have the options
shown in figures 12-6 and 12-7 for displaying port data for ports belonging to
static trunks.
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Using a port list specifies, for switch ports in a static trunk group, only the
ports you want to view. In this case, the command specifies ports A5 through
A7. However, because port A6 is not in a static trunk group, it does not appear
in the resulting listing:

Port A5 appears with an example of a name that you can optionally assign using the
Friendly Port Names feature. (See “Using Friendly (Optional) Port Names” on page 10-33.)

FroCurve: show trunks ab-a7

Load Balancing

Fort | Hame Typ= | Group Type
+ - +

A5 | Print-Server—-Trunk 10-100TE | Trkl Trunk
| not assigned 10-100TE | Trk?2 Trunk

/'A?

Port A6 does not appear in this listing because
itis not assigned to a static trunk.

Figure 12-6. Example Listing Specific Ports Belonging to Static Trunks

The show trunks < port-list> command in the above example includes a port
list, and thus shows trunk group information only for specific ports that have
membership in a static trunk. In figure 12-7, the command does not include a
port list, so the switch lists all ports having static trunk membership.

FroCurve: show trunks

Load Balancing

Fort | Hame Type | Gromp Type
+ - +

A4 | Print-Server-Trunk 10-100TX | Trkl Trunk

A5 | Print-Server—-Trunk 10-100TX | Trkl Trunk

A7 | not assigned 10-100TX | Trk2 Trunk

AT | not assigned 10-100TE | Trk2 Trunk

Figure 12-7. Example of a Show Trunk Listing Without Specifying Ports
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Listing Static LACP and Dynamic LACP Trunk Data. This command
lists data for only the LACP-configured ports.

Syntax:  show lacp

In the following example, ports Al and A2 have been previously configured
for a static LACP trunk. (For more on “Active”, see table 12-5 on page 12-22.)

FroCurve:>= show lacp

LACE
BORT LACE TRUMNE BPORT LACE LACE
NTUME ENABLED EROTP STATUS PARTHNER STATITS
21 Active Trkl Up Yes fuccess
A2 Active Trkl Up Yes fuccess
PN Active A D owrty Mo Success
24 Passive 24 D owr Mo Fuccess
25 FPassive A5 D owt Mo duccess
AG Passive AG D owr Mo Fuccess

Figure 12-8. Example of a Show LACP Listing

Dynamic LACP Standby Links. Dynamic LACP trunking enables you to
configure standby links for a trunk by including more than the maximum
number of allowed ports in a dynamic LACP trunk configuration. When the
maximum number of allowed ports (trunk links) are up, the remaining link(s)
will be held in standby status. If a trunked link that is “Up” fails, it will be
replaced by a standby link, which maintains your intended bandwidth for the
trunk. (See also the “Standby” entry under “Port Status” in table 12-5, "LACP
Port Status Data", on page 12-22.) In the next example, ports Al through A5
have been configured for the same dynamic LACP trunk, even though a
maximum of four ports are allowed in a trunk by the switch. Notice that one
of the links shows Standby status, while the remaining four links are “Up”.
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ProCurve> show lacp
LACE
EORT LACE TRUNE EORT LACE LACE
NUME EMNAELED EROUP SBTATUS EARTHER SBTATUS
21 Active Dynl Up Yes Success
“Up” Links AZ Active Dynl Up Yes Buccess
A3 Aotive Dynl Up Yes Success
A4 Aotive Dynl Up Ves Success
/A5 Active Dynl Standby Yes Success
: B
Standby Link

Figure 12-9. Example of a Dynamic LACP Trunk with One Standby Link

Important

Note

Using the CLI To Configure a Static or Dynamic Trunk Group

Configure port trunking before you connect the trunked links between
switches. Otherwise, a broadcast storm could occur. (If you need to connect
the ports before configuring them for trunking, you can temporarily disable
the ports until the trunk is configured. See “Using the CLI To Configure Ports”
on page 10-10.)

On the 2600, 2600-PWR, 4100g] and 6108 switches covered by this guide you
can configure up to six port trunk groups having up to four links each (with
additional standby links if you're using dynamic LACP). On the 2800 switches
covered by this guide you can configure up to 24 port trunk groups having up
to 8 links each (with additional standby links if you're using dynamic LACP).
You can configure trunk group types as follows:

Trunk Type Trunk Group Membership

TrkX (Static) DynX (Dynamic)
LACP Yes Yes
Trunk Yes No

Trunks configured as FEC (Fast Ethernet Channel) are not supported. To
configure port trunk groups, use static or LACP trunks. For release notes
describing the latest software updates, visit the ProCurve Networking website
at http://www.procurve.com. Click on Technical support, and then click
on Product manuals.

The following examples show how to create different types of trunk groups.
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Caution

Configuring a Static Trunk or Static LACP Trunk Group.

For 2600, 2600-PWR, 4100g], and 6108 switches:

Syntax:  trunk <port-list> < trk1 | trk2 | trk3 | trk4 [ trk5 | trk6 > < trunk | lacp >
For 2800 switches:

Syntax:  trunk <port-list> < trk1 ... trk24 > <trunk | lacp >

The following example uses ports C4 - C6 to create a non-protocol static trunk
group with the group name of Trk2.

ProCurve (config)# trunk c4-c6 trk2 trunk

Removing Ports from a Static Trunk Group. This command removes
one or more ports from an existing Trkx trunk group.

Removing aport from atrunk canresultin aloop and cause a broadcast storm.
When youremove aport from a trunk where STP is not in use, HP recommends
that you first disable the port or disconnect the link on that port.

Syntax:  no trunk < port-list >
This example removes ports C4 and C5 from an existing trunk group.

ProCurve (config)# no trunk c4-c5

Enabling a Dynamic LACP Trunk Group. In the default port configura-
tion, all ports on the switch are set to LACP Passive. However, to enable the
switch to automatically form a trunk group that is dynamic on both ends of
the link, the ports on one end of a set of links must be LACP Active. The ports
on the other end can be either LACP Active or LACP Passive. This command
enables the switch to automatically establish a dynamic LACP trunk group
when the device ports on the other end of the link are configured for LACP
Passive.

12-16



Port Trunking
Port Status and Configuration

Switch “A” Switch “B”
with ports set y 4 with ports set
to LACP 4 to LACP
passive (the passive (the
default). default).

Dynamic LACP trunk cannot automatically form because both
ends of the links are LACP passive.

(In this case STP blocking is needed to prevent a loop.

Switch “A” N Switch “B”
with ports set l ] with ports set
to LACP \Vj to LACP
active. passive (the
default).

Dynamic LACP trunk automatically forms because both
ends of the links are LACP and at least one end is LACP
active. (STPis notneeded, and the clear advantages are
increased bandwidth and fault-tolerance.)

Caution

Figure 12-10. Example of Criteria for Automatically Forming a Dynamic LACP Trunk
Syntax:  interface < port-list > lacp active
This example uses ports C4 and C5 to enable a dynamic LACP trunk group.

ProCurve (config)# interface c4-c5 lacp active

Removing Ports from a Dynamic LACP Trunk Group. Toremove aport
from dynamic LACP trunk operation, you must turn off LACP on the port. (On
aportin an operating, dynamic LACP trunk, you cannot change between LACP
Active and LACP passive without first removing LACP operation from the
port.)

Unless STP is running on your network, removing a port from a trunk can
result in a loop. To help prevent a broadcast storm when you remove a port
from a trunk where STP is not in use, HP recommends that you first disable
the port or disconnect the link on that port.
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Note

Syntax: no interface <port-list> lacp

In this example, port C6 belongs to an operating, dynamic LACP trunk. To
remove port C6 from the dynamic trunk and return it to passive LACP, you
would do the following:

ProCurve> (config)# no interface c6 lacp
ProCurve> (config)# interface c6 lacp passive

Note that in the above example, if the port on the other end of the link is
configured for active LACP or static LACP, the trunked link will be re-
established almost immediately.

Web: Viewing Existing Port Trunk Groups

While the web browser interface does not enable you to configure a port trunk
group, it does provide a view of an existing trunk group.

To view any port trunk groups:
Click on the Status tab.

Click on Port Status.

Trunk Group Operation Using LACP

The switch can automatically configure a dynamic LACP trunk group or you
can manually configure a static LACP trunk group.

LACP requires full-duplex (FDx) links of the same media type (10/100Base-T,
100FX, etc.) and the same speed, and enforces speed and duplex conformance
across a trunk group.

LACP trunk status commands include:

Trunk Display Method Static LACP Trunk  Dynamic LACP Trunk
CLI show lacp command Included in listing.  Included in listing.
CLI show trunk command Included in listing.  Notincluded.

Port/Trunk Settings screen in menu interface  Included in listing.  Notincluded

Thus, to display a listing of dynamic LACP trunk ports, you must use the show
lacp command.
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Note Dynamic LACP trunks operate only in the default VLAN (unless GVRP is
enabled and Forbid is used to prevent the trunked ports from joining the default
VLAN). Thus, if an LACP dynamic trunk forms using ports that are not in the
default VLAN, the trunk will automatically move to the default VLAN unless
GVRP operation is configured to prevent this from occurring. In some cases,
this can create a traffic loop in your network. For more on this topic, refer to
“VLANs and Dynamic LACP” on page 12-24.

In most cases, trunks configured for LACP operate as described in table 12-4
on the next page.
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Table 12-4. LACP Trunk Types

LACP PortTrunk Operation

Configuration

Dynamic LACP

This option automatcally establishes an 802.3ad-compliant trunk group, with LACP for the port Type

parameter and DynX for the port Group name, where Xis an automatically assigned value from 1to 6

(2600, 2600-PWR, 4100gl, and 6108) or 1 to 24 (2800), depending on how many dynamic and static trunks

are currently on the switch. (The 2600, 2600-PWR, 4100g|, and 6108 switches allow a maximum of six

trunk groups in any combination of static and dynamic trunks; the 2800 switch allows a maximum of 24

trunk groups in any combination of static and dynamic trunks.)

Under the following conditions, the switch automatically establishes a dynamic LACP port trunk group

and assigns a port Group name:

e The ports on both ends of a link have compatible mode settings (speed and duplex).

¢ The port on one end of a link must be configured for LACP Active and the port on the other end of
the same link must be configured for either LACP Passive (the default) or LACP Active. For example:

Switch 1 Switch 2
Port X: Port A:

LACP Enable: Active <= ACtve-to-Active LACP Enable: Active
PortY: Port B:

LACP Enable: Active <= active-to-Passive LACP Enable: Passive

Either of the above link configurations allow a dynamic LACP trunk link.

Standby Links: A maximum of four (2600, 2600-PWR, 4100gl, and 6108) or eight (2800) operating links
are allowed in the trunk, but, with dynamic LACP, you can configure one or more backup links that the
switch automatically activates if a primary link fails. To configure a link as a standby for an existing
dynamic LACP trunk, ensure that the ports in the standby link are configured the same as either of the
above examples.

Displaying Drlnamic LACP Trunk Data: To list the configuration and status for a dynamic LACP trunk,
use the CLI show lacp command.

Note: The dynamic trunk is automatically created by the switch, and is not listed in the static trunk
listings available in the menu interface or in the CLI show trunk listing.

Static LACP

The trunk operates if the trunk group onthe opposite device is running one of the following trunking
protocols:

e Active LACP

¢ Passive LACP

e Trunk

This option uses LACP for the port Type parameter and TrkXfor the port Group parameter, where X
is an automatically assigned value from 1 to 6 (2600, 2600-PWR, 4100g!, and 6108) or 1 to 24 (2800),
depending on how many static trunks are currently operating on the switch. (The switch allows the
maximum number of trunk groups in any combination of static and dynamic trunks.)

Displaying Static LACP Trunk Data: To list the configuration and status for a static LACP trunk, use the
CLI show lacp command. To list a static LACP trunk with its assigned ports, use the CLI show trunk
command or display the menu interface Port/Trunk Settings screen.

Static LACP does not allow standby ports.
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Default Port Operation

In the default configuration, all ports are configured for passive LACP. How-
ever, if LACP is not configured, the port will not try to detect a trunk config-
uration and will operate as a standard, untrunked port.

Note Passive and active LACP port will pause and listen for LACP packets once a
link is established. Once this pause is complete then the port, if a trunk is not
detected, will be placed in forwarding mode. Some end-node applications have
been found to be sensitive to this pause and may require LACP to be disabled
on the port.

The following table describes the elements of per-port LACP operation. To
display this data for a particular switch, execute the following command in
the CLI:

ProCurves> show lacp
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Table 12-5. LACP Port Status Data

Status Name

Port Numb

LACP Enabled

Trunk Group

Port Status

LACP Partner

LACP Status

Shows the physical port number for each port confgured for LACP operation (C1, C2, C3.. .. .). Unlisted
port numbers indicate that the missing ports are assigned to a static Trunk group or are not configured
for any trunking.

Active: The port automatically sends LACP protocol packets.
Passive: The port does not automatically send LACP protocol packets, and responds only if it receives
LACP protocol packets from the opposite device.
Alink having either two active LACP ports or one active port and one passive port can perform dynamic
LACP trunking. A link having two passive LACP ports will not perform LACP trunking because both ports
are waiting for an LACP protocol packet from the opposite device.

Note: In the default switch configuration, all ports are configured for passive LACP operation.

TrkX: This port has been manually configured into a static LACP trunk.
Trunk Group Same as Port Number: The port is configured for LACP, but is not a member of a port trunk.

Up: The port has an active LACP link and is not blocked or in Standby mode.

Down: The portis enabled, butan LACP link is not established. This canindicate, for example, a port that
is not connected to the network or a speed mismatch between a pair of linked ports.

Disabled: The port cannot carry traffic.

Blocked: LACP, or STP has blocked the port. (The port is not in LACP Standby mode.) This may be due
to a trunk negotiation (very brief) or a configuration error such as differing port speeds on the same link
or attempting to connect the switch to more than the maximum number of supported trunks.

Standby: The portis configured for dynamic LACP trunking to another device, but the maximum number
of ports for the Dynamic trunk to that device has already been reached on either the switch itself or the
other device. This port will remain in reserve, or “standby” unless LACP detects that another, active link
inthe trunk has become disabled, blocked, or down. In this case, LACP automatically assigns a Standby
port, if available, to replace the failed port.

Yes: LACP is enabled on both ends of the link.

No: LACP is enabled on the switch, but either LACP is not enabled or the link has not been detected on
the opposite device.

Success: LACP is enabled on the port, detects and synchronizes with a device on the other end of the
link, and can move traffic across the link.

Failure: LACP is enabled on a port and detects a device on the other end of the link, but is not able to
synchronize with this device, and therefore not able to send LACP packets across the link. This can be
caused, for example, by an intervening device on the link (such as a hub), a bad hardware connection,
or if the LACP operation on the opposite device does not comply with the IEEE 802.3ad standard.
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LACP Notes and Restrictions

802.1X (Port-Based Access Control) Configured on a Port. To main-

tain security, LACPisnot allowed on ports configured for 802.1X authenticator
operation. If you configure port security on a port on which LACP (active or
passive) is configured, the switch removes the LACP configuration, displays
anotice that LACP is disabled on the port(s), and enables 802.1X on that port.

ProCurve (config)# aaa port-access authenticator e bl
LACP has been disabled on 802.1X port(s).

The switch will not allow you to configure LACP on a port on which port
access (802.1X) is enabled. For example:

ProCurve (config)# int bl lacp passive
Error configuring port < port-number >: LACP and 802.1X cannot be run

together.

To restore LACP to the port, you must first remove the port’s 802.1X configu-
ration and then re-enable LACP active or passive on the port.

Port Security Configured on a Port. To maintain security, LACP is not
allowed on ports configured for port security. If you configure port security
on a port on which LACP (active or passive) is configured, the switch removes
the LACP configuration, displays a notice that LACP is disabled on the port(s),
and enables port security on that port. For example:

ProCurve (config)# port-security al7 learn-mode static address-limit 2
LACP has been disabled on secured port(s).

The switch will not allow you to configure LACP on a port on which port
security is enabled. For example:

ProCurve (config)# int al7 lacp passive
Error configuring port Al7: LACP and port security cannot be run together.

To restore LACP to the port, you must remove port security and re-enable
LACP active or passive.

Changing Trunking Methods. To convert a trunk from static to dynamic,
you must first eliminate the static trunk.
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Static LACP Trunks. Where a port is configured for LACP (Active or
Passive), but does not belong to an existing trunk group, you can add that port
to a static trunk. Doing so disables dynamic LACP on that port, which means
you must manually configure both ends of the trunk.

Dynamic LACP Trunks. You can configure a port for LACP-active or LACP-
passive, but on a dynamic LACP trunk you cannot configure the other options
that you can on static trunks. If you want to manually configure a trunk, use
the trunk command. (Refer to “Using the CLI To Configure a Static or Dynamic
Trunk Group” on page 12-15.)

VLANs and Dynamic LACP. A dynamic LACP trunk operates only in the

default VLAN (unless you have enabled GVRP on the switch and use Forbid to

prevent the ports from joining the default VLAN).

m If you want to use LACP for a trunk on a non-default VLAN and GVRP is
disabled, configure the trunk as a static trunk.

m If there are ports that you do not want on the default VLAN, ensure that
they cannot become dynamic LACP trunk members. Otherwise a traffic
loop can unexpectedly occur. For example:

VLAN-1 C——17 VLAN-1 VLAN-1 OO—F11 VLAN-1
(Default (Default (Default (Default
VLAN) VLAN) VLAN) O 1 VLAN)
] 1
1
VLAN-2 CH———1J VLAN-2 VLAN-2 . VLAN-2

If the ports in VLAN 2 are configured to allow a dynamic trunk (and GVRP is disabled), adding a
second link in VLAN 2 automatically forms a dynamic LACP trunk and moves the trunk to VLAN-1
(the default VLAN), which creates a traffic loop in VLAN 1 between the two switches and
eliminates the link in VLAN 2 between the two switches.

Figure 12-11. A Dynamic LACP Trunk Forming in a VLAN Can Cause a Traffic Loop

Easy control methods include either disabling LACP on the selected ports or
configuring them to operate in static LACP trunks.

STP and IGMP. Ifspanningtree (STP) and/or IGMP is enabled in the switch,
a dynamic LACP trunk operates only with the default settings for these
features and does not appear in the port listings for these features.
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Half-Duplex and/or Different Port Speeds Not Allowed in LACP
Trunks. The ports on both sides of an LACP trunk must be configured for
the same speed and for full-duplex (FDx). The 802.3ad LACP standard speci-
fies a full-duplex (FDx) requirement for LACP trunking.

A port configured as LACP passive and not assigned to a port trunk can be
configured to half-duplex (HDx). However, in any of the following cases, a
port cannot be reconfigured to an HDx setting:

m Ifaportissetto LACP Active, you cannot configure it to HDx.

m Ifaportisalready amember of astatic or dynamic LACP trunk, you cannot
configure it to HDx.

m Ifaportisalready set to HDx, the switch does not allow you to configure
it for a static or dynamic LACP trunk.

Dynamic/Static LACP Interoperation: A port configured for dynamic
LACP can properly interoperate with a port configured for static (TrkX) LACP,
but any ports configured as standby LACP links will be ignored.

Trunk Group Operation Using the “Trunk” Option

This method creates a trunk group that operates independently of specific
trunking protocols and does not use a protocol exchange with the device on
the other end of the trunk. With this choice, the switch simply uses the SA/DA
method of distributing outbound traffic across the trunked ports without
regard for how that traffic is handled by the device at the other end of the
trunked links. Similarly, the switch handles incoming traffic from the trunked
links as if it were from a trunked source.

Use the Trunk option when you are trying to establish a trunk group between
the switch and another device, but the other device’s trunking operation fails
to interoperate properly with LACP trunking configured on the switch itself.

How the Switch Lists Trunk Data

Static Trunk Group: Appears in the menu interface and the output from the
CLI show trunk and show interfaces commands.

Dynamic LACP Trunk Group: Appears in the output from the CLI show lacp
command.
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Interface Option Dynamic LACP  Static LACP Static Non-Protocol
Trunk Group Trunk Group Trunk Group

Menu Interface No Yes Yes

CLI:
show trunk No Yes Yes
show interfaces No Yes Yes
show lacp Yes Yes No
show spanning-tree No Yes Yes
show igmp No Yes Yes
show config No Yes Yes

Outbound Traffic Distribution Across Trunked Links

Both trunk group options (LACP and Trunk) use source-destination address
pairs (SA/DA) for distributing outbound traffic over trunked links.

SA/DA (source address/destination address) causes the switch to distribute
outbound traffic to the links within the trunk group on the basis of source/
destination address pairs. That is, the switch sends traffic from the same
source address to the same destination address through the same trunked link,
and sends traffic from the same source address to a different destination
address through a different link, depending on the rotation of path assign-
ments among the links in the trunk. Likewise, the switch distributes traffic for
the same destination address but from different source addresses through
different links. Because the amount of traffic coming from or going to various
nodes in a network can vary widely, it is possible for one link in a trunk group
to be fully utilized while others in the same trunk have unused bandwidth
capacity even though the address assignments are evenly distributed across
the links in a trunk. In actual networking environments, this is rarely a
problem. However, if it becomes a problem, you can use the ProCurve Man-
ager Plus network management software to quickly and easily identify the
sources of heavy traffic (top talkers) and make adjustments to improve
performance.

Broadcasts, multicasts, and floods from different source addresses are dis-
tributed evenly across the links. As links are added or deleted, the switch
redistributes traffic across the trunk group. For example, in figure 12-12
showing a three-port trunk, traffic could be assigned as shown in table 12-6.
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switch [€2 [ Switch

L7
ddbs

Figure 12-12. Example of Port-Trunked Network

Table 12-6. Example of Link Assignments in a Trunk Group (SA/DA Distribution)

Source: Destination: Link:
Node A Node W 1
Node B Node X 2
Node C Node Y 3
Node D Node Z 1
Node A Node Y 2
Node B Node W 3
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Note

Using SNMP Tools To Manage the Switch

Overview

You can manage the switch via SNMP from a network management station
running an application such as ProCurve Manager (PCM) or ProCurve
Manager Plus (PCM+). For more on PCM and PCM+, visit the ProCurve web
site at:

http://www.procurve.com

Click on products index in the sidebar, then click on the appropriate link
appearing under the Network Management heading.

This section includes:
m  An overview of SNMP management for the switch
m  Configuring the switches for:
e  SNMP Communities (page 13-12)
e Trap Receivers and Authentication Traps (page 13-18)

m Information on advanced management through RMON Support (page
13-24)

To implement SNMP management, the switch must have an IP address,
configured either manually or dynamically (using DHCP or Bootp). If multiple
VLANS are configured, each VLAN interface should have its own IP address.
For DHCP use with multiple VLANS, see the chapter on VLANS in the
Advanced Traffic Management Guide.

If you use the switch’s Authorized IP Managers and Management VLAN
features, ensure that the SNMP management station and/or the choice of
switchportused for SNMP access to the switch are compatible with the access
controls enforced by these features. Otherwise, SNMP access to the switch
will be blocked. For more on Authorized IP Managers, refer to the Access
Security Guide on the Documentation CD-ROM shipped with your switch.
(For the latest version of this guide, visit the ProCurve web site.) For
information on the Management VLAN feature, see the chapter on VLANSs in
the Advanced Traffic Management Guide.
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SNMP Management Features

SNMP management features on the switch include:
m  SNMP version 1, version 2c or version 3 over IP
m  Security via configuration of SNMP communities (page 13-4)
m  Security via authentication and privacy for SNMP Version 3 access
m  Event reporting via SNMP
e Version 1 traps
e RMON
ProCurve Manager/Plus support
Flow sampling using either EASE or sFlow

Standard MIBs, such as the Bridge MIB (RFC 1493), Ethernet MAU MIB
(RFC 1515), and others

The switch SNMP agent also uses certain variables that are included in a
Hewlett-Packard proprietary MIB (Management Information Base) file. To
ensure that you have the latest version in the database of your SNMP network
management tool, you can copy the MIB file from the ProCurve Networking
web site at:

http://www.procurve.com

Click on software, then MIBs.

Configuring for SNMP Access to the Switch

SNMP access requires an IP address and subnet mask configured on the
switch. For managed switches, ProCurve recommends permanent IP
addressing. (Refer to “IP Configuration” on page 8-3.)

Once an IP address has been configured, the main steps for configuring SNMP
version 1 and version 2c access management features are:

1. Configure the appropriate SNMP communities. (Refer to “SNMP Commu-
nities” on page 13-12.)

2. Configure the appropriate trap receivers. (Refer to “SNMP Notification
and Traps” on page 13-18.)

In some networks, authorized IP manager addresses are not used. In this case,
all management stations using the correct community name may access the
switch with the View and Access levels that have been set for that community.
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If you want to restrict access to one or more specific nodes, you can use the
switch’s IP Authorized Manager feature. (Refer to the Access Security Guide
for your switch.)

The “public” community exists by default and is used by ProCurve’s network
management applications. Deleting the “public” community disables many
network management functions (such as auto-discovery, traffic monitoring,
SNMP trap generation, and threshold setting). If security for network
management is a concern, it is recommended that you change the write access
for the “public” community to “Restricted”.

Configuring for SNMP Version 3 Access to the Switch

SNMP version 3 (SNMPv3) access requires an IP address and subnet mask
configured on the switch. (See “IP Configuration” on page 8-3.) If you are using
DHCP/Bootp to configure the switch, ensure that the DHCP/Bootp process
provides the IP address. (See “DHCP/Bootp Operation” on page 8-12.)

Once an IP address has been configured, the main steps for configuring SNMP
version 3 access management features are:

1. Enable SNMPv3 for operation on the switch (Refer to “SNMP Version 3
Commands” on page 13-6).

2. Configure the appropriate SNMP users. (Refer to “SNMP Version 3 Users”
on page 13-8).

3. Configure the appropriate SNMP communities. (Refer to “SNMP Commu-
nities” on page 13-12.)

4. Configure the appropriate trap receivers. (Refer to “SNMP Notification
and Traps” on page 13-18.)

In some networks, authorized IP manager addresses are not used. In this case,
all management stations using the correct User and community name may
access the switch with the View and Access levels that have been set for that
community. If you want to restrict access to one or more specific nodes, you
can use the switch’s IP Authorized Manager feature. (Refer to the Access
Security Guide for your switch.)
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SNMP Version 3 Commands

SNMP version 3 (SNMPv3) adds new commands to the CLI for configuring
SNMPv3 functions. You can:

m  Enable SNMPv3 with the snmpv3 enable command. An initial user entry
will be generated with MD5 authentication and DES privacy.

Restrict access to only SNMPv3 agents with the snmpv3 only command.

Restrict write access to only SNMPv3 agents with the snmpv3 restricted-
access command

Caution Restricting accessto only version 3 messages will make the community named
“public” inaccessible to network management applications (such as auto-
discovery, traffic monitoring, SNMP trap generation, and threshold setting).

Syntax: [no] snmpv3 enable

Enable and disable the switch for access from SNMPv3
agents. This includes the creation of the initial user record.

[no] snmpv3 only

Enables or disables restrictions to access from only SNMPv3
agents. When enabled, the switch rejects all non-SNMPv3
messages.

[no] snmpv3 restricted-access

Enables or disables restrictions from all non- SNMPv3 agents
to read only access.

show snmpv3 enable
Displays the operating status of SNMPv3.
show snmpv3 only

Displays the status of message reception of non-SNMPv3
messages.

show snmpv3 restricted-access

Displays the status of write messages of non-SNMPv3
messages.
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SNMPv3 Enable

The snmpv3 enable command starts a dialog that performs three functions:
enabling the switch to receive SNMPv3 messages, configuring the initial users,
and, optionally, to restrict non version-3 messages to “read only”. Figure 13-1
shows and example of this dialog.

Note: For most SNMPv3 management software to be able to create new users, they
SNMP must have an initial user record clone. These records can be downgraded,
Version 3 (given fewer features), but not upgraded with new features added. For this
Initial Users reason ProCurve recommends that you create a second user with SHA and

DES at when you enable SNMPv3

- . . i LT = = = = — — ~
/ Creating user 'dnitial'

Privacy protocol is DES Set restriction on

Enter priwvacy password: FFFrrrss _ non-SNMPv3 messages.
TUser creation is done. SNMPw3 is now functional.

Would ywou like to restrict SNMPwl and SNMPvwZc messages to hawe read only
access (you can set this later by the command 'smmp restrict-access'): n

EroCurve (configl# smuwpw3d enable
SNMPw3 Initialization process. <‘_“_‘_‘_“_““‘—-‘ Enable

Enter authentication password: FH+F+Ex+
Priwvacy protocol is DES

Enter privacy password: *r+*r++x* Create initial user models for SNMPv3

Authentication Protocol: MIXE \
I
I
| management applications.

TU=ser 'initial' is created
Would ywou like to create a user that uses SHAT
Enter user name: templateHL

Authentication Protocol: SHA
Enter authentication password: FHF+Exxs |

Figure 13-1. Example of SNMP version 3 Enable Command
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SNMP Version 3 Users

The second step to using SNMPv3 on the switch is to configure the users that
you assign to different groups. To establish users on the switch:

a. Add the users to the User table. This is done with the snmpv3 user
command. To view the users in the list you use the show snmpv3 user
command.

b. Assign users to Security Groups based on their security model.

Caution When stacking is enabled, SNMPv3 provides security only between an
SNMPv3 management station and the stack manager. Communications
between the stack commander and stack members is not secure.

Syntax: [no] snmpv3 user user_name [auth <md5 | sha><auth_pass>] [priv
priv_pass]

Add or Deletes an user entry for snmpv3. Authorization
and Privacy are optional, but to use privacy you must
use authorization. When deleting a user only the
user_name 1s required

[auth <md5 | sha> <auth_pass>]

With authorization you can select either md5
authentication or sha authentication. The auth_pass
must be 6-32 characters in length and must be included
when authentication is included. (Default: None)

[priv priv_pass]

With privacy the switch only supports DES (56-bit)
encryption. The privacy password priv_pass must be
6-32 characters in length and must be included when
priv is included. (Default: None)

[no] snmpv3 group group_name user user_name sec-model <ver1l ver2c
[ ver3>

This command assigns or removes a user to a security
group for access right to the with. To delete a entry all
fields must be used.

group group_name

This is the group privileges that will be assigned to the
user. For more details see “Group Access Levels” on
page 13-11.
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[no] snmpv3 group group_name user user_name sec-model <ver1l ver2c
| ver3> (— Continued —)

user user_name

This is the user to be added to the access group. This
must match the user name added with the snmpv3 user
command.

sec-model <ver1 | ver2c | ver3>

This defines which security model to use for the added
user. A SNMPv3 access Group should only use the ver3
security model.

To establish a user you must first add the user names to the list of known users.
Add user names with the snmpv3 user CLI command.

Add user Network Admin with no
/ Authentication or Privacy
EroCurve (config)# smmpwd user Networkidmin

Add user Network Mgr with / Authentication is set to Md5 Privacy is used and the
authentication and privacy and the password is authpass password is set privpass

EroCurve (config)# show smmpw3 user

Status and Counters - SNMP w3 Global Configuaration Information
User MName Luth. Protocol Privacy Protocol
Networkldmin None None

NetworkMgr M & des

initial Mo E des

tenplateSHL BHA des

Figure 13-2. Adding and showing Users for SNMPv3
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Then you must set the group access level to the user. This is done with the

snmpv3 group command. For more details on the MIBs access for a give group

see “Group Access Levels” on page 13-11.

Add NetworkAdmin to
operator noauth group

Security Name

Security Model Group Name

ProCurve (config)# shmpwid group operatornoaath user Networklddmin sec-model werd

Profurve (config)$ shmpvw? group managerpriv user NetworkMgr sec- model wers

EroCurve i .
{eonfigl$ show snupw3 group \ Add NetwrokMgr to managerpriv group

Btatus and Counters - SNMP w3 Global Configquration Information

Pre-assigned groups for

--------------------------------------------------------- access by Version 2¢ and

F CommunityManagerBeadinly  werl  ComManagerB version 1 management
| CommunityManagerReadirite werl ComManagerEW  applications
| CommunitylperatorReadinly werl ComOperator Bl
CommunitylperatorReadlilrite werl ComOperator BT
| CommunityManager PeadOnly werZc ComMlanagqerh
| CommunityManager Peadllrite wErZo Comflanager BT
| CommunitylperatorReadinly werIc ComOperator Bl
LCummunityﬂperatnrReadWrite werIc IZn:m:LIIIpersn:n:urRIlI_l
NetworkMgr wersd ManagerPriv
Networkidmin werd OperatorMoluth

Figure 13-3. Assign Users to group for SNMPv3

Caution Adding a user without authentication and/or privacy to a group that requires
it will cause the user to not be able to access the switch. You should only add

users to the group that is appropriate for their security parameters
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The switch supports eight predefined group access levels. There are four
levels for use with version 3 users and four are used for access by version 2¢
or version 1 management applications.

Group Name Group Access Type Group Read View Group Write View
managerpriv Ver3 Must have Authentication ~ ManagerReadView ManagerWriteView
and Privacy
managerauth Ver3 Must have Authentication ~ ManagerReadView ManagerWriteView
operatorauth Ver3 Must have Authentication ~ OperatorReadView DiscoveryView
operatornoauth Ver3 No Authentication OperatorReadView DiscoveryView
commanagerrw Ver2c or Ver1 ManagerReadView ManagerWriteView
commanagerr Ver2c or Ver1 ManagerReadView DiscoveryView
comoperatorrw Ver2c or Ver1 OperatorReadView OperatorReadView
comoperatorr Ver2c or Ver1 OperatorReadView DiscoveryView
Each view allows you to view or modify a different set of MIBs.
m Manager Read View - access to all managed objects
m Manager Write View — access to all managed objects except the follow-
ing: vacmContextTable, vacmAccessTable, vacmViewTreeFamilyTable
m  OperatorReadView — no access to icfSecurityMIB, ProCurvelpTftp-
Mode, vacmContextTable, vacmAccessTable, vacmViewTreeFami-
lyTable, usmUserTable, snmpCommunityTable
m Discovery View — Access limited to samplingProbe MIB.
Note All access groups and views are predefined on the switch. There is no method

to modify or add groups or views to those that are pre-defined on the switch.
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SNMP Communities

SNMP commuities are supported by the switch to allow management
application that use version 2c or version 1 to access the switch. The
communities are mapped to Group Access Levels that are used for version 2c
orversion 1 support. For more information see “Group Access Levels” on page
13-11. This mapping will happen automatically based on the communities
access privileges, but special mappings can be added with the snmpv3
community command.

Syntax: [no] snmpv3 community

This command maps or removes a mapping of a
community name to a group access level. To remove a
mapping you only need the index_name.

<index < index-name >>

Thisis an index number or title for the mapping. The values of
1-5 are reserved and can not be mapped.

< name < com-name >>

This is the community name that is being mapped to a group
access level

< Sec-name < security-name >>

This is the group level that the community is being mapped.
For more information see “Group Access Levels” on page
13-11.

< tag < tag-value >>

Thisis used to specify which target address may have access
via this index reference.
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Figure 13-4 shows the assigning of the Operator community on MgrStationl
to the CommunityOperatorReadWrite group. Any other Operator only has an
access level of CommunityOperatorReadOnly.

Add mapping to allow write access for
Operator community on MgrStation1

ProCurve (config)# shmpwd community index 30 name Operator sSec-hn ame
CommunityManagerPeadllrite tag MygrStationl

ProCurve (config)# show snmpw3d commuanity Two Operator Access Levels

snmpConmanityTable [rfcZE576]

Index Name Community Name Security Mame

1 public ConmunityManager Peadllrite
z Operator CommunitydperatorPeadinly
3 Manager CommunityManager Beadllrite
20 Operator CommunityManager Beadllrite

Figure 13-4. Assigning a Community to a Group Access Level

Table 13-1. SNMP Community Features

Feature Default Menu CLI Web
show SNMP communities n/a page page —
13-14 13-16
configure identity information none — page
13-17
configure community names public page page —
MIB view for a community name 13'“14 13‘1“7
(operator, manager) manager
write access for default - -
community name unrestricted

Use SNMP communities to restrict access to the switch by SNMP management
stations by adding, editing, or deleting SNMP communities. You can configure
up to five SNMP communities, each with either an operator-level or a manager-
level view, and either restricted or unrestricted write access.

Using SNMP requires that the switch have an IP address and subnet mask
compatible with your network.
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Caution

Note: This screen gives
an overview of the
SNMP communities
that are currently
configured. All fields in
this screen are read-
only.

Deleting or changing the community named “public” prevents network
management applications (such as auto-discovery, traffic monitoring, SNMP
trap generation, and threshold setting) from operating in the switch.
(Changing or deleting the “public” name also generates an Event Log
message.) If security for network management is a concern, it is
recommended that you change the write access for the “public” community
to “Restricted”.

Menu: Viewing and Configuring non-SNMP version 3
Communities

To View, Edit, or Add SNMP Communities:

1. From the Main Menu, Select:
2. Switch Configuration...
6. SNMP Community Names

==========================_ (CONSOLE — HMANAGER MODE —============================
Switch Configuration — SHMP Communities

Community Hame HMIE View Write Access

Add and Edit options are
ublic Manager  Unrestrictes used to modify the SNMP
options. See figure 8-2.

Actions—>» Bacl Add Edit Delete Help

Uze upsdown arrow kevs to change record selection., leftsright arrow keys to
change action =s=election, and <Enter: to execute acticn.

Figure 13-5. The SNMP Communities Screen (Default Values)
2. Press [A] (for Add) to display the following screen:
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If you are adding a
community, the
fields in this screen
are blank.

If you are editing an
existing community,
the values for the
currently selected
Community appear
in the fields.
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==========================_ CQNSOLE — MANAGER MODE —============================
Switch Configuration — SHMP Communities

Community Name : [N

HIE View : Manager Write Access | Restricted

\¥ Type the value for this field.

Use the Space bar to select

Aotions-»  Cancel Edit Save values for other fields

zitive; =
toggle field choices.

Enter Community Hame — up to 16 charac as =
Tse arrov keys to change field selection, <Space: to

and <Enter: to go to Actions.

Figure 13-6. The SNMP Add or Edit Screen

Need Help? If you need information on the options in each field, press
[Enter] to move the cursor to the Actions line, then select the Help option
on the Actions line. When you are finished with Help, press [E] (for Edit)
to return the cursor to the parameter fields.

3. Enterthe name you want in the Community Name field, and use the Space
bar to select the appropriate value in each of the other fields. (Use the
[Tab] key to move from one field to the next.)

4. Press [Enter], then [S] (for Save).
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CLI: Viewing and Configuring SNMP Community Names

Community Name Commands Page
show snmp-server [<community-string>] 13-16
[no] snmp-server 13-17
[community <community-str>] 13-17
[host <community-str> <ip-addr>] 13-22

[<none | debug | all | not-info | critical>]

[enable traps <authentication> 13-23

Listing Community Names and Values. This command lists the data for
currently configured SNMP community names (along with trap receivers and
the setting for authentication traps — see “SNMP Notification and Traps” on
page 13-18).

Syntax: show snmp-server [<community-string>]

This example lists the data for all communities in a switch; that is, both the
default ProCurve "public" community name and another community named
"blue-team".

ProCurved show snmnp—ssrver

Default L
Community and SHMF Communities
Settings . . .

Community Name HIE View Write Access

\\\\“‘——P-public Hanager Unrestricted

Non-Default — hlue—tean Operator Restricted
Community and .
Settings Trap Receivers

Send Authentication Traps [Ho] : Ho

/"

Trap Receiver Address Community Events Sent in Trap
Data (See page
13-18.)

Figure 13-7. Example of the SNMP Community Listing with Two Communities

To list the data for only one community, such as the "public" community, use
the above command with the community name included. For example:

ProCurve# show snmp-server public
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Configuring Community Names and Values. The snmp-server command
enables you to add SNMP communities with either default or specific access
attributes, and to delete specific communities.

Syntax: [no] snmp-server community < community-name >

Configures a new community name. If you do not also
specify operator or manager, the switch automatically
assigns the community to the operator MIB view. If you
do not specify restricted or unrestricted, the switch
automatically assigns the community to restricted
(read-only) access. The no form uses only the
<community-name > variable and deletes the named
community from the switch.

[operator | manager]

Optionally assigns an access level. At the operator level
the community can access all MIB objects except the
CONFIG MIB. At the manager level the community can
access all MIB objects.

[restricted | unrestricted]

Optionally assigns MIB access type. Assigning the
restricted type allows the community to read MIB
variables, but not to set them. Assigning the unrestricted
type allows the community to read and set MIB
variables.

For example, to add the following communities:

Community Access Level Type of Access

red-team manager unrestricted
(Access to all MIB objects.) (read/write)

blue-team operator restricted
(Access to all MIB objects (read-only)

except the CONFIG MIB.)

ProCurve (config)# snmp-server community red-team
manager unrestricted

ProCurve (config)# snmp-server community blue-team
operator restricted

To eliminate a previously configured community named "gold-team":

ProCurve (config) # no snmp-server community gold-team
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SNMP Notification and Traps

The switches covered in this guide support the SNMPv3 notification process.
They also support version lor version 2c traps. For more information on

version 1 or version 2c traps, see “Trap Features” on page 13-20. The SNMPv3
notification process allows for the messages passed to be authenticated and
encrypted if you choose. To set up a SNMPv3 notification there are three steps:

1. Establish a Notification with the snmpv3 notify command.

2. Point the notification to a Address with the snmpv3 targetaddress com-
mand.

3. Establish a parameter record for the target address with the snmpv3
params command.

Syntax.

[no] snmpv3 notify < notify-name > [ tagvalue < tag-name > ]

This adds or deletes a notification request. To remove
a mapping you only need the notify-name.

[no] snmpv3 targetaddress < addr-name > params < parms-name>
< IP-Addr >

Add or delete an address where notification messages
are sent.

filter < none | debug | all I not-info | critical >

This filter messages to restrict type of messages
transmitted to address. (Default: none)

udp-port < port >

This specifies the UDP port to use. (Default: 162)
port-mask < mask >

Used to specific a range of UDP ports. ( Default: 0)
addr-mask < mask >

Used to specify a range of address to transit notify
messages. ( Default: 0)

retries < value >

Number times to retransmit a message when no
response is reviewed. (Default: 3)

timeout < value >

How long to wait for a response for the target. ( Default:
1500)
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[no] snmpv3 targetaddress < addr-name > params < parms-name>
< IP-Addr > ( — Continued — )

max-msg-size<size>

The maximum number of bytes of length a message to
this target can be. ( Default:1472)

taglist < tag-params >

Set list of values used to select this entry from
snmpNotifyTable.

[no] snmpv3 params < params-name > user < user-name >

Add or delete a user parameter for use with target
address. The params-name must match the parms-name
in the targetaddress command. The user-name should be
a User from the user table. For more information on
users see “SNMP Version 3 Users” on page 13-8

A complete params command must also have a sec-model
and msg-processing entry.

< sec-model < verl | ver2c | ver3 >>

This established the security model to use for messages
passed to the targetaddress. IF ver3 is used then the
msg-processing must also be ver3.

< msg-processing < verl1 | ver2c | ver3> [noaut | auth | priv >

Establish the msg-processing for algorithm for
messages passed to the target address. If ver3is used
and sec-model is ver3 then you must select a security
services level (< noauth | auth | priv >)

paramsvalue matches
params name.

tagvalue matches taglist value.
ProCurve (configlf shwpw? notify MyWotificati ey

ProCurve (configlf sampw? targetaddress not_ad arams not_parms 15 EZLEL_ 123,109
filter not-infogtaglist not tag

Profurve (config!# snnpv3? parawms not_parms user NetworkMgr sec-model
message-processing vwerd priwv

= not_tag

wersd

Both ver3 means you must select a
security service level.

Figure 13-8. Example of SNMPv3 Configuration Session
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Note

Trap Features

Feature Default Menu CLI Web

snmp-server host (trap receiver) public — page —
13-22

snmp-server enable (authentication trap) none — page —
13-23

A trap recetver is a management station designated by the switch to receive
SNMP traps sent from the switch. An authentication trap is a specialized
SNMP trap sent to trap receivers when an unauthorized management station
tries to access the switch.

Fixed or "Well-Known" Traps: The switch automatically sends fixed traps
(such as "coldStart", "warmStart", "linkDown", and "linkUp") to trap receivers
using the public community name. These traps cannot be redirected to other
communities. Thus, if you change or delete the default public community
name, these traps will be lost.

Thresholds: The switch automatically sends all messages resulting from
thresholds to the network management station(s) that set the thresholds,
regardless of the trap receiver configuration.

In the default configuration, there are no trap receivers configured, and the
authentication trap feature is disabled. From the CLI you can configure up to
ten SNMP trap receivers to receive SNMP traps from the switch. As an option,
you can also configure the switch to send Event Log messages as traps. CLI:
Configuring and Displaying Trap Receivers

Trap Receiver Commands Page
show snmp-server 13-21
snmp-server host 13-22

<ip-addr> <community-name>
[none | all I non-infol critical | debug]

snmp-server enable traps authentication 13-22
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Using the CLI To List Current SNMP Trap Receivers.

This command lists the currently configured trap receivers and the setting for
authentication traps (along with the current SNMP community name data —
see “SNMP Communities” on page 13-12).

Syntax: show snmp-server

Displays current community and trap receiver data.

In the next example, the show snmp-server command shows that the switch
has been previously configured to send SNMP traps to management stations

” o«

belonging to the “public”, “red-team”, and “blue-team” communities.

ProCurve# show smmp-server
Example of F=mm == - ——- Tt T T T s s s - - = "
1 3NMP Communities

Community !
Name Data(See | Community MName — MIE View Write Access :
page 13-12.) . .
: public Operator Restricted E
i bBlue-team Manager Unrestricted,
L red-team Manager _ Unrestricted |

P e e e e e e em mm e e e e mm mm e e e o e mm mm e e e e e e e e e e e e e e e e e e = - -
|

Trap Receivers Authentication

/‘.’ gend Authentication Traps : o «—  Trap Setting
1

1

1

1

1

ExampleofTrap 1 &ddress Community Events Sent in Trap
Receiver Data : _________________________________________________________ :
' 10.28.227.200 public 411 !

o 10.28.227.105 red-team Critical 1

L 10.28.227.120 blue-team Not-INFO :

Figure 13-9. Example of Show SNMP-Server Listing
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Note

Configuring Trap Receivers. This command specifies trap receivers by
community membership, management station IP address, and the type of
Event Log messages to send to the trap receiver.

If you specify a community name that does not exist—that is, has not yet been
configured on the switch—the switch still accepts the trap receiver
assignment. However, no traps will be sent to that trap receiver until the
community to which it belongs has been configured on the switch.

Syntax: snmp-server host < community-string > < ip-address >

Using community name and destination IP address,
this command designates a destination network-
management station for receiving SNMP event log
messages from the switch. If you do not specify the
event level, then the switch does not send event log
messages as traps. You can specify up to ten trap
receivers (network management stations).

Note: In all cases, the switch sends any threshold
trap(s) to the network management station(s) that
explicitly set the threshold(s).

[<none | all | non-info | critical | debug>]

Options for sending switch Event Log messages to a
trap receiver. Refer toTable 13-2, “Options for Sending
Event Log Messages as Traps,” on page 13-22. Thelevels
specified with these options apply only to Event Log
messages, and not to threshold traps.

Table 13-2. Options for Sending Event Log Messages as Traps

Event Level Description

None (default) Send no log messages.

All Send all log messages.

Not INFO Send the log messages that are not information-only.
Critical Send critical-level log messages.

Debug Reserved for HP-internal use.
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For example, to configure a trap receiver in a community named "red-team"
with an IP address of 10.28.227.130 to receive only "critical" log messages:

ProCurve (config)# snmp-server trap-receiver red-team 10.28.227.130

Notes

Note

critical

To replace one community name with another for the same IP address, you
must use no snmp-server host < community-name> < ip-address > to delete the
unwanted community name. Otherwise, adding a new community name with
an IP address already in use with another community name simply creates
two allowable community name entries for the same management station.

If you do not specify the event level ([<none | all | non-info | critical | debug>])
then the switch does not send event log messages as traps. "Well-Known" traps
and threshold traps (if configured) will still be sent.

Using the CLI To Enable Authentication Traps

For this feature to operate, one or more trap receivers must be configured on
the switch. See “Configuring Trap Receivers” on page 13-22.

Using the CLI To Enable Authentication Traps.

Syntax: [no] snmp-server enable traps authentication

Enables or disables sending an authentication trap to the
configured trap recetver(s) if an unauthorized management
station attempts to access the switch.

For example:
ProCurve (config) # snmp-server enable traps authentication

Check the Event Log in the console interface to help determine why the
authentication trap was sent. (Refer to “Using Logging To Identify Problem
Sources” on page C-23.)
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Advanced Management: RMON

The switches covered in this guide support RMON (Remote Monitoring) on
all connected network segments. This allows for troubleshooting and
optimizing your network. The following RMON groups are supported:

m  Ethernet Statistics (except the numbers of packets of different frame
sizes)

Alarm
History (of the supported Ethernet statistics)
Event

The RMON agent automatically runs in the switch. Use the RMON
management station on your network to enable or disable specific RMON
traps and events.
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LLDP (Link-Layer Discovery Protocol)

To standardize device discovery on all ProCurve switches, LLDP has been
implemented while offering limited read-only support for CDP as
documented in this manual. For current information on your switch model,
consult the latest Release Notes (available on the ProCurve Networking web
site). If LLDP has not yet been implemented (or if you are running an older
verston of software), consult a previous version of the Management and
Configuration Guide for device discovery details.

Introduction

LLDP Features

Feature Default Menu CLI Web
View the switch’s LLDP configuration n/a — page13-32 —
Enable or disable LLDP on the switch Enabled — page13-34 —
Change the transmit interval (refresh-interval) for ~ 30 seconds — page13-35 —
LLDP packets

Change the holdtime multiplier for LLDP Packets 4seconds — pagel13-35 —
(holdtime-multiplier x refresh-interval = time-to-live)

Change the delay interval between advertisements 2seconds — page13-36 —
Changing the reinitialization delay interval 2seconds — page13-37 —
Configuring SNMP notification support Disabled @ — page13-37 —
Configuring transmit and receive modes tx_rx — page13-39 —
Configuring per-port advertisement content Enabled — page13-39 —
Displaying Advertisement Data and Statistics n/a — page13-41 —

The Link Layer Discovery Protocol (LLDP) provides a standards-based
method for enabling switches to advertise themselves to adjacent devices and
to learn about adjacent LLDP devices.

An SNMP utility can progressively discover LLDP devices in a network by:

1. Readingagiven device’s Neighbors table (in the Management Information
Base, or MIB) to learn about other, neighboring LLDP devices.

2. Using the information learned in step 1 to find and read the neighbor
devices’ Neighbors tables to learn about additional devices, and so on.
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Also, by using show commands to access the switch’s neighbor database for
information collected by an individual switch, system administrators can learn
about other devices connected to the switch, including device type
(capability) and some configuration information.

LLDP Terminology
Adjacent Device: Refer to “Neighbor or Neighbor Device”.
Advertisement: See LLDPDU.

Active Port: A port linked to another active device (regardless of whether
STP is blocking the link).

LLDP: Link Layer Discovery Protocol. ProCurve switches are compatible
with IEEE 802.1AB-2005.

LLDP-Aware: A device that has LLDP in its operating code, regardless of
whether LLDP is enabled or disabled.

LLDP Device: A switch, server, router, or other device running LLDP.

LLDP Neighbor: An LLDP device that is either directly connected to another
LLDP device or connected to that device by another, non-LLDP Layer 2 device
(such as a hub) Note that an 802.1D-compliant switch does not forward LLDP
data packets even if it is not LLDP-aware.

LLDPDU (LLDP Data Unit): LLDP data packets are transmitted on active
links and include multiple TLVs containing global and per-port switch
information. In this guide, LLDPDUs are termed “advertisements” or
“packets”.

MIB (Management Information Base): An internal database the switch
maintains for configuration and performance information.

Neighbor: See “LLDP Neighbor”.
Non_LLDP Device: A device that is not capable of LLDP operation.

TLV (Type-Length-Value): A data unit that includes a data type field, a data
unit length field (in bytes), and a field containing the actual data the unit is
designed to carry (as an alphanumeric string, a bitmap, or a subgroup of
information). Some TLVs include subelements that occur as separate data
points in displays of information maintained by the switch for LLDP
advertisements. (That is, some TLVs include multiple data points or
subelements.)
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General LLDP Operation

An LLDP packet contains data about the transmitting switch and port. The
switch advertises itself to adjacent (neighbor) devices by transmitting LLDP
data packets out all ports on which outbound LLDP is enabled, and reading
LLDP advertisements from neighbor devices on ports that are inbound LLDP-
enabled. (LLDP is a one-way protocol and does not include any
acknowledgement mechanism.) An LLDP-enabled port receiving LLDP
packets inbound from neighbor devices stores the packet data in a Neighbor
database (MIB).

Ports can also be enabled for reading CDP packets and storing the CDP data
in an LLDP-compatible version. See “LLDP and CDP Data Management” on
page 13-50 for details.

Packet Boundaries in a Network Topology

m  Where multiple LLDP devices are directly connected, an outbound LLDP
packet travels only to the next LLDP device. An LLDP-capable device does
not forward LLDP packets to any other devices, regardless of whether
they are LLDP-capable.

m  Anintervening hub or repeater forwards the LLDP packets it receives in
the same manner as any other multicast packets it receives. Thus, two
LLDP switches joined by a hub or repeater handle LLDP traffic in the same
way that they would if directly connected.

m  Any intervening 802.1D device, or Layer-3 device that is either LLDP-
unaware or has disabled LLDP operation, drops the packet.

LLDP Configuration Options

Enable or Disable LLDP on the Switch. In the default configuration,
LLDP is globally enabled on the switch. To prevent transmission or receipt of
LLDP traffic, you can disable LLDP operation (page 13-34).

Change the Frequency of LLDP Packet Transmission to Neighbor
Devices. On a global basis, you can increase or decrease the frequency of
outbound LLDP advertisements (page 13-35).

Change the Time-To-Live for LLDP Packets Sent to Neighbors. On a
global basis, you can increase or decrease the time that the information in an
LLDP packet outbound from the switch will be maintained in a neighbor LLDP
device (page 13-35).
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Transmit and Receive Mode. With LLDP enabled, the switch periodically
transmits an LLDP advertisement (packet) out each active port enabled for
outbound LLDP transmissions, and receives LLDP advertisements on each
active port enabled to receive LLDP traffic (page 13-39). Per-Port
configuration options include four modes:

m  Transmit and Receive (tx_rx): This is the default setting on all ports. It
enables a given port to both transmit and receive LLDP packets, and to
store the data from received (inbound) LLDP packets in the switch’s MIB.

m  Transmit only (txonly): This setting enables a port to transmit LLDP
packets that can be read by LLDP neighbors. However, the port drops
inbound LLDP packets from LLDP neighbors without reading them. This
prevents the switch from learning about LLDP neighbors on that port.

m  Receive only (rxonly): This setting enables a port to receive and read LLDP
packets from LLDP neighbors, and to store the packet data in the switch’s
MIB. However, the port does not transmit outbound LLDP packets. This
prevents LLDP neighbors from learning about the switch through that
port.

m Disable (disable): This setting disables LLDP packet transmissions and
reception on aport. In this state, the switch does not use the port for either
learning about LLDP neighbors or informing LLDP neighbors of its pres-
ence.

SNMP Notification. You can enable the the switch to send a notification to
any configured SNMP trap receiver(s) when the switch detects aremote LLDP
data change on an LLDP-enabled port (page 13-37).

Per-Port (Outbound) Data Options. The following table lists the
information the switch can include in the per-port, outbound LLDP packets it
generates. In the default configuration, all outbound LLDP packets include
this information in the TLVs transmitted to neighbor devices. However, you
can configure LLDP advertisements on a per-port basis to omit some of this
information (page 13-40).

Table 13-10. Viewable' Data Available for LLDP Advertisements

Data Type Configuration Default Description
Options
ChassisType?° N/A Always Enabled Indicates the the type of identifier used for Chassis ID.
Chassis ID® N/A Always Enabled Uses base MAC address of the switch.
Port Type®® N/A Always Enabled Uses “Local”, meaning assigned locally by LLDP.
Port 1d8 N/A Always Enabled  Uses port number of the physical port.
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Data Type Configuration Default Description
Options

Remote Management
Address

Type™ © N/A Always Enabled  Shows the network address type.

Address® Default or Uses a default address selection method unless an optional address is

Configured  configured. See “Remote Management Address”, below.
System Name® Enable/Disable Enabled Uses the switch's assigned name.
System Description6 Enable/Disable Enabled Includes switch model name and running software version,
and ROM version.
Port Description® Enable/Disable Enabled Uses the physical port identifier.
System cagabilities Enable/Disable Enabled Identifies the switch's primary capabilities (bridge, router).
supported 6
Enable/Disable Enabled Identifies the primary switch functions that are enabled,

System cabpabilities
enabled™

such as routing.

The Packet Time-to-Live value is not viewable, but is included in LLDP data packets. (Refer to “Changing the Time-to-
Live for Transmitted Advertisements” on page 13-35.)

23ubelement of the Chassis ID TLV.
3Subelement of the Port ID TLV.

4Subelement of the Remote-Management-Address TLV.

5Subelement of the System Capability TLV.
6Populated with data captured internally by the switch. For more on these data types, refer to the IEEE 802.1AB-2005

Standard.

Remote Management Address. The switch always includes an IP address
in its LLDP advertisements. This can be either an address selected by a default
process, or an address configured for inclusion in advertisements. Refer to “IP
Address Advertisements” on page 13-31.

Debug Logging. You can enable LLDP debug logging to a configured debug
destination (Syslog server and/or a terminal device) by executing the debug
lldp command. (For more on Debug and Syslog, see “Debug and Syslog
Operation” on page C-27.) Note that the switch’s Event Log does not record
usual LLDP update messages.
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Options for Reading LLDP Information Collected by the
Switch

You can extract LLDP information from the switch to identify adjacent LLDP
devices. Options include:

Using the switch’s show Ildp info command options to display data
collected on adjacent LLDP devices—as well as the local data the
switch is transmitting to adjacent LLDP devices (page 13-32).

Using an SNMP application that is designed to query the Neighbors
MIB for LLDP data to use in device discovery and topology mapping.
(This includes CDP data the switch has read and mapped to the LLDP
counterpart.)

Using the walkmib command to display a listing of the LLDP MIB
objects

LLDP Standards Compatibility

The features covered by this guide for the Series 2600 switches are compatible
with the following LLDP-related standards:

IEEE 802.1AB-2005

RFC 2922 (PTOPO, or Physical Topology MIB)
RFC 2737 (Entity MIB)

RFC 2863 (Interfaces MIB)
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LLDP Operating Rules

Port Trunking. LLDP manages trunked ports individually. That is, trunked
ports are configured individually for LLDP operation, in the same manner as
non-trunked ports. Also, LLDP sends separate advertisements on each port in
a trunk, and not on a per-trunk basis. Similarly, LLDP data received through
trunked ports is stored individually, per-port.

IP Address Advertisements. In the default operation, if a port belongs to
only one static VLAN, then the port advertises the lowest-order IP address
configured on that VLAN. If a port belongs to multiple VLANS, then the port
advertises the lowest-order IP address configured on the VLAN with the
lowest VID. If the qualifying VLAN does not have an IP address, the port
advertises 127.0.0.1 as its IP address. For example, if the port is a member of
the default VLAN (VID = 1), and there is an IP address configured for the
default VLAN, then the port advertises this IP address. In the default operation,
the IP address that LLDP uses can be an address acquired by DHCP or Bootp.

You can override the default operation by configuring the port to advertise
any IP address that is manually configured on the switch, even if the port does
not belong to the VLAN configured with the selected IP address (page 13-39).
(Note that LLDP cannot be configured through the CLI to advertise an
addresses acquired through DHCP or Bootp. However, as mentioned above,
in the default LLDP configuration, if the lowest-order IP address on the VLAN
with the lowest VID for a given port is a DHCP or Bootp address, then the
switch includes this address in its LLDP advertisements unless another
address is configured for advertisements on that port.) Also, although LLDP
allows configuring multiple remote management addresses on a port, only the
lowest-order address configured on the port will be included in outbound
advertisements. Attempting to use the CLI to configure LLDP with an IP
address that is either not configured on a VLAN, or has been acquired by DHCP
or Bootp results in the following error message.

XXX .XXX.xxX.xxx: This IP address is not configured or is
a DHCP address.

Spanning-Tree Blocking. Spanning tree does not prevent LLDP packet
transmission or receipt on STP-blocked links.

802.1x Blocking. Ports blocked by 802.1x operation do not allow
transmission or receipt of LLDP packets.
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LLDP Operation and Commands

In the default configuration, LLDP is enabled and in both transmit and receive
mode on all active ports. The LLDP configuration includes global settings that
apply to all active ports on the switch, and per-port settings that affect only
the operation of the specified ports.

Command Page
show lldp config 13-32
[no]lldp run 13-34
lldp refresh-interval 13-35
lldp holdtime-multiplier 13-35
lldpTxDelay 13-36
lldpReinitDelay 13-37
lldp enable-notification 13-37
lldpnotificationinterval 13-38
lldp admin-status < txonly | rxonly | tx_rx | disable > 13-39
lldp config < port-list> IpAddrEnable 13-39
lldp config < port-list > basicTlvEnable 13-40

Viewing the Current LLDP Configuration

Displaying the Global LLDP, Port Admin, and SNMP Notification
Status. This command displays the switch’s general LLDP configuration
status, including some per-port information affecting advertisement traffic
and trap notifications.

Syntax show lldp config

Displays the LLDP global configuration, LLDP port status, and
SNMP notification status. For information on port admin
status, refer to “Configuring Per-Port LLDP Transmit and
Receive Modes” on page 13-39.
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For example, show lldp config produces the following display when the switch
is in the default LLDP configuration:

ILLF
LLLCF
LLLCF
LLLCF
LLLCF
ILLCF

FProCurve{config)# =show lldp config
LIDP Global Configuation to the lldp refresh-interval

Enabled [Ye=] : Yesz

Transmit Interwval [
Hold time Multiplier [
Delay Interwval [
Eeinit Interwval [
Hotification Interwal

LIDFP Port Configuration

Note: This value corresponds

command (page 13-35).
1 : 30

Port | AdminStatus NotificationEnabled
+

1 | Tz_R= Fal=e

2 | Tz_R= Fal=e

3 | Tz _R= Fal=e

4 | Tx_R= Fal=se

g | Tz _R= Fal=se

G | T=_R= Falsze

7 I Tx_BE=x Falze

8

Tx_E= Fal=se

Figure 13-1. Example of Viewing the General LLDP Configuration

Displaying Port Configuration Details. This command displays the port-
specific configuration, including .

Syntax show lldp config < port-list >

Displays the LLDP port-specific configuration for all ports in
< port-list>, including which optional TLVs and any non-default
IP address that are included in the port’s outbound
advertisements. For information on the notification setting,
refer to “Configuring SNMP Notification Support” on page
13-37. For information on the other configurable settings
displayed by this command, refer to “Configuring Per-Port
LLDP Transmit and Receive Modes” on page 13-39.
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ProCurwve (config)# show 1lldp config 3

LILDFP Port Configuration Detail

Port . 3
AdminStatus [T=x Ex] . T= E=x
HotificationEnabled [False] : Fal=e

TLVS Adwerti=ed:
* port_descr S
* system_nane The blank IpAddress field indicates that the
* system_descr / default IP address will be advertised from this
* systemn_cap port. (Refer to page 13-39: “Configuring a
Remote Management Address for Outbound
IpAiddress Adwverti=zed: LLDP Advertisements”

Figure 13-2. Example of Per-Port Configuration Display

Configuring Global LLDP Packet Controls

The commands in this section configure the aspects of LLDP operation that
apply the same to all ports in the switch.

Enabling or Disabling LLDP Operation on the Switch. Enabling LLDP
operation (the default) causes the switch to:

Use active, LLDP-enabled ports to transmit LLDP packets describing itself
to neighbor devices.

Add entries to its neighbors table based on data read from incoming LLDP
advertisements.

Syntax [no]lldp run

Enables or disables LLDP operation on the switch. The no form
of the command, regardless of individual LLDP port
configurations, prevents the switch from transmitting
outbound LLDP advertisements, and causes the switch to drop
all LLDP advertisements received from other devices. The
switch preserves the current LLDP configuration when LLDP
1s disabled. After LLDP is disabled, the information in the
LLDPneighbors database remains until it times-out. (Default:
Enabled)

For example, to disable LLDP on the switch:

ProCurve (config)# no 1lldp run
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Changing the Transmission Interval for LLDP Packets. This interval
controls how often active ports retransmit advertisements to their neighbors.

Syntax |ldp refresh-interval <5 - 32768 >

Changes the interval between consecutive transmissions of
LLDP advertisements on any given port. (Default: 30 seconds)

Note: The refresh-interval must be greater than or equal to

(4 x delay-interval). (The default delay-interval is 2). For
example, with the default delay-interval, the lowest refresh-
interval you can use is 8 seconds (4 x 2 = 8). Thus, if you want
a refresh-interval of 5 seconds, you must first change the delay
interval to 1 (thatis, 4 x 1 < 5). If you want to change the delay-
interval, use the setmib command. (Refer to page 13-36.)

Changing the Time-to-Live for Transmitted Advertisements. The
Time-to-Live value (in seconds) for all LLDP advertisements transmitted from
a switch is controlled by the switch that generates the advertisement, and
determines how long an LLDP neighbor retains the advertised data before
discarding it. The Time-to-Live value is the result of multiplying the refresh-
interval by the holdtime-multiplier described below.

Syntax lldp holdtime-multiplier<2-10 >

Changes the multiplier an LLDP switch uses to calculate the
Time-to-Live for the LLDP advertisements it generates and
transmits to LLDP neighbors. When the Time-to-Live for a
given advertisement expires the advertised data is deleted from
the neighbor switch’s MIB. (Default: 4; Range: 2 - 10)

For example, if the refresh-interval on the switch is 15 seconds and the
holdtime-multiplier is at the default, the Time-to-Live for advertisements
transmitted from the switch is 60 seconds (4 x 15). To reduce the Time-to-Live,
you could lower the holdtime-interval to 2, which would result in a Time-to-
Live of 30 seconds.

ProCurve (config)# 1lldp holdtime-multiplier 2
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Changing the Delay Interval Between Advertisements Generated by
Value or Status Changes to the LLDP MIB. The switch uses a delay-
interval setting to delay transmitting successive advertisements resulting
from these LLDP MIB changes. If a switch is subject to frequent changes to
its LLDP MIB, lengthening this interval can reduce the frequency of successive
advertisements. The delay-interval can be changed using either an SNMP
network management application or the CLI setmib command.

Syntax setmib lldpTxDelay.0-i<1-8192 >

Uses setmib to change the minimum time (delay-interval)
any LLDP port will delay advertising successive LLDP
advertisements due to a change in LLDP MIB content.
(Default: 2; Range: 1 - 8192)

Note: The LLDP refresh-interval (transmit interval) must be
greater than or equal to (4 x delay-interval). The switch does
not allow increasing the delay interval to a value that
conflicts with this relationship. That is, the switch displays
Inconsistent value if (4 x delay-interval) exceeds the current
transmit interval, and the command fails. Depending on the
current refresh-interval setting, it may be necessary to
increase the refresh-interval before using this command to
increase the delay-interval.

For example, to change the delay-interval from 2 seconds to 8 seconds when
the refresh-interval is at the default 30 seconds, you must first set the refresh-
interval to a minimum of 32 seconds (32 = 4 x 8).

Attempt to change the transmit-delay
interval shows that the refresh-
interval is less than (4 x delay-interval).

FProCurve (config)# =etmib lldptzdelay. 0 -1 8§/
lldptzdelay.0: Inconsistent wvalue:
FroCurve(config)# lldp refresh-interwval 32
ProCurve (config)id4 setmib lldptzdelay. 0 -1 8

11dpT=Delay.0 = 8 /

Successfully changes the transmit- Changes the refresh-interval to 32; that is:
delay interval to 8. 32 = 4 x (desired transmit-delay interval)

Figure 13-3. Example of Changing the Transmit-Delay Interval
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Changing the Reinitialization Delay Interval. In the default
configuration, a port receiving a disable command followed immediately by a
txonly, rxonly, or tx_rx command delays reinitializing for two seconds, during
which time LLDP operation remains disabled. If an active port is subjected to
frequent toggling between the LLDP disabled and enabled states, LLDP
advertisements are more frequently transmitted to the neighbor device. Also,
the neighbor table in the adjacent device will change more frequently, as it
deletes, then replaces LLDP data for the affected port which, in turn, generates
SNMP traps (if trap receivers and SNMP notification are configured). All of
this can unnecessarily increase network traffic. Extending the reinitialization-
delay interval delays the port’s ability to reinitialize and generate LLDP traffic
following an LLDP disable/enable cycle.

Syntax setmib lldpReinitDelay.0-i<1-10>

Uses setmib to change the minimum time (reinitialization
delay interval) an LLDP port will wait before reinitializing
after receiving an LLDP disable command followed closely by
a txonly or tx_rx command. The delay interval commences
with execution of the lldp admin-status < port-list > disable
command. (Default: 2 seconds; Range: 1 - 10 seconds)

For example, the following command changes the reinitialization delay
interval to five seconds:

ProCurve (config)# setmib lldpreinitdelay.0 -i 5

Configuring SNMP Notification Support

You can enable SNMP trap notification of LLDP data changes detected on
advertisements received from neighbor devices, and control the interval
between successive notifications of data changes on the same neighbor.

Enabling LLDP Data Change Notification for SNMP Trap Receivers.

Syntax [no]lldp enable-notification < port-list >

Enables or disables each port in < port-list > for sending
notification to configured SNMP trap receiver(s) if an LLDP
data change is detected in an advertisement received on the
port from an LLDP neighbor. (Default: Disabled)

For information on configuring trap receivers in the switch,
refer to the chapter titled “Configuring for Network
Management Applications” in the Management and
Configuration Guide for your switch.
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For example, this command enables SNMP notification on ports 1 - 5:

ProCurve (config)# 1lldp enable-notification 1-5

Changing the Minimum Interval for Successive LLDP Data Change
Notifications for the Same Neighbor.

If LLDP trap notification is enabled on a port, a rapid succession of changes
in LLDP information received in advertisements from one or more neighbors
can generate a high number of traps. To reduce this effect, you can globally

change the interval between successive notifications of neighbor data change.

Syntax setmib lldpnotificationinterval.0 -i < 1 - 3600 >

Globally changes the interval between successive traps
generated by the switch. If multiple traps are generated in the
specified interval, only the first trap will be sent. The
remaining traps will be suppressed. (A network management
application can periodically check the switch MIB to detect any
missed change notification traps. Referto IEEE 802. 1AB-2005
or later for more information.) (Default: 5 seconds)

For example, the following command limits change notification traps from a
particular switch to one per minute.

ProCurve (config) # setmib lldpnotificationinterval.0 -i 60
lldpNotificationInterval.0 = 60
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Configuring Per-Port LLDP Transmit and Receive Modes

These commands control LLDP advertisement traffic inbound and outbound
on active ports.

Syntax |ldp admin-status < port-list> < txonly | rxonly | tx_rx | disable >

With LLDP enabled on the switch in the default LLDP
configuration, each port is configured to transmit and receive
LLDP packets. These options enable you to control which ports
participate in LLDP traffic and whether the participating
ports allow LLDP traffic in only one direction or in both
directions.

txonly: Configures the specified port(s) to transmit LLDP pack-
ets, but block inbound LLDP packets from neighbor devices.
rxonly: Configures the specified port(s) to receive LLDP packets
Sfrom neighbors, but block outbound packets to neighbors.
tx_rx: Configures the specified port(s) to both transmit and
receive LLDP packets. (This is the default setting.)

disable: Disables LLDP packet transmit and receive on the
specified pori(s).

Configuring LLDP Per-Port Advertisement Content

In the default LLDP configuration, outbound advertisements from each port
on the switch include both the mandatory and the optional data listed in the
next two subsections.

Mandatory Data. An active LLDP port on the switch always includes the
mandatory data in its outbound advertisements. LLDP collects the mandatory
data, and, except for the Remote Management Address, you cannot use LLDP
commands to configure the actual data.

Chassis Type (TLV subelement)
Chassis ID (TLV)

Port Type (TLV subelement)
Port ID (TLV)

Remote Management Address (TLV; actual IP address is a subelement that
can be a default address or a configured address)

Configuring a Remote Management Address for Outbound LLDP
Advertisements. This is an optional command you can use to include a
specific IP address in the outbound LLDP advertisements for specific ports.
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Syntax [no]lldp config < port-list > ipAddrEnable < ip-address >

Replaces the default IP address for the port with an IP
address you specify. This can be any IP address configured
in a static VLAN on the switch, even if the port does not
belong to the VLAN configured with the selected IP address.
The no form of the command deletes the specified IP
address. If there are no IP addresses configured as
management addresses, then the IP address selection
method returns to the default operation. (Default: The port
advertises the primary IP address of the lowest-numbered
VLAN (VID) to which it belongs. If there is no IP address
configured on the VLAN(S) to which the port belongs, and
the port is not configured to advertise an IP address from
any other (static) VLAN on the swiltch, then the port
advertises an address of 127.0.0.1.)

Note: This command does not accept either IP addresses
acquired through DHCP or Bootp, or IP addresses that are
not configured in a static VLAN on the switch

For example, if port 3 belongs to a subnetted VLAN that includes a secondary
IP address of 10.10.10.100 and you wanted port 3 to use this secondary address
in LLDP advertisements, you would need to execute the following command:

ProCurve (config)# 11ldp config 3 ipAddrEnable 10.10.10.100

Optional Data. You can configure an individual port or group of ports to

exclude one or more of these data types from outbound LLDP advertisements.
Note that optional data types, when enabled, are populated with data internal
to the switch; that is, you cannot use LLDP commands to configure their actual

content.

m  Port Description (TLV)

m  System Name (TLV)

m  System Description (TLV)
m  System Capabilities (TLV)

System Capabilities Supported (TLV subelement)
System Capabilities Enabled (TLV subelement)
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Syntax [no]lldp config < port-list> basicTIvEnable < TLV-Type >
port_descr

For outbound LLDP advertisements, includes an
alphanumeric string describing the port.

system_name

For outbound LLDP advertisements, includes the system’s
assigned name.

system_descr

For outbound LLDP advertisements, includes an
alphanumeric string describing the full name and version
identification for the system’s hardware type, software
version, and networking application.

system_cap

For outbound advertisements, includes a bitmask of
system capabilities (device functions) that are supported.
Also includes information on whether the capabilities are
enabled.

For example, if you wanted to exclude the system name from the outbound
LLDP advertisements for all ports on a 2626 switch, you would use this
command:

ProCurve (config)# no 1lldp config 1-26 basicTlvEnable
system name

If you later decided to reinstate the system name on ports 1-5, you would use
this command:

ProCurve (config)# 1lldp config 1-5 basicTlvEnable
system_name

Displaying Advertisement Data

Command Page

show Ildp info local-device below
show lldp info remote-device 13-43
show Ildp info stats 13-46
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Displaying Switch Information Available for Outbound
Advertisements

These commands display the current switch information that will be used to
populate outbound LLDP advertisements.

Syntax show lldp info local-device [ port-list]

Without the [ port-list] option, this command displays the global
switch information and the per-port information currently
available for populating outbound LLDP advertisements.

With the [ port-list ] option, this command displays only the
JSollowing port-specific information that is currently available
Sfor outbound LLDP advertisements on the specified ports:
¢ PortType
e Portld
e PortDesc

Note: This command displays the information available on
the switch. Use the lldp config < port-list> command to change
the selection of information that is included in actual
outbound advertisements. In the default LLDP configuration,
all information displayed by this command is transmitted in
outbound advertisements.

For example, in the default configuration, the switch information currently
available for outbound LLDP advertisements appears similar to the display in
figure 13-4 on page page 13-43.
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FroCurve (config)# show lldp info local-device
LLDFP Local Device Information

Cha=z=1i=z Type : mac—address

Cha==si=s Id : 00 08 83 08 db 20

Sy=tem Name : HP=witch

Syztem Description :(J4900&4 ProCurwe Switch 2626, rewvision I1.08.51, RO. ..
Sy=tem Capabilities Supported : bridge., router

System Capabilities Enabled : bridge

MManagement Address

| Type:ipvd | The Management Address field displays only
L _Addres=. the LLDP-configurable IP addresses on the
switch. (Only manually-configured IP

addresses are LLDP-configurable.) If the

LLDP Port Information

switch has only an IP address from a DHCP or
Fort l FortType Fortld Portlesc Bootp server, then the Management Address
1 | local 1 1 field is empty (because there are no LLDP-
2 | local 2 o configurable IP addresses available). For more
3 | local 3 3 on this topic, refer to “Remote Management
4 | local 4 4 Address” on page 13-29.
g | local g g
E | = £

local

Figure 13-4. Example of Displaying the Global and Per-Port Information Available for Quthound
Advertisements

ProCurve (config)# =show 1lldp info local 1-2

LLDFP Local Port Information Detail

Port 1
FortType . local
FortId 1
FPortDe=sc . 1
Port 2
FortType . local
FortId 2

FPortDe=sc . 2

Figure 13-5. Example of the Default Per-Port Information Content for Ports 1 and 2

Displaying Advertisements Currently in the Neighbors MIB. These
commands display the content of the inbound LLDP advertisements received
from other LLDP devices. These commands can also display the content of
inbound CDP advertisements. (For more on how the switches handle data
received in CDP advertisements, refer to “LLDP and CDP Data Management”
on page 13-50).
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Syntax show lldp info remote-device [ port-list]

Without the [ port-list] option, this command provides a global
list of the individual devices it has detected by reading LLDP
advertisements (and also CDP advertisements). Discovered
devices are listed by the inbound port on which they were
discovered.

Multiple devices listed for a single port indicates either or both
of the following:
— A discovered device is transmitting both LLDP and CDP
packets with different chassis and port ID information.
— Multiple devices are connected to the switch through a hub.

Discovering the same device on multiple ports indicates that
the remote device may be connected to the switch in one of the

JSollowing ways:

— Through different VLANS using separate links. (This
applies to switches that use the same MAC address for all
configured VLANS.)

— Through different links in the same trunk.

— Through different links using the same VLAN. (In this
case, spanning-tree should be invoked to prevent a net-
work topology loop. Note that LLDP packets travel on links
that spanning-tree blocks for other traffic types.)

With the [ port-list] option, this command provides a listing of
the LLDP data that the switch has detected in advertisements
received on the specified ports. If neighbor data is read from
CDP advertisements, the switch remaps this information into
the switch’s LLDP neighbors MIB in addition to the CDP
Neighbors MIB.

For descriptions of the various types of information displayed
by these commands, refer to Table 13-10 on page 13-28.
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ProCurve ¢ show lldp info remote

LLDIF Remote Devices Information

LocalPort | ChassisId PortId FortHame SysHane

+
1 | 00 11 85 cf 54 &0 17 17 ProCurve Switch
2 | 00 11 85 =f &6 &0 a3 33 ProCurve Switch

The data shown for port 3 was translated from a
CDP advertisement from a 5300x! switch with
LLDP disabled. (Not all fields expected by the
LLDP device are populated with the CDP data.)

Figure 13-6. Example of a Global Listing of Discovered Devices

Chas=i=Type
Chas=i=Id
PortTvpe
PortId
SyzHame
Sy=ztemn Descr
PortDescr

Type: ipwvd

ProCurve (configl# show lldp info remote—device 1 Example of an LLDP advertisement received
LLDP Eemote Device Information Detail

Local PortHame:1

SystenCapSupported : bridge, router
Sy=temCapEnabled . bridge
Femote Managementiddress

Addre==:10.10.10.102

from a 3400c|-48G neighbor on port 1.

mnac—addres=

oo 11 0a 50 28 80

local

1

HE ProCurve Switch 3400cl1-48G

HE J49064 ProCurwve Switch 3400cl-48G, rewvision M.08.51, R, ..
1

Figure 13-7. Example of a Per-Port Listing of Advertisements Received from an LLDP Device

Note

With both LLDP and (read-only) CDP enabled on a switch port, the port can
read both LLDP and CDP advertisements, and stores both types of data in its
neighbor database. (Whenreading CDP advertisements, the switch only stores
data that has a corresponding field in the LLDP neighbor database.)
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Displaying LLDP Statistics

LLDP statistics are available on both a global and a per-port levels. Rebooting
the switch resets the LLDP statistics counters to zero. Disabling the transmit
and/or receive capability on a port “freezes” the related port counters at their
current values.

Syntax show lldp info stats [ port-list]

The global LLDP statistics command displays an overview of
neighbor detection activity on the switch, plus data on the
number of frames sent, received, and discarded per-port. The
per-port LLDP statistics command enhances the list of per-port
statistics provided by the global statistics command with some
additional per-port LLDP statistics.

Global LLDP Counters:

Neighbor Entries List Last Updated: Shows the elapsed time since
a neighbor was last added or deleted.

New Neighbor Entries Count: Shows the total of new LLDP
neighbors detected since the last switch reboot. Disconnecting,
then reconnecting a neighbor increments this counter.

Neighbor Entries Deleted Count: Shows the number of neighbor
deletions from the MIB for AgeOut Count and forced drops for
all ports. For example, if the admin status for port on a
neighbor device changes from tx_rx or txonly to disabled or
rxonly, then the neighbor device sends a “shutdown” packet out
the port and ceases transmitting LLDP frames out that port.
The device receiving the shutdown packet deletes all
nformation about the neighbor received on the applicable
inbound port and increments the counter .

Neighbor Entries Dropped Count: Skows the number of valid LLDP
neighbors the switch detected, but could not add. This can
occur, for example, when a new neighbor is detected when the
switch is already supporting the maximum number of
neighbors. Refer to “Neighbor Maximum” on page 13-49.

Neighbor Entries AgeQut Count: Shows the number of LLDP
neighbors dropped on all ports due to Time-to-Live expiring.

— Continued on the next page. —
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— Continued from the preceding page. —
Per-Port LLDP Counters:

NumFramesRecvd: Shows the total number of valid, inbound
LLDP advertisements received from any netghbor(s) on < port-
list>. Where multiple neighbors are connected to a port through
a hub, this value is the total number of LLDP advertisements
received from all sources.

NumFramesSent: Shows the total number of LLDP
advertisements sent from < port-list >.

NumFramesDiscarded: Shows the total number of inbound LLDP
advertisements discarded by < port-list>. This can occur, for
example, when a new neighbor is detected on the port, but the
switch is already supporting the maximum number of
neighbors. Refer to “Neighbor Maximum” on page 13-49. This
can also be an indication of advertisement formatting
problems in the neighbor device.

Frames Invalid: Shows the total number of invalid LLDP
advertisements recetved on the port. An invalid advertisement
can be caused by header formatting problems in the neighbor
device.

TLVs Unrecognized: Shows the total number of LLDP TLVs
received on a port with a type value in the reserved range. This
could be caused by a basic management TLV from a later LLDP
version than the one currently running on the switch.

TLVs Discarded: Shows the total number of LLDP TLVs discarded
JSor any reason. In this case, the advertisement carrying the
TLV may be accepted, but the individual TLV was not usable.

Neighbor Ageouts: Shows the number of LLDP neighbors
dropped on the port due to Time-to-Live expiring.
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ProCurve{config)# =show lldp =tats

LIDFP Device Stati=stics

Hew Heighbor Entries Count 20

Heighbor Entries Deleted Count : 20
Heighbor Entries Dropped Count : 0
Heighbor Entries AgeCut Count 20

LIDP Port Statistics

Heighbor Entries List La=st Updated : 2 hours

Port | FumFramesRecwd NumFramesSent NumFramesDiscarded
+
1 | 628 318 0 Counters showing frames
2 B 2 0 sent on a port but no
3 | 0 252 1] q
|_‘!1 — — 4 — — — —53E— — — _DJ frames received on that
c I 0 0 0 port indicates an active
: | 0 0 0 link with a device that

either has LLDP disabled
on the link or is not LLDP-
aware.

Figure 13-8. Example of a Global LLDP Statistics Display

ProCurve (config)# show lldp =stat= 1
LLDF Fort Statistics Detail

PortHame : 1

Frames Discarded : 0O
Frame= Inwvalid .0
Framesz Receiwved . BEAB
Frame=z Sent o331
TLV= Unrecognized : 0
TLV= Discarded 0
Heighbor Ageout= : 0

Figure 13-9. Example of a Per-Port LLDP Statistics Display
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LLDP Operating Notes

Neighbor Maximum. The neighbors table in the switch supports as many
neighbors as there are ports on the switch. The switch can support multiple
neighbors connected through a hub on a given port, but if the switch neighbor
maximum is reached, advertisements from additional neighbors on the same
or other ports will not be stored in the neighbors table unless some existing
neighbors time-out or are removed.

LLDP Packet Forwarding: If CDP is globally disabled on a switch, the
switch forwards CDP packets received from a neighbor CDP device instead
of reading and dropping them. However, an 802.1D-compliant switch doesnot
forward LLDP packets, regardless of whether LLDP is globally enabled or
disabled on the switch.

One IP Address Advertisement Per-Port: LLDP advertises only one IP
address per-port, even if multiple IP addresses are configured by Ildp config
< port-list > ipAddrEnable on a given port.

802.1Q VLAN Information. LLDP packets do not include 802.1Q header
information, and are always handled as untagged packets.

Effect of 802.1X Operation. If 802.1X port security is enabled on a port
and a connected device is not authorized, LLDP packets are not transmitted
orreceived on that port. Any neighbor data stored in the neighbor MIB for that
port prior to the unauthorized device connection remains in the MIB until it
ages out. If an unauthorized device later becomes authorized, LLDP transmit
and receive operation resumes.

Neighbor Data Can Remain in the Neighbor Database After the
Neighbor Is Disconnected. After disconnecting a neighbor LLDP device
from the switch, the neighbor can continue to appear in the switch’s neighbor
database for an extended period if the neighbor’s holdtime-multiplier is high;
especially if the refresh-interval is large. Refer to “Changing the Time-to-Live
for Transmitted Advertisements” on page 13-35.
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LLDP and CDP Data Management

This section describes points to note regarding LLDP (Link-Layer Discovery
Protocol) and CDP (Cisco Discovery Protocol) data received by the switch
from other devices. LLDP operation includes both transmitting LLDP packets
to neighbor devices and reading LLDP packets received from neighbor
devices. CDP operation is limited to reading incoming CDP packets from
neighbor devices. (ProCurve switches do not generate CDP packets.)

LLDP and CDP Neighbor Data

With both LLDP and (read-only) CDP enabled on a switch port, the port can
read both LLDP and CDP advertisements, and stores the data from both types
of advertisements in its neighbor database. (The switch only stores CDP data
that has a corresponding field in the LLDP neighbor database.) The neighbor
database itself can be read by either LLDP or CDP methods or by using the
show lldp commands. Take note of the following rules and conditions:

m If the switch receives both LLDP and CDP advertisements on the same
port from the same neighbor the switch stores this information as two
separate entries if the advertisements have differences chassis ID and port
ID information.

m Ifthe chassis and port ID information are the same, the switch stores this
information as a single entry. That is, LLDP data overwrites the corre-
sponding CDP data in the neighbor database if the chassis and port ID
information in the LLDP and CDP advertisements received from the same
device is the same.

m Dataread from a CDP packet does not support some LLDP fields, such as
“System Descr”, “SystemCapSupported”, and “ChassisType”. For such
fields, LLDP assigns relevant default values. Also:

e The LLDP “System Descr” field maps to CDP’s “Version” and “Plat-
form” fields.

e The switch assigns “ChassisType” and “PortType” fields as “local” for
both the LLDP and the CDP advertisements it receives.

e Both LLDP and CDP support the “System Capability” TLV. However,
LLDP differentiates between what a device is capable of supporting
and what it is actually supporting, and separates the two types of
information into subelements of the System Capability TLV. CDP has
only a single field for this data. Thus, when CDP System Capability
data is mapped to LLDP, the same value appears in both LLDP System
Capability fields.

e  System Name and Port Descr are not communicated by CDP, and thus
are not included in the switch’s Neighbors database.
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Note Because ProCurve switches do not generate CDP packets, they are not
represented in the CDP data collected by any neighbor devices running CDP.

A switch with CDP disabled forwards the CDP packets it receives from other
devices, but does not store the CDP information from these packets in its own
MIB.

LLDP data transmission/collection and CDP data collection are both enabled
in the switch’s default configuration. In this state, an SNMP network
management application designed to discover devices running either CDP or
LLDP canretrieve neighbor information from the switch regardless of whether
LLDP or CDP is used to collect the device-specific information.

Protocol State Packet Inbound Data Management Inbound Packet Forwarding
Generation
CDP Enabled’ n/a Store inbound CDP data. No forwarding of inbound
CDP packets.
CDP Disabled n/a No storage of CDP datafrom Floodsinbound CDP packets
neighbor devices. from connected devices to

outbound ports.
LLDP Enabled" Generatesand Store inbound LLDP data. No forwarding of inbound

transmits LLDP packets.
LLDP packets
outallportson
the switch.
LLDP Disabled No packet No storage of LLDP data No forwarding of inbound
generation. from neighbor devices. LLDP packets.

TBoth CDP data collection and LLDP transmit/receive are enabled in the default configuration.
If a switch receives CDP packets and LLDP packets from the same neighbor device on the
same port, it stores and displays the two types of information separately if the chassis and
port ID information in the two types of advertisements is different. In this case, if you want
to use only one type of data from a neighbor sending both types, disable the unwanted
protocol on either the neighbor device or on the switch. However, if the chassis and port ID
information in the two types of advertisements is the same, the LLDP information overwrites
the CDP data for the same neighbor device on the same port.
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Note

CDP Operation and Commands

By default the switches covered by this guide have CDP enabled on each port.
This is a read-only capability, meaning that the switch can receive and store
information about adjacent CDP devices but does not generate CDP packets.

When a CDP-enabled switch receives a CDP packet from another CDP device,
it enters that device’s data in the CDP Neighbors table, along with the port
number where the data was received (and does not forward the packet). The
switch also periodically purges the table of any entries that have expired. (The
hold time for any data entry in the switch’s CDP Neighbors table is configured
in the device transmitting the CDP packet, and cannot be controlled in the
switch receiving the packet.) A switch reviews the list of CDP neighbor entries
every three seconds, and purges any expired entries.

Command Page
show cdp 13-52
show cdp neighbors [< port-list > detail] 13-53
[detail < port-list>]

[no] cdp run 13-54
[no] cdp enable < port-list> 13-54

For details on how to use an SNMP utility to retrieve information from the
switch’s CDP Neighbors table maintained in the switch’s MIB (Management
Information Base), refer to the documentation provided with the particular
SNMP utility.

Viewing the Switch’s Current CDP Configuration. CDP is shown as
enabled/disabled both globally on the switch and on a per-port basis.

Syntax: show cdp
Lists the switch’s global and per-port CDP configuration.
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The following example shows the default CDP configuration.

ProCurve (config)# show cdp

Global CDP information / CDP Enable/Disable on the Switch

Enable CDFP [Ye=s] : Yes
Port CDF

=== me=e==

/ Al enableE

| A2 enabled\/ Per-Port CDP Enable/Disable
A3 enabled |

| - .
: D)

\ - 4

_

Figure 13-11. Example of Show CDP with the Default CDP Configuration

Viewing the Switch’s Current CDP Neighbors Table. Devices are listed
by the port on which they were detected.

Syntax: show cdp neighbors
Lists the neighboring CDP devices the switch detects,
with a subset of the information collected from the
device’'s CDP packet.

[ [e] port-numb [detail] ]
Lists the CDP device connected to the specified port.
(Allows only one port at a time.) Using detail provides
a longer list of details on the CDP device the switch

detects on the specified port.

[detail [ [e] port-num ] ]
Provides a list of the details for all of the CDP devices
the switch detects. Using port-num produces a list of
details for the selected port.

Figure 13-12 lists two CDP devices that the switch has detected by receiving
their CDP packets.

ProCurve > show cdp neighbors

CDP neighors information

Port Device ID | Platform Capakilitsy
_________________________________ b
A1 Mgmt NIC(0$9a05-094f9k | NIC Modsl Héeé H

| NIC Model Xé6E H

A12 Mgmt NIC(099a05-094f11

Figure 13-12. Example of CDP Neighbors Table Listing
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Enabling CDP Operation. Enabling CDP operation (the default) on the
switch causes the switch to add entries to its CDP Neighbors table for any
CDP packets it receives from other neighboring CDP devices.

Disabling CDP Operation. Disabling CDP operation clears the switch’s
CDP Neighbors table and causes the switch to drop inbound CDP packets
from other devices without entering the data in the CDP Neighbors table.

Syntax: [no] cdp run

Enables or disables read-only CDP operation on the switch.
(Default: Enabled)

For example, to disable CDP read-only operation on the switch:
ProCurve (config)# no cdp run

When CDP is disabled:

m  show cdp neighbors displays an empty CDP Neighbors table

m  show cdp displays

Global CDP information
Enable CDP [Yes]: No

Enabling or Disabling CDP Operation on Individual Ports. In the
factory-default configuration, the switch has all ports enabled to receive CDP
packets. Disabling CDP on a port causes it to drop inbound CDP packets
without recording their data in the CDP Neighbors table.

Syntax: [no] cdp enable < [e] port-list >
For example, to disable CDP on port Al:

ProCurve (config)# no cdp enable al
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Overview

You can download new switch software and upload or download switch
configuration files. These features are useful for acquiring periodic switch
software upgrades and for storing or retrieving a switch configuration.

This appendix includes the following information:
m  Downloading switch software (begins below)
m Transferring switch configurations (begins on page A-18)

For information on how switch memory operates, including primary and
secondary flash, see Chapter 6, “Switch Memory and Configuration”.

In the switch console interface, the switch software is referred to as the OS,
for switch “operating system”.

Downloading Switch Software

ProCurve Networking periodically provides switch software updates through
the ProCurve website (http://www.procurve.com). For more information, see
the support and warranty booklet shipped with the switch. After you acquire
a new switch software file, you can use one of the following methods for
downloading the switch software code to the switch:

Switch Software Download Features

Feature Default Menu cL Web
TFTP n/a page A-4  page A-6 —
Xmodem n/a page A-11  page A-12 —
Switch-to-Switch n/a page A-14 page A-15
Software Update Manager in ProCurve Refer to the documentation provided with
Manager Plus ProCurve Manager Plus.
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General Switch Software Download Rules

m A switch software image downloaded through the menu interface always
goes to primary flash.

m After a switch software download, you must reboot the switch to imple-
ment the newly downloaded code. Until a reboot occurs, the switch
continues to run on the software it was using before the download started.

Downloading new switch software does not change the current switch con-
figuration. The switch configuration is contained in separate files that can also
be transferred. Refer to “Transferring Switch Configurations” on page A-18.

In most cases, if a power failure or other cause interrupts a flash image
download, the switch reboots with the image previously stored in primary
flash. In the unlikely event that the primary image is corrupted (which may
occur if a download is interrupted by a power failure), the switch goes into
boot ROM mode. In this case, use the boot ROM console to download a new
switch software image to primary flash. Refer to “Restoring a Flash Image” on
page C-44.

Using TFTP To Download Switch Software from a
Server

This procedure assumes that:

m  An switch software file for the switch has been stored on a TFTP server
accessible to the switch. (The switch software file is typically available
from the ProCurve website at http://www.procurve.com.)

m  The switch is properly connected to your network and has already been
configured with a compatible IP address and subnet mask.

m  The TFTP server is accessible to the switch through IP.

Before you use the procedure, do the following:

m  Obtain the IP address of the TFTP server in which the switch software file
has been stored.

m If VLANs are configured on the switch, determine the name of the VLAN
in which the TFTP server is operating.

m  Determine the name of the switch software file stored in the TFTP server
for the switch (for example, G0721.swi).
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Note If your TFTP server is a Unix workstation, ensure that the case (upper or
lower) that you specify for the filename is the same case as the characters
in the switch software filenames on the server.

Menu: TFTP Download from a Server to Primary Flash

Note that the menu interface accesses only the primary flash.

1. Inthe console Main Menu, select Download 0S to display this screen:

==== ==— CCNZIOLE - MANAGER HMODE -== =
Download O3

Current Firmware rewvision : G.05.01

Hethod [TFTFP] : jyys

TFTP 3erver :

Femote File Name :

Aotions-» Cancel Edit eXecute Help

Select the file transfer method (TFTP and XMODEM are currently supported).
Use arrow keys to change field selection, <3pacer to toggle field choices,
and <Enter> to go to Aotions.

Figure A-1. Example of the Download 0S Screen (Default Values)
2. Press [E] (for Edit).
3. Ensure that the Method field is set to TFTP (the default).

4. Inthe TFTP Server field, type in the IP address of the TFTP server in which
the switch software file has been stored.

5. Inthe Remote File Name field, type the name of the switch software file. If
you are using a UNIX system, remember that the filename is case-sensi-
tive.

6. Press[Enter], then [X] (for eXecute) to begin the switch software download.
The following screen then appears:
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- CON3OLE - MANAGER MODE -==== ====
Download O3

Current Firmware revision : G.05.01

Method [TFTP] : TFTP

TFTP Server : 13.28.227.105

Remote File Mame : G _05_02. =swi

Progress Bar
Received 370,000 hytes of O3 download. f—
+-—= -+

| FEEFEE R A AR E A E A G |

+——- -—+

Note

Figure A-2. Example of the Download OS Screen During a Download

A “progress” bar indicates the progress of the download. When the entire
switch software file has been received, all activity on the switch halts and
you will see Validating and writing system software to FLASH...

After the primary flash memory has been updated with the new switch
software, you must reboot the switch to implement the newly downloaded
code. From the Main Menu and press [6] (for Reboot Switch). You will then
see this prompt:

Continue reboot of system? : No

Press the space bar once to change No to Yes, then press [Enter] to begin
the reboot.

When you use the menu interface to download switch software, the new
image is always stored in primary flash. Also, using the Reboot Switch
option in the Main Menu always reboots the switch from primary flash.
Rebooting the switch from the CLI gives you more options. Refer to
“Rebooting the Switch” on page 6-17.

After youreboot the switch, confirm that the switch software downloaded
correctly:

a. Fromthe Main Menu, select 1. Status and Counters, and from the Status
and Counters menu, select 1. General System Information

b. Check the Firmware revision line.
c. From the CLI, use the command show version or show flash.
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CLI: TFTP Download from a Server to Primary or Secondary
Flash

This command automatically downloads a switch software image to primary
or secondary flash.

Syntax:  copy tftp flash < ip-address > < remote-os-file > [< primary | secondary >]

Note that if you do not specify the flash destination, the Xmodem download
defaults to primary flash.

For example, to download a switch software file named G0502.swi from a
TFTP server with the IP address of 10.28.227.103 to primary flash:

1. Execute copy as shown below:

ProCurve# copy tftp flash 10.23.227.103 g0721 swi
The Primary Of Image will he deleted, continue [v/n]? ¥

01431K<\
Dynamic counter continually displays the This message means that the image you
number of bytes transferred. want to upload will replace the image

currently in primary flash.

Figure A-3. Example of the Command to Download Switch Software

2. When the switch finishes downloading the switch software file from the
server, it displays this progress message:

Validating and Writing System Software to FLASH . ..

3. When the switch is ready to activate the downloaded software you will
see this message:

System software written to FLASH.
You will need to reboot to activate.

At this point, use the boot command to reboot the switch and activate the
software you just downloaded:

ProCurve # boot

(For more on these commands, refer to “Rebooting the Switch” on page
6-17.)

4. To confirm that the switch software downloaded correctly, execute show
system and check the Firmware revision line.

If you need information on primary/secondary flash memory and the boot
commands, refer to “Using Primary and Secondary Flash Image Options” on
page 6-12.
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Using Secure Copy and SFTP

This feature is available only on the Series 2600, 2600-PWR, and 2800
Switches.

For some situations you may want to use a secure method to issue commands
or copy files to the switch. By opening a secure, encrypted SSH session you
can then use a third-party software application to take advantage of Secure
Copy (SCP) and Secure ftp (SFTP). SCP and SFTP provide a secure alternative
to TFTP for transferring information that may be sensitive (like switch con-
figuration files) to and from the switch. Essentially you are creating a secure
SSH tunnel as a way to transfer files with SFTP and SCP channels.

To use these commands you must install on the administrator workstation a
third-party application software client that supports the SFTP and/or SCP
functions. Some examples of software that supports SFTP and SCP are
PuTTY, Open SSH, WinSCP, and SSH Secure Shell. Most of these are freeware
and may be downloaded without cost or licensing from the internet. There are
differences in the way these clients work, so be sure you also download the
documentation.

As described earlier in this chapter you can use a TFTP client on the admin-
istrator workstation to update software images. This is a plain text mechanism
and it connects to astandalone TFTP server or another ProCurve switch acting
as a TFTP server to obtain the software image file(s). Using SCP and SFTP
allows you to maintain your switches with greater security. You can also roll
outnew software images with automated scripts that make it easier to upgrade
multiple switches simultaneously and securely.

SFTP (secure file transfer protocol) is unrelated to FTP, although there are
some functional similarities. Once you set up an SFTP session through an SSH
tunnel, some of the commands are the same as FTP commands. Certain
commands are not allowed by the SFTP server on the switch, such as those
that create files or folders. If you try to issue commands such as create or
remove using SFTP the switch server returns an error message.

You can use SFTP just as you would TFTP to transfer files to and from the
switch, but with SFTP your file transfers are encrypted and require authenti-
cation, so they are more secure than they would be using TFTP. SFTP works
only with SSH version 2 (SSH v2).
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Note

SFTP over SSH version 1 (SSH v1) is not supported. A request from either the
client or the switch (or both) using SSH v1 generates an error message. The
actual text of the error message differs, depending on the client software in
use. Some examples are:

Protocol major versions differ: 2 vs. 1
Connection closed

Protocol major versions differ: 1 vs. 2
Connection closed

Received disconnect from <ip-addr>: /usr/local/
libexec/sftp-server: command not supported
Connection closed

SCP (secure copy) is an implementation of the BSD rep (Berkeley UNIX
remote copy) command tunneled through an SSH connection.

SCP is used to copy files to and from the switch when security is required.
SCP works with both SSH v1 and SSH v2. Be aware that the most third-party
software application clients that support SCP use SSHv1.

How It Works

The general process for using SCP and SFTP involves three steps:

1. Openan SSH tunnel between your computer and the switch if you haven'’t
already done so. (This step assumes that you have already set up SSH on
the switch.)

2. Execute ip sshfiletransfer to tell the switch that you want to enable secure
file transfer.

3. Use a third-party client application for SCP and SFTP commands.
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The SCP/SFTP Process

To use SCP and SFTP:

1.

Open an SSH session as you normally would to establish a secure
encrypted tunnel between your computer and the switch. For more
detailed directions on how to open an SSH session see the chapter titled
“Configuring Secure Shell (SSH)” in the Access Security Guide for your
switch. Please note that this is a one-time procedure for new switches or
connections. If you have already done it once you should not need to do
it a second time.

To enable secure file transfer on the switch (once you have an SSH session
established between the switch and your computer), open a terminal
window and type in the following command:

ProCurve (config)# ip ssh filetransfer

Command Options

If you need to enable SSH v2 (which is required for SFTP) enter this command:

ProCurve (config) # ip ssh version 2

As a matter of policy, administrators should not enable the SSHv1-only or the
SSHv1-or-v2 advertisement modes. SSHv1 is supported on only some legacy
switches (such as the ProCurve Series 2500 switches).

To confirm that SSH is enabled type in the command

ProCurve (config)# show ip ssh

3.

Once you have confirmed that you have enabled an SSH session (with the
show ip ssh command) you can then open your third-party software client
application to begin using the SCP or SFTP commands to safely transfer
files or issue commands to the switch.

If you need to disable secure file transfer:

ProCurve (config) # no ip ssh filetransfer
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Authentication

Switch memory allows up to ten public keys. This means the authentication
and encryption keys you use for your third-party client SCP/SFTP software
can differ from the keys you use for the SSH session, even though both SCP
and SFTP use a secure SSH tunnel.

SSH authentication through a TACACS+ server and use of SCP or SFTP
through an SSH tunnel are mutually exclusive. Thus, if the switch is configured
to use TACACS+ for authenticating a secure Telnet SSH session on the switch,
you cannot enable SCP or SFTP. Also, if SCP or SFTP is enabled on the switch,
you cannot enable TACACS+ authentication for a secure Telnet SSH. The
switch displays a message similar to the following if there is an attempt to
configure either option when the other is already configured:

RADIUS~TACACS suthentication for ssh sessions and
secure file transfer (scpss=ftp) may not be configured
zimultanseou=sly.

To provide username/password authentication on a switch providing SCP or
SFTP support, use the switch’s local username/password facility. Otherwise,
you can use the switch’s local public key for authentication.

Some clients such as PSCP (PuTTY SCP) automatically compare switch host
keys for you. Other clients require you to manually copy and paste keys to the
$SHOME/.ssh/known_hosts file. Whatever SCP/SFTP software tool you use, after
installing the client software you must verify that the switch host keys are
available to the client.

Because the third-party software utilities you may use for SCP/SFTP vary, you
should refer to the documentation provided with the utility you select before
performing this process.

SCP/SFTP Operating Notes

m  When an SFTP client connects, the switch provides a file system display-
ing all of its available files and folders. No file or directory creation is
permitted by the user. Files may only be uploaded or downloaded, accord-
ing to the permissions mask. All of the necessary files the switch will need
are already in place on the switch. You do not need to (nor can you create)
new files.

m  The switch supports one SFTP session or one SCP session at a time.
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m All files have read-write permission. Several SFTP commands, such as
create or remove, are not allowed and return an error message. The
switch displays the following files:

/

+---cfg

\ running-config
\ startup-config
+---1log

| crash-data

| crash-log

| event log

+---0s

\ primary

\ secondary
\---ssh

+---mgr_keys

| authorized keys

\---oper keys
authorized keys

Once you have configured your switch for secure file transfers with SCP and
SFTP, files can be copied to or from the switch in a secure (encrypted)
environment and TFTP is no longer necessary.

Using Xmodem to Download Switch Software From a
PC or UNIX Workstation

This procedure assumes that:

m  The switch is connected via the Console RS-232 port to a PC operating as
a terminal. (Refer to the Installation and Getting Started Guide you
received with the switch for information on connecting a PC as a terminal
and running the switch console interface.)

The switch software is stored on a disk drive in the PC.

The terminal emulator you are using includes the Xmodem binary transfer
feature. (For example, in the HyperTerminal application included with
Windows NT, you would use the Send File option in the Transfer dropdown
menu.)

Menu: Xmodem Download to Primary Flash

Note that the menu interface accesses only the primary flash.
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1. From the console Main Menu, select
1. Download 0S
2. Press [E] (for Edit).
3. Use the Space bar to select XMODEM in the Method field.

4. Press[Enter], then [X] (for eXecute) to begin the switch software download.
The following message then appears:

Press enter and then initiate Xmodem transfer
from the attached computer.....

5. Press[Enter] and then execute the terminal emulator command(s) to begin
Xmodem binary transfer. For example, using HyperTerminal:
a. Click on Transfer, then Send File.
b. Type the file path and name in the Filename field.
c. Inthe Protocol field, select Xmodem.
d. Click on the Send button.

The download will then commence. It can take several minutes, depend-
ing on the baud rate set in the switch and in your terminal emulator.

6. After the primary flash memory has been updated with the new operating
system, you must reboot the switch to implement the newly downloaded
software. Return to the Main Menu and press [6] (for Reboot Switch). You
will then see this prompt:

Continue reboot of system? : No

Press the space bar once to change No to Yes, then press [Enter] to begin
the reboot.

7. To confirm that the switch software downloaded correctly:
a. From the Main Menu, select

1. Status and Counters
1. General System Information
b. Check the Firmware revision line.

CLI: Xmodem Download from a PC or Unix Workstation to
Primary or Secondary Flash

Using Xmodem and a terminal emulator, you can download a switch software
file to either primary or secondary flash.

Syntax: copy xmodem flash [< primary | secondary >]
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Note that if you do not specify the flash destination, the Xmodem download
defaults to primary flash.

For example, to download a switch software file named G0103.swi from a PC
(running a terminal emulator program such as HyperTerminal) to primary
flash:

1. Execute the following command in the CLI:

ProCurvef# copy xmodem flash

The Primary OF Image will be deleted, <ontinue [v¥/n]l? v
Eress "Enter’™ and start XMODEM on your host...

Figure A-4. Example of the Command to Download Switch Software Using
Xmodem

2. Execute the terminal emulator commands to begin the Xmodem transfer.
For example, using HyperTerminal:
a. Click on Transfer, then Send File.
b. Type the file path and name in the Filename field.
c. Inthe Protocol field, select Xmodem.
d. Click on the Send button.

The download can take several minutes, depending on the baud rate used
in the transfer.

3. When the download finishes, you must reboot the switch to implement
the newly downloaded switch software. To do so, use one of the following
commands:

boot system flash <primary | secondary>
Reboots the switch from the selected flash memory.
_O/r‘_

reload
Reboots the switch from the flash image currently in use.

(For more on these commands, refer to “Rebooting the Switch” on page
6-17.)

4. To confirm that the operating system downloaded correctly, use the show
system, show version, or show flash CLI commands.

Check the Firmware revision line. It should show the switch software
version that you downloaded in the preceding steps.

If you need information on primary/secondary flash memory and the boot
commands, refer to “Using Primary and Secondary Flash Image Options” on
page 6-12.
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Switch-to-Switch Download

You can use TFTP to transfer a switch software file between two ProCurve
switches that use the same software code base. The menu interface enables
you to transfer primary-to-primary or secondary-to-primary. The CLI enables
all combinations of flash location options.

Menu: Switch-to-Switch Download to Primary Flash

Using the menu interface, you can download switch software from either the
primary or secondary flash of one switch to the primary flash of another
switch.

1. From the switch console Main Menu in the switch to receive the down-
load, select 7. Download 0S screen.

2. Ensure that the Method parameter is set to TFTP (the default).

3. Inthe TFTP Server field, enter the IP address of the remote switch contain-
ing the switch software you want to download.
4. For the Remote File Name, enter one of the following:

¢ Todownload the switch software from the primary flash of the source
switch, type flash or /os/primary in lowercase characters.

e To download the switch software from the secondary flash of the
source switch, type /os/secondary.

5. Press [Enter], then [X] (for eXecute) to begin the switch software download.

6. A “progress” bar indicates the progress of the download. When the entire
operating system has been received, all activity on the switch halts and
the following messages appear:

Validating and writing system software to FLASH...

7. After the primary flash memory has been updated with the new operating
system, you must reboot the switch to implement the newly downloaded
software. From the Main Menu, press [6] (for Reboot Switch). You will then
see this prompt:

Continue reboot of system? : No

Press the space bar once to change No to Yes, then press [Enter] to begin
the reboot.

8. To confirm that the operating system downloaded correctly:
a. From the Main Menu, select

Status and Counters
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General System Information
b. Check the Firmware revision line.

CLI: Switch-To-Switch Downloads

You can download a switch software file between two switches that use the

same code base and which are connected on your LAN. To do so, use a copy

tftp command from the destination switch.The options for this CLI feature

include:

m  Copy from primary flash in the source to either primary or secondary in
the destination.

m  Copy from either primary or secondary flash in the source to either
primary or secondary flash in the destination.

Downloading from Primary Only. This command (executed inthe destina-
tion switch) downloads the switch software from the source switch’s primary
flash to either the primary or secondary flash in the destination switch.

Syntax: copy tftp flash < ip-addr > flash [primary | secondary]

If you do not specify either a primary or secondary flash location for the
destination, the download automatically goes to primary flash.

For example, to download switch software from primary flash in a switch with
an IP address of 10.28.227.103 to the primary flash in the destination switch,
you would execute the following command in the destination switch’s CLI:

ProCurve # copy tftp flash 10.2%.227.103 flash
Device will be rebooted, do srou want to continue [win] 7
Q0LOTE

\ Running Total
of Bytes

Downloaded

Figure A-5.  Switch-To-Switch, from Primary in Source to Either Flash in
Destination

Downloading from Either Flash in the Source Switch to Either Flash
in the Destination Switch. This command (executed in the destination
switch) gives you the most options for downloading between switches.

Syntax: copy tftp flash < jp-addr > < /os/primary > | < /os/secondary >
[primary | secondary]
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If you do not specify either a primary or secondary flash location for the
destination, the download automatically goes to primary flash.

For example, to download switch software from secondary flash in a switch
with an IP address of 10.28.227.103 to the secondary flash in the destination
switch, you would execute the following command in the destination switch’s
CLI:

FProCurve # copy bftp flash 10.29.227.103 fos/=secondary secondary

Device will be rebooted, do vou want te continue [yin] ¥
01084K

Figure A-6. Switch-to-Switch, from EitherFlash in Source to Either Flash in
Destination

Using ProCurve Manager Plus to Update Switch
Software

ProCurve Manager Plus include a software update utility for updating on
ProCurve switch products. For further information, refer to the Getting
Started Guide and the Administrator’s Guide, provided electronically with
the application.
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Troubleshooting TFTP Downloads

When using the menu interface, if a TFTP download fails, the Download OS
screen indicates the failure.

Connection to 10.29.227.105 failed

CCNSOLE - MANAGER MODE
Download O3

Current Firmware revision : G.05.01

Method [TFTP] : TFTP
TFTF Server : 10.259.227.105

Femote File Name : oS

Feceived 0 bytezs of O3 download.

Figure A-7. Example of Message for Download Failure

To find more information on the cause of a download failure, examine the
messages in the switch’s Event Log by executing this CLI command:

ProCurve# show log tftp

(For more on the Event Log, see “Using Logging To Identify Problem Sources”
on page C-23.)

Some of the causes of download failures include:

Incorrect or unreachable address specified for the TFTP Server parameter.
This may include network problems.

Incorrect VLAN.

Incorrect name specified for the Remote File Name parameter, or the
specified file cannot be found on the TFTP server. This can also occur if
the TFTP server is a Unix machine and the case (upper or lower) for the
filename on the server does not match the case for the filename entered
for the Remote File Name parameter in the Download OS screen.

One or more of the switch’s IP configuration parameters are incorrect.
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Transferring Switch Configurations

Note

m  For a Unix TFTP server, the file permissions for the switch software file
do not allow the file to be copied.

m  Another console session (through either a direct connection to a terminal
device or through Telnet) was already running when you started the
session in which the download was attempted.

If an error occurs in which normal switch operation cannot be restored, the
switch automatically reboots itself. In this case, an appropriate message is
displayed after the switch reboots.

Transferring Switch Configurations

Transfer Features
Feature Default Menu CLI Web

use TFTP to copy from a remote n/a — below —
host to a config file

use TFTP to copy a config file to a n/a — page A-19 —
remote host

use Xmodem to copy a n/a — page A-19 —
configuration from a serially
connected host to a config file

Use Xmodem to copy a config file n/a — page A-20 —
to a serially connected host

Using the CLI commands described in this section, you can copy switch
configurations to and from a switch.

TFTP: Copying a Configuration from a Remote Host.
Syntax:  copy tftp < startup-config | running-config>< ip-address > < remote-file >

This command copies a configuration from aremote host to the startup-config
file in the switch. (Refer to Chapter 6, “Switch Memory and Configuration” for
information on the startup-config file.)

For example, to download a configuration file named sw4100 in the configs
directory on drive "d" in a remote host having an IP address of 10.28.227.105:

ProCurve# copy tftp startup-config 10.28.227.105
d:\configs\sw4100
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TFTP: Copying a Configuration File to a Remote Host.
Syntax: copy < startup-config | running-config > tftp < ip-addr > < remote-file >

This command copies the switch’s startup configuration (startup-config file)
to aremote TFTP host.

For example, to upload the current startup configuration to a file named
sw4100 in the configs directory on drive "d" in a remote host having an IP
address of 10.28.227.105:

ProCurve# copy startup-config tftp 10.28.227.105
d:\configs\sw4100

Xmodem: Copying a Configuration File from the Switch to a Serially
Connected PC or Unix Workstation. To use this method, the switch must
be connected via the serial port to a PC or Unix workstation to which you
want to copy the configuration file. You will need to:

m  Determine a filename to use.

m  Know the directory path you will use to store the the configuration file.
Syntax: copy < startup-config | running-config > xmodem < pc | unix >

For example, to copy a configuration file to a PC serially connected to the
switch:

1. Determine the file name and directory location on the PC.

2. Execute the following command:

ProCurve# copy startup-config xmodem pc

3. After you see the following prompt, press [Enter].
Press ’'Enter’ and start XMODEM on your host...

4. Execute the terminal emulator commands to begin the file transfer.
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Xmodem: Copying a Configuration File from a Serially Connected PC
or Unix Workstation. To use thismethod, the switch mustbe connected via
the serial portto a PC or Unix workstation on which is stored the configuration
file you want to copy. To complete the copying, you will need to know the
name of the file to copy and the drive and directory location of the file.

Syntax: copy xmodem startup-config < pc | unix >

For example, to copy a configuration file from a PC serially connected to the
switch:

1. Execute the following command:
ProCurve # copy xmodem startup-config po

Dewvice will be rebooted, do wou want to continue [v/nl? v
Presz 'Enter' and start EZMODEMN on your host...

2. After you see the above prompt, press [Enter].
3. Execute the terminal emulator commands to begin the file transfer.

4. When the download finishes, you must reboot the switch to implement
the newly downloaded OS. To do so, use one of the following commands:

boot system flash < primary | secondary >
Reboots from the selected flash.
_O’y‘_

reload
Reboots from the flash image currently in use.

(For more on these commands, refer to “Rebooting the Switch” on page
6-17.)
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Copying Diagnostic Data to a Remote
Host, PC, or Unix Workstation

You can use the CLI to copy the following types of switch data to a text file in
a management device:

m  Command Output: Sends the output of a switch CLI command as a file on
the destination device.

m Event Log: Copies the switch’s Event Log into a file on the destination
device.

m  Crash Data: OS-specific data useful for determining the reason for a
system crash.

m  Crash Log: Processor-Specific operating data useful for determining the
reason for a system crash.

Copying Command Output to a Destination Device

This command directs the displayed output of a CLI command to a file in a
destination device.

Syntax: copy command-output <"cli-command"> tftp < ip-address >
< filepath-filename >

copy command-output < "cli-command' > xmodem

For example, to use Xmodem to copy the output of show config to a serially
connected PC:

At this point, press ProCurve# copy command-output "show config" xanodem po
[Enter] and startthe ——— Fress "Enter' and start XMODEM on your host...

Xmodem command

sequence in your Transfer complete

terminal emulator. W,

Figure A-8. Example of Sending Command Output to a File on an Attached PC

Indicates the operation is finished.

Note that the command you specify must be enclosed in double-quote marks.
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Copying Event Log Output to a Destination Device

This command uses TFTP or Xmodem to copy the Event Log content to a PC
or UNIX workstation on the network.

Syntax: copy event-log tftp < ip-address > < filepath and filename >
copy event-log xmodem

For example, to copy the event log to a PC connected to the switch:

At this point, press ProCurve: copy event-log xanodem peo

[Enter] and startthe — Fress 'Enter’ and start IMODEM on your host...
Xmodem command

sequence in your Transfer complete

terminal emulator.

Figure A-9. Example of Sending Event Log Content to a File on an Attached PC

Copying Crash Data Content to a Destination Device

This command uses TFTP or Xmodem to copy the Crash Data content to a PC
or UNIX workstation on the network. You can copy individual slot information
or the master switch information. If you do not specify either, the command
defaults to the master data.

Syntax: copy crash-data [< slot-id | master >] xmodem
copy crash-data [< slot-id | master >] tftp < ip-address > < filename >

where:  slot-id = a-h, and retrieves the crash log or crash data from
the processor on the module in the specified slot.

master Retrieves crash log or crash data from the switch'’s
chassis processor.

For example, to copy the switch’s crash data to a file in a PC:

At this point, press ProCurve (config)# copy crash-data zonodem po
[Enter] and startthe —» Fress "Enter’ and start XIMODEM on your host...
Xmodem command

sequence in your Transfer complete
terminal emulator.

Figure A-10. Example of Copying Switch Crash Data Content to a PC
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Copying Crash Log Data Content to a Destination Device

This command uses TFTP or Xmodem to copy the Crash Log content to a PC
or UNIX workstation on the network. You can copy individual slot information
or the master switch information. If you do not specify either, the command
defaults to the master data.

Syntax: copy crash-log [< slot-id | master >] tftp < ip-address >
< filepath and filename >

copy crash-log [< slot-id | master >] xmodem
where:  slot-id = a-h, and retrieves the crash log or crash data from
the processor on the module in the specified slot.

master Retrieves crash log or crash data from the switch’s
chassis processor.

For example, to copy the Crash Log for slot C to a file in a PC connected to
the switch:

At this point, press ProCurve(config) # copy crash-log o xmodem
[Enter] and startthe —s Fress 'Enter' and start IHODEM on your host...
Xmodem command

sequence in your
terminal emulator.

Transfer complete

Figure A-11. Example of sending a Crash Log for Slot C to a File on an Attached PC
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Monitoring and Analyzing Switch Operation
Overview

Note

Overview

The switch has several built-in tools for monitoring, analyzing, and trouble-
shooting switch and network operation:

Status: Includes options for displaying general switch information, man-
agement address data, port status, port and trunk group statistics, MAC
addresses detected on each port or VLAN, and STP, IGMP, and VLAN data
(page B-4).

Counters: Display details of traffic volume on individual ports (page
B-10).

Event Log: Lists switch operating events (“Using Logging To Identify
Problem Sources” on page C-23).

Alert Log: Lists network occurrences detected by the switch—in the
Status | Overview screen of the web browser interface (page 5-6).

Configurable trap receivers: Uses SNMP to enable management sta-
tions on your network to receive SNMP traps from the switch (“SNMP
Notification and Traps” on page 13-18).

Port monitoring (mirroring): Copy all traffic from the specified ports
to a designated monitoring port (page B-24).

Link test and ping test—analysis tools i